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Purpose: As information security requirements evolve due to ever-changing business and 

regulatory requirements, and threat landscape, organisations have turned to multisourcing 

as a method of delivering information security services. This development has created op- 

portunities for service providers which specialise in information security service provision 

to collaborate and deliver security services through multisourcing contracts. Therefore the 

research develops a collaboration framework for managing information security through 

multisourcing. 

Methodology: This paper explores collaboration in multisourcing information security con- 

tracts through a qualitative case study that investigated the phenomenon from the views 

and experiences of a client organisation and its six service providers. 

Findings: The research found that multisourcing contracts can effectively manage infor- 

mation security services through collaborative efforts from multiple service providers and 

technology vendors. 

Practical implications: Theoretical insights into the use of collaboration and partnerships in 

the multisourcing of information security are non-existent. Therefore, the research con- 

tributes to practice by introducing a tripartite collaboration framework for multisourcing 

information security. This tripartite collaboration consists of client, service provider and 

technology vendors. 

Originality value: The research demonstrates through the perspective of client organisation 

and service providers that collaboration in multisourcing information security contracts 

goes beyond the client and its service providers to include even technology vendors. 

© 2018 Elsevier Ltd. All rights reserved. 
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. Introduction 

he billion dollar sole-source megadeals that characterised 

utsourcing deals at the turn of the century are now outdated 
∗ Corresponding author. 
E-mail addresses: naickervi@cput.ac.za (V. Naicker), mmafaiti@gmail.

m

ttps://doi.org/10.1016/j.cose.2018.10.005 
167-4048/© 2018 Elsevier Ltd. All rights reserved. 
ecause of their lack of flexibility ( Herz et al., 2011 ). Organisa-
ions have moved from outsourcing their services from sole- 
ource agreements to identifying multiple service providers 
o work together with internal resources, a scenario known as 

ultisourcing. Multisourcing offers the benefits of increased 
com (M. Mafaiti). 
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flexibility and quality and cost reductions through its best
of the breed approach ( Lacity et al., 2009; Siepmann, 2014 ).
Consequently, multisourcing has been extended to support
some sensitive areas such as information security services
( Rhodes-Ousley, 2013 ). 

2. Literature review 

2.1. Definition of multisourcing 

Multisourcing is defined as “the disciplined provisioning and
blending of business and information technology (IT) ser-
vices from the optimal set of internal and external sup-
pliers in the pursuit of business goals” ( Cohen and Young,
2006 :1). After the failure of sole-source outsourcing arrange-
ments, organisations have tried to move to insource some ser-
vices while others have considered multiple service providers.
The organisations choose to insource because of the need to
maintain control over their complex and highly regulated
activities ( Cohen and Young, 2006 ). However even though out-
sourcing has failed in some cases, insourcing has still re-
mained less prevalent. Particularly where information secu-
rity is concerned, organisations have realised that all infor-
mation security skills will not be found in a sole-source ser-
vice provider or organisation. Therefore, there is a need to
blend internal skills and external skills from various service
providers in the delivery of IT or security services ( IDC, 2014;
Siepmann, 2014 ). Some researchers have characterised mul-
tisourcing with competition between suppliers, which will
decrease costs ( Lacity et al., 2009; Siepmann, 2014 ). Supplier
competition in multisourcing contracts are viewed as a possi-
ble source of cost savings ( Wiener and Saunders, 2014 ). How-
ever, cost saving through multisourcing is not always achiev-
able. In fact the increase in outsourcing spending, does not
link with estimated cost savings ( Cohen and Young, 2006; Lac-
ity et al., 2009 ). The inherent competition between suppliers
also makes multisourcing sometimes untenable. 

Capgemini (2008) , one of the providers of consulting, tech-
nology and outsourcing services, holds the view that the fierce
competition among service providers requires collaborative
effort to achieve a mutually beneficial relationship. According
to Currie and Willcocks’ (1998) , multisourcing leads to the for-
mation of an alliance or partnership between suppliers. They
state that the main reason is to deliver a service to an organ-
isation and not hostile competition. Service providers must
focus on their client’s success in spite of the fact that they are
competitors ( Wiener and Saunders, 2014 ). This collaboration
enables the client organisation to view multisource services
as coming from one supplier in spite of the fact that there are
a number of suppliers involved. 

2.2. Collaboration in multisourcing contracts 

The presentation of a diversified stakeholder base by Lacity
and Willcock (2000), Cohen and Young (2006) and Wiener
and Saunders (2014) demonstrates the need for a com-
mon approach to sourcing through collaboration. Collabora-
tion is even more prominent in multisourcing, which brings
together multiple service providers who are potentially com-
petitors ( Heitlager et al., 2010; Wiener and Saunders, 2014 ).
According to Bapna et al. (2010) , multisourcing contracts in-
volve increased cooperation between service providers as they
depend on each other to deliver services. Heitlager et al.
(2010) call this dependency an IT service chain that consists
of intra and extra organisational specialists who collaborate
closely to deliver a quality service. Hence, service provider col-
laboration in problem solving brings about increased perfor-
mance across the enterprise. In addition it can foster a cul-
ture of positive peer pressure, where no service provider wants
to be identified as a laggard ( ISG, 2014; Wiener and Saunders,
2014 ). 

Such peer pressure is a source of healthy competition
amongst service providers, which results in cost reduction for
the client organisation ( Heitlager et al., 2010 ). Therefore, both
competition and co-operation are necessary for multisourcing
contracts, giving rise to co-opetition ( Wiener and Saunders,
2014 ). The client organisation plays an influential role in con-
trolling competition and cooperation, a concept that Wiener
and Saunders (2014) termed forced co-opetition. Wiener and
Saunders’ (2014) concept of forced co-opetition provides a
view into the existence of both competition and cooperation
in multisourcing contracts. However, they do not address how
this is achieved to manage sensitive services such as infor-
mation security, where the issues of intellectual property and
secrecy are prevalent ( Siepmann, 2014 ). 

Conversely, collaboration facilitates knowledge sharing be-
tween the client and the service providers. According to
Solli-Saether and Gottschalk (2010) , knowledge sharing con-
cerns how parties in the outsourcing deal, share and trans-
fer their knowledge to one another. The key outcome of such
knowledge sharing is the improvement of understanding of
the services that are offered and the client organisation’s busi-
ness ( Barthélemy, 2003; Solli-Saether and Gottschalk, 2010 ).
Therefore, multisourcing requires a rethink of how to bring
together different service providers and internal resources to
work towards the same objective ( Cohen and Young, 2006 ). A
framework (see Fig. 1 ) that enables the delivery of a compre-
hensive information security service through a nexus of ser-
vice providers is imperative to operationalising multisourcing
contracts ( Bacik, 2012; Siepmann, 2014 ; Capgemini, 2014 ). 

2.3. Theoretical underpinnings of multisourcing and 

outsourcing 

In order to understand how multisourcing contracts work and
how to improve their efficacy in managing information secu-
rity services, one has to understand the theoretical underpin-
nings that inform outsourcing. Literature on multisourcing is
scant ( Wiener and Saunders, 2014; Bachlechner et al., 2014 )
and for this reason theory from outsourcing is used to under-
stand multisourcing. As a practical issue, general IT outsourc-
ing is affected by organisational and management theories in
order to improve its applicability (Solli-Sæther and Gottschalk,
2010) . 

The theories that are discussed are reviewed to strengthen
the understanding of outsourcing and the motivations to-
wards moving to multisourcing. Each theory represents a
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Fig. 1 – Multisourcing information security conceptual framework. 
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articular view on outsourcing and helps towards under- 
tanding the reason for considering outsourcing. The Transac- 
ion Cost Theory explains the boundaries of the firm, and what 
nfluences the purchase of a service or a product ( Solli-Saether 
nd Gottschalk, 2010; Beulen, 2011 ). Transaction costs are also 
ffected by asset specificity, complexity and frequency ( Solli- 
aether and Gottschalk, 2010 ). In this case, idiosyncratic as- 
ets, highly complex services and frequent transactions result 
n more transaction costs. 

The Neo Classical Economic Theory is based on the fact that 
very organisation is a production function, which is moti- 
ated by profit maximisation (Solli-Sæther and Gottschalk,
010) . Accordingly, organisations offer goods and services to 
arkets where they have a cost or production advantage.

herefore, according to the neoclassical economic theory,
rganisations outsource IT activities in order to attain cost 
dvantages from economies of scale and scope that are pos- 
essed by service providers ( Ang and Straub, 1998; Gurbaxani,
005 ). 

The Resource Based View Theory states that successful organ- 
sations focus on their core competencies and enter strategic 
lliances to develop and extend their competencies ( Dibbern 

nd Heinzl, 2001 ). Another view of this theory claims that 
usiness functions that do not form part of core competen- 
ies are outsourced otherwise the company’s competitive ad- 
antage is weakened ( Stewart, 2002 ). The resource based view 

lso states that companies have heterogeneous competen- 
ies and it is the heterogeneity that allows an organisation to 
arn good returns ( Solli-Saether and Gottschalk, 2010 ). The Re- 
ource Dependency Theory implies that organisations depend on 
esources, which are acquired from other organisations ( Konig 
nd Beimborn, 2008 ). Cheon et al. (1995) argue that the re- 
ource dependency theory provides the basis for understand- 
ng why organisations outsource by stating that organisations 
utsource to obtain access to scarce human resources and 

echnologies. 
The Partnership and Alliance Theory describes the need for 

ollaborative effort between two or more entities in order to 
chieve shared goals ( Solli-Saether and Gottschalk, 2010 ). The 
artnership theory can assist to reduce the risks of inadequate 
ontractual cover for complex and sensitive activities such as 
T management ( Das and Teng, 2003 ). However, the theory re- 
ies on many intangible qualities such as trust, comfort and 

nderstanding, which are difficult to assess before the iden- 
ification and negotiation of partnerships ( Solli-Saether and 

ottschalk, 2010 ). 

.4. Challenges in information security 

nformation security is a discipline that is quite central to 
he operations of information technology and organisations’ 
aily activities ( Buecker et al., 2010 ). Organisations operate 

n an era of continuous collaboration, and information is 
equired in real-time as means to make quick business 
ecisions. The ability to compete in the current operational 
nvironment requires organisations to effectively access 
nalyse and disseminate information to their stakehold- 
rs. These include suppliers, customers, consumers and 

ndustry regulators. Therefore, some information security as- 
urance is required in order for organisations to rely on 
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available information for their key business decisions
( Buecker et al., 2010 ). Furthermore, information security
also affects the usability of information technology, and the
experience that users have with their information systems
( Sherwood et al., 2005 ). A non-functional information security
service can damage an organisation’s reputation beyond
repair. 

Future information security requirements for organisa-
tions go beyond merely detecting and responding to secu-
rity threats, and also include predicting and preventing se-
curity threats ( Rhodes-Ousley, 2013 ). Moreover, organisations
are also overburdened by an increased security complexity be-
cause of the number of technologies that are used to deliver
information security services ( Burson, 2010; McAfee, 2016 ).
Furthermore, training and retaining information security re-
sources is a challenge in the world. According to a Security for
Business Innovation Council (SBIC) report of 2012, there is a
challenge in building an effective information security team
owing to the variety of skills sets, which are required to run
information security operations ( RSA, 2012 ). This shortage of
skills is exacerbated by the need for a new paradigm shift.
This shift is from monolithic and technical skills sets such as
protecting the perimeter and operating anti-virus solutions,
to more diverse and business centric skills sets. The main fo-
cus being on business risks, asset valuations, threat and data
analysis ( RSA, 2012 ). 

Hence the current security requirements and skills short-
ages present a formidable challenge that exceeds the inter-
nal organisation’s competencies. These challenges have cre-
ated opportunities for external organisations, namely service
providers. These providers specialise in information security
service provision and may take over the delivery of such ser-
vices, hence resulting in the outsourcing of the service ( Ding
et al., 2005; Rhodes-Ousley, 2013 ). Consequently, organisations
are considering external information security skills that they
can blend with their internal competencies to deliver a secure
environment for their businesses ( Ding et al., 2005; Rhodes-
Ousley, 2013 ). However, the general scarcity of information se-
curity resources across the world is not making it easy to find
external partners. This implies that sought after information
security skills and capabilities may not reside with one exter-
nal partner. There is a need to consider more than one partner
or service provider to provide information security services
to one business and this concept is known as multisourcing
( Cohen and Young, 2006 ). 

2.5. Multisourcing challenges 

Multisourcing in general has its own challenges, especially
if it is not properly managed. According to Goolsby (2002) ,
the results of strained sourcing relationships are high costs,
operational disruptions and missed opportunities. However,
from an information security perspective, the results are far
more detrimental as it can mean fines, loss of intellectual
property and permanent damage to the brand and the or-
ganisation’s reputation. Therefore, managing information se-
curity through multisourcing is an extremely sensitive busi-
ness, since it introduces new levels of business risk to the
client organisation. The contractual relationship between the
client organisation and the service provider is affected by hid-
den costs that many client organisations fail to identify and
consider at the inception of the contracts ( Barthélemy, 2003 ).
Some of these hidden costs are: transaction costs, relation-
ship management, transition costs and termination costs. Fur-
thermore, client-service provider relationships are quite com-
plex in any sourcing agreement. They consist of two parts,
namely the formal contractual obligation and a psychological
contract. Outsourcing contracts also define the service expec-
tations from business through service level agreements (SLA)
( Barthélemy, 2003; Goo, 2009 ). Therefore, there is a possible
chance that one service provider’s SLA might affect another
within a multisourcing set up. However, there is a gap in lit-
erature on how to manage these complex multisourcing con-
tracts, especially in terms of defining and enforcing SLAs on
overlapping services. 

Although some research has been done on the formation
of partnerships and collaboration in IT multisourcing, most
of it presents the phenomenon from a single perspective of
the client. Theoretical insights from the service provider and
the client’s perspective into how collaboration and partner-
ships helps the multisourcing of information security are non-
existent. Despite the lack of insights on this phenomenon or-
ganisations continue to approach multisourcing impulsively
and indiscriminately resulting in huge losses and disappoint-
ment ( Axelrod, 2004; Ding et al., 2005 ). Therefore the main ob-
jective of this research is to advance the understanding of how
organisations collaborate and manage information security
through multisourcing contracts by answering the following
research question through a detailed scientific enquiry: 

How can organisations manage information security
through collaboration in multisourcing contracts? 

The research comprehensively studied collaboration in
multisourcing information security through an exploratory
case study of a South African client organisation and its six
service providers culminating in the development of a frame-
work (see Fig. 4 ). 

The next section consolidates all the themes that have
been discussed in the sections above into a conceptual frame-
work to manage information security through multisourcing.

2.6. Conceptual framework 

According to the conceptual framework below, management
of information security through multisourcing involves two
sets of players, the client and the multiple service providers.
The client has a contractual expectation of service delivery
from the service providers. The service providers in return de-
liver the service. Apart from these sets of players are two in-
herent factors, namely risks and benefits, which affect mul-
tisourcing. These risks include weak management, hidden
costs, and inefficient contracts, among other issues. The ben-
efits are access to knowledgeable resources and lowering of
costs Managing these risks and benefits translates into the
transaction costs as reinforced by the Transaction Cost Theory .
Whereas the benefits are the main drivers of the multiosurc-
ing decisions as described in the Neo-Classical Economic Theory
and Resource Based Theory. Therefore, from a theoretical point
of view, the conceptual framework captures the details of the
multisourcing information security and increases the chances
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f getting the desired outcomes, which benefit both the client 
rganisation and the service provider. 

The study analyses each theme from the client organisa- 
ion and the multiple service providers’ perspectives to gain 

 balanced view of the multisourcing of information security 
henomenon. 

The framework was subsequently refined as further anal- 
sis was performed and relations were identified between the 
ultisourcing concepts. The conceptual framework serves as 

he reference point for the research design, empirical enquiry 
nd analysis. 

.7. The client organisation’s background 

he client operates a multi-million dollar oil and chemicals 
usiness whose interests are spread across the world in five 
ontinents. There are ten business units in the company, and 

ach business unit had its own IT organisation before 2010.
he business lies in the petrochemical industry, which is at 

he heart of the critical infrastructure of the South African 

nd the world’s economy. The client’s business is a strong 
nd unique case of multisourcing, which is in line with the 
ase study design that is outlined in the section below. The 
lient offered the researchers a single opportunity to inves- 
igate the multisourcing phenomenon through the views of 
he service providers and the client organisation within a 
eal life context. The client’s petrochemical industry has also 
een major investments in infrastructure security that is pro- 
ected to rise from $18 billion a year in 2011 to $31 billion a 
ear in 2021 (Frost and Sullivan, 2015). These huge infrastruc- 
ure investments and the information security concerns have 
aised the researchers’ interests, resulting in studies shifting 
rom the technical aspects of information security to how 

rganisations’ interactions are shaped and defined around 

nformation security ( Benbasat et al., 2002 ). 

.8. Methodology 

he collaboration in multisourcing contracts is a qualitative 
tudy based on the interpretive paradigm. Qualitative meth- 
ds are employed in this study because of their ability to com- 
rehend complex and intangible social phenomenon ( Lee and 

askerville, 2003; Beulen, 2011 ). 

.9. Case study 

he case study method was selected for this study because 
f its ability to investigate the phenomenon of multisourcing 
ithin its real-life context of information security manage- 
ent ( Yin, 1994 ). This case study used a variety of information 

ources, which include documents such as meeting minutes,
rtefacts such as policies and frameworks, unstructured in- 
erviews and observation of meetings to provide a rich view 

f the phenomenon ( Yin, 2014; Cronin, 2014 ). Therefore, this 
ase study results in the generation of new theory and de- 
cription of collaboration in multisourcing of information se- 
urity ( Eisenhardt, 1989; Yin, 1994 ).The study follows the em- 
edded case study design by focusing on the individual units 
f six service providers and the client organisation and then 
resenting the results as a holistic single case of multisourc- 
ng information security services ( Eisenhardt, 1989; Yin, 1994 ).

.10. Sampling 

or this qualitative research, the purposive sampling tech- 
ique was used to select the most productive sample in order 

o answer the research question ( Coyne, 1997 ). This involved 

he researcher deciding on who would best provide the de- 
ired information based on the nature and needs of the study 
 Denzin and Lincoln, 2011; Løkke and Dissing, 2014 ). Therefore,
nformation security practitioners and service delivery man- 
gers from the client organisation and service providers were 
elected to provide answers to the research question. 

.11. Data collection 

ne of the advantages of case studies is the rich detail, which 

merges from a variety of information that is used to de- 
cribe the case ( Lee and Baskerville, 2003 ). These information 

ources include observations, documents, interviews, and par- 
icipation ( Wildemuth and Zhang, 2006 ). Hence, this research 

sed multiple data collection methods, which included partic- 
pant observation, document reviews and interviews to pro- 
ide a rich insight of the case under investigation ( Wildemuth 

nd Zhang, 2006; Cronin, 2014 ). 

.12. Interviews 

nstructured interviews were suited for this interpretive 
aradigm, as they provided for naturalistic, explorative and in- 
epth enquiry, which allows for theory building ( Wildemuth 

nd Zhang, 2006 ). The most important aspect was for the 
esearcher to build a better understanding of a new phe- 
omenon of multisourcing information security services 

hrough the interviewee’s perspective ( Wildemuth and Zhang,
006 ). The interview questions were compiled from prior the- 
ry that was revealed in the literature review into themes 
hich were presented in the conceptual framework above.
he unstructured interviews also included probing questions 

hat assisted the researchers to capture real world experi- 
nces and further clarification on the topic ( Perry, 1998a, b ).
o deal with this complexity, the researchers used two-person 

eams for interviews, as suggested by Eisenhardt (1989) and 

erry (1998a, b ). This implied that one researcher asked the 
uestions and handled the dialogue with the interviewee,
hile the other took notes and observed the dialogue. Where 

his approach was not feasible owing to a lack of funds,
he researchers used recording equipment, after obtaining 
ermission from the informants, and took extensive notes 
 Eisenhardt, 1989; Cohen and Crabtree, 2008 ). Therefore, the 
ype of data that was collected included field notes, audio 
ecordings and transcripts. The interviews lasted between 

0 min and 2 h. The unstructured interviews were conducted 

ntil new themes or explanations ceased to emerge from the 
ata, a point that Herz et al. (2011) described as theoretical sat- 
ration. Longer interviews with key informants were divided 

nto sessions of not more than an hour for logistical reasons,
nd to ensure maximum concentration and participation. 
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2.13. Observation 

Observation of meetings, participation and site visits were
used to augment the information from the interviews and
document reviews ( Yin, 2014 ). The resultant observations and
discussions were captured as notes to produce qualitative
data for this study. 

2.14. Qualitative content analysis 

This research used qualitative content analysis to analyse and
interpret the content, which was gathered from interviews
and reviewed documents. Qualitative content analysis was se-
lected for this research because of its ability to offer subjec-
tive interpretation of the phenomenon under study while pay-
ing attention to its content and context ( Miles and Huberman,
1994; Hsieh and Shannon, 2005 ). The qualitative content anal-
ysis consisted of directed and summative analysis techniques
( Hsieh and Shannon, 2005 ). In directed content analysis initial
coding is guided by theory and relevant research findings. The
summative content analysis involves counting and compar-
isons of keywords, followed by interpretation of the underly-
ing context. 

Themes and categories of the phenomenon under en-
quiry were identified through direct content analysis by us-
ing the conceptual framework, reviewed literature and doc-
ument analysis ( Glaser, 1992; Beck and Schott, 2012 ). These
conceptual themes were also identified according to their
high frequency and were further refined through comparisons
with relevant literature as part of summative content analysis
( Beck and Schott, 2012 ). The final codes from this were anal-
ysed using QDA miner 4.1 and used to create a reconstruction
of experience, and to write up theories of the multisourcing
phenomenon. 

2.15. Data analysis and coding 

Data collection, coding and analysis occurred concurrently in
this study. The following guidelines were developed a-priori to
offer strategies and techniques followed during the data anal-
ysis. (1) Convergence of data from various sources were un-
dertaken to understand the overall case and avoided treating
each data source separately. (2) Analysis was performed in an
iterative way to improve the study’s ability to adequately an-
swer the research questions. (3) Triangulation was achieved
by using multiple sources of data and interviewing multiple
participants in the organisation to increase the reliability and
validity of the research. (4) A-priori coding of themes and pat-
terns based on the case research instrument ( Yin, 1994 ) was
used and (5) theoretical saturation was reached when new
sources of information resulted in a marginal improvement. 

2.16. Rigor and credibility of the research 

Generalisability is an essential feature of interpretive research
that seeks to provide theoretical explanations of phenomena
and not mere description .The study achieved this through
the case study method, where the researcher records the dif-
ferent observations from the client organisation and service
providers into first level constructs ( Van Maanen, 1983 ). The
first level constructs referred to understanding, which is held
by participants in the enquiry. The reviewed literature and
documents informed the theoretical formulations that culmi-
nate into second level constructs, which was the researcher’s
understanding ( Van Maanen, 1983 ). The second level con-
structs were interpretations and theories that the research
used to organise and explain what was observed from the in-
terview responses. These constructs contributed to the formu-
lation of a theoretical framework to manage information secu-
rity services through multisourcing ( Lee and Baskerville, 2003 ).
Therefore, this case study did not seek to generalise across
cases, but to build theory that could be generalised within the
cases of similar contexts ( Ferreira et al., 2012 ). 

2.17. Validity, reliability and triangulation 

According to Patton (2002) , validity of a qualitative study owes
its meaning to the information richness that is generated
by the case study and the researcher’s interpretations rather
than by the size of a sample. In this research the interview
questions were linked to the research questions. Each re-
search question represented a section of the interview ques-
tions. Construct validity was also achieved by using the same
questions for several informants to identify interesting con-
structs ( Cronin, 2014 ). The researchers also employed multi-
ple sources of evidence such as meeting minutes, governance
frameworks and contract information to build construct va-
lidity ( Eisenhardt, 1989; Yin, 1994 ). This study achieved exter-
nal validity through seeking the perspective on multisourcing
contracts from the client organisation and service providers.
Presenting multisourcing of information security from both
perspectives ensured that a comprehensive understanding
and broader theory was built. The reliability of this study was
demonstrated through comprehensive documentation of the
data collection procedure and proper record keeping ( Lee and
Baskerville, 2003 ). Reliability was also achieved by adhering to
the study’s protocol, particularly the specific questions that
the researchers had to remember to ask during data collection
( Perry, 1998a, b ; Yin, 2014 ). Triangulation is a combination of
methodologies, data sources, and investigation or data anal-
ysis methods in the study of the same phenomenon ( Denzin,
1989; Thurmond, 2001 ). Therefore, in this case study triangula-
tion was achieved by reviewing other documentation such as
contracts, annual reports, and participant observation to build
an understanding of the multisourcing phenomenon, and to
corroborate findings from the interviews ( Yin, 2014; Cronin,
2014 ). 

2.18. Findings and discussion 

Based on the ethical considerations and requests by the study
participants for anonymity, the researchers did not disclose
the name of the client organisation, its Service Providers (SP)
and the interview respondents. Therefore, for the purposes of
this research, the organisation under study was referred to as
the client and its service providers are referred to as SP-A, SP-
B, SP-C, SP-D, SP-E and SP-F. 
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Table 1 – Overview of contracted information security services. 

Service provider Information security services 

Client Security architecture, security governance, security service management, operations management (after 2012) 
SP-A Anti-malware management, patch management, SOX compliance for application and file servers, email security. 
SP-B Security management, vulnerability management, risk management, reporting, process documentation (up to 

2012) 
SP-C Anti-malware management, patch management, for workstations (desktops, laptops, mobile devices) 
SP-D Network infrastructure management (firewalls, switches and routers), identity and access management, 

encryption, web filtering 
SP-E Patch management for domain controllers, encryption, secure gateway, network security, 
SP-F Anti-malware management for domain controllers 
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.19. Multisourcing structure 

round 2010 the client embarked on a consolidation journey,
here all IT functions were performed by a single IT depart- 
ent. For almost ten years the client had one service provider 

or IT services, which included information security. However,
n a bid to increase business agility and to improve IT services,
he client departed from an outsourcing agreement that had 

ecome predictable and rigid towards a more flexible and ro- 
ust multisourcing setup ( Wiener and Saunders, 2014 ). The in- 
umbent service provider had become inflexible and driven by 
he contract, leaving little room for innovation and response 
o business requirements. The idea was to have an informa- 
ion security service that would drive operational efficiency 
nd innovation in the business. 

In 2010 a decision was made to consider multisourcing IT to 
our service providers, namely SP-A, SP-B, SP-C and SP-D. SP-D 

ent on to subcontract some of its services to SP-E and SP-F.
he client retained some of the services such as security archi- 

ecture and governance. The service providers were selected 

o bring value to the client by providing agile and innova- 
ive IT solutions, which include information security manage- 

ent. The service providers are described in the section below 

nd a summary of their contracted services is presented in 

able 1: Overview of contracted information security services.

.20. Service provider A (SP-A) 

P-A is a big information technology service provider that 
sed to be the only service provider for the client before it em- 
arked on multisourcing contracts. In the new multisourcing 
ispensation, SP-A retained the responsibility to manage data 
entres, application and file servers, and the industrial infor- 
ation technology (IIT) or Operation Technology (OT) infras- 

ructure. According to this arrangement, SP-A is also respon- 
ible for the information security aspect of their contract. As 
ighlighted in the contract, the information security services 
omprise of anti-malware management and patch manage- 
ent on application and file servers, among other services.

P-A has most of the client’s IT institutional memory because 
hey once managed all IT for the client. The information se- 
urity team from SP-A comprised of a principal information 

ecurity specialist and a security specialist. These two are in 

harge of information security responsibilities that are con- 
racted to SP-A. 
.21. Service provider B (SP-B) 

P-B is a big international information technology service 
rovider and has a huge history in outsourcing across the 
orld. SP-B mainly focuses on desktop services, systems in- 

egration, computing and network services, data centres, pro- 
ess modelling and SAP support. SP-B was in charge of the 
anagement of all service providers and service level report- 

ng from 2010 to 2012. All contracted service providers re- 
orted to SP-B. SP-B had a service representative for each con- 
racted service. Information security services were managed 

y an information security manager and an information se- 
urity coordinator, who were both specialists in the discipline.
herefore, SP-B’s team was in charge of managing the infor- 
ation security service providers on behalf of the client. 

.22. Service provider C (SP-C) 

P-C is part of the same company that owns SP-B; however, for 
he purposes of this multisourcing contract, they were treated 

s separate entities. SP-C is responsible for supporting infor- 
ation security on workstations, which are desktop comput- 

rs and laptop computers, mobile devices (mobile phones) and 

rinting services. SP-C’s information security services include 
nti-malware support, patch management and the adminis- 
ration of all security applications that are deployed on the 
orkstations. Therefore, SP-C has to work closely with all ser- 
ice providers that support different services that end up on 

orkstations in a service chain ( Heitlager et al., 2010 ). 

.23. Service provider D (SP-D) 

P-D is a big international telecommunications company,
hich started out with a low presence in South Africa. SP- 
 is in charge of network infrastructure security, which in- 
ludes cabling, firewalls, routers and switches, and domain 

ontrollers (active directory). Most of the services that are con- 
racted to SP-D are performed remotely or subcontracted to 
ervice providers, SP-E and SP-F. The security services from SP- 
’s contract also include antimalware support and patch man- 
gement on domain controllers, network security, encryp- 
ion, content filtering on emails and websites, among other 
ervices. 
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Table 2 – Distribution of interviewees across organisations. 

Interviewee Organisation Work experience (Years) Work experience at 
client (Years) 

Security architect Client 14 10 
Security operations mgt Client 10 6 
Security governance Client 8 3 
Security strategy Client 10 2 
Service delivery manager SP-A 18 8 
Security specialist SP-A 9 5 
Service delivery manager SP-B 20 4 
Security specialist SP-B 8 4 
Service delivery manager SP-C 15 4 
Security specialist SP-C 14 5 
Service delivery manager SP-D 17 3 
Security specialist SP-D 9 7 
Security specialist SP-E 6 2 
Security specialist SP-E 5 3 
Security specialist SP-F 5 3 
Security specialist SP-F 4 3 

Fig. 2 – Multisourcing of information security structure. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.24. Service provider E (SP-E) 

SP-E is a big information technology outsourcing company
that is a subcontractor to SP-D. SP-E is responsible for
managing the network infrastructure (firewalls, routers and
switches) and domain controllers on behalf of SP-D. SP-E does
not have a direct contract with the client. 

2.25. Service provider F (SP-F) 

SP-F is an information security management company and
a subcontractor to SP-D. SP-F is responsible for antimalware
management on domain controllers on behalf of SP-D, and it
also does not have any direct contract with the client. 

The structure of the client and multiple service providers in
the multisourcing of information security contract is depicted
in Fig. 2 below. 

2.26. Distribution of interviews 

Table 2 below presents the demographic information and dis-
tribution of the interviewees across organisations. 
2.27. Code distribution and frequency 

The graph below ( Fig. 3: Distribution of codes) shows the dis-
tribution of the codes that were identified from directed and
summative qualitative content analysis techniques described
in the section above. The coding categories are derived from
the interview text; in directed content analysis initial coding is
guided by theory or relevant research findings; while summa-
tive content analysis involved counting and comparisons of
keywords, followed by interpretation of the underlying con-
text. Therefore, direct content analysis and summative con-
tent analysis techniques were mainly used for the research’s
qualitative content analysis. 

The above graph shows that the main codes, which em-
anate from the interviews and the review of the support-
ing documents, were collaboration (54.3%), communication
(17.9%) and knowledge sharing (11.4%). Some of the codes,
such as shared vision (3.3%) access to resources (8.8%) and
quick completion of projects (3.3%), which had smaller fre-
quencies, were used to identify the risks and benefits from
multisourcing contracts or to support the main codes that
stem from the research. The codes are now described in the
section below as the main finding from the interviews and
document reviews. 

2.28. Client coordinating collaboration 

The service providers and the client identified collaboration
as a way to improve the management of information secu-
rity through multisourcing. The client reported that collabora-
tion allowed them to coordinate information security service
delivery. All stakeholders, (client and service providers) were
unanimous in their view that the collaboration agreement
needs reinforcement and should cover all service providers,
including subcontractors. The current contract has two sub-
contractors, namely SP-E and SP-F who assist SP-D in the de-
livery of their contracted services. Initially, the requirement
for collaboration did not reach the two subcontractors. SP-B
reported that some subcontractors were not aware of the need
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Fig. 3 – Distribution of codes. 

t
t

b
m
h
s
w
v
p
c
w

 

o
n
v
e
w
s
w

2
k

S
i
t
a
e
p
p
t
f

 

 

c
t
c
i  

S
s
c
t
l
c
m
t

o attend certain forums or to supply some reports. As one in- 
erviewee from SP-F explained: 

“We were not aware that we must supply reports and attend 
some meeting at first because these expectations were not com- 
municated to us by SP-D. We felt that we needed to report to SP-D 

only.”

To rectify this misunderstanding, SP-D had to ensure that 
oth subcontractors were aware of the requirements of the 
ultisourcing contract. Relying on SP-D’s contract did not 

elp because some of the requirements were not explicitly 
tated in the contract. Informal ways to improve collaboration 

ere employed, and these included meeting with other ser- 
ice providers over coffee and lunch. Furthermore, the client 
layed a leading role to attain this level of collaboration. The 
lient emphasised the obligation on all suppliers to cooperate 
ith other service providers in the statement below: 

“We noticed that during the early days of multisourcing there 
was little collaboration. We were not actively involved in man- 
aging the service providers since the responsibility had been out- 
sourced to SP-B. However we have now taken over the manage- 
ment and we have emphasised the need for collaboration with 
various account managers who represent the service providers.
[…] The need for collaboration had been specified in the contracts 
but it needed someone to enforce it during service delivery”. 

The above extract also confirms that during the early days 
f the multisourcing contracts, SP-B could not enforce the 
eed for collaboration because of the mistrust between ser- 
ice providers. Service providers were keen to protect their ar- 
as, and regarded SP-B and SP-C as competition, since they 
ere from the same company. There were squabbles amongst 

ervice providers, late delivery of reports and finger pointing 
hich led to service degradation. 
.29. Overcoming the sense of competition through 

nowledge sharing 

P-A also confirmed that at the inception of the multisourc- 
ng contracts in 2010 it was difficult for the service providers 
o share information on processes or security threats, because 
ll this information was considered to be intellectual prop- 
rty. SP-B tried with extreme difficulty to get all the service 
roviders to document and share their information security 
rocesses for their services. There was a deep sense of compe- 
ition between the service providers and that prevented them 

rom sharing information. For instance, SP-A highlighted that: 

“At the inception of the multisourcing contracts, there was a gen- 
eral lack of trust in SP-B and other service providers, […] We 
viewed SP-B as fierce competition […] as a result we did not share 
any documents with them[…] However this has since improved 
because of the numerous intervention from both our management 
and the client. We can also see that the sharing of information is
beneficial to our teams as well because it has become a very good
platform for knowledge sharing […] we are able to share and 
compare threats information from the various technologies and 
our experiences from previous contracts.”

The above statements confirm that initial problems of 
ollaboration were mainly caused by a lack of trust between 

he different teams. Reviewed reports and documents also 
onfirm the lack of collaboration, which resulted in several 
nformation security findings during annual security audits.
everal gaps in documentation were identified during annual 
ecurity audits and assessments that were conducted by the 
lient‘s external auditors. However, when the client took over 
he management of the service providers, after the cancel- 
ation of SP-B’s contract, it resulted in the improvement of 
ollaboration efforts. The client provided platforms for infor- 
ation sharing with all service providers. SP-A corroborated 

his development in the statement below: 
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“When the client took over the management of service providers
from SP-B they managed to enforce the need for collaboration. We
are interacting more with the client and among ourselves because
new platforms for collaboration have been created. For exam-
ple we now interact more during the newly introduced informa-
tion security and architecture forums. Moreover the new CIO has
introduced new platforms for communication for example road
shows and monthly blogs, this has ensured that the information
on the client is available to everyone. […] The technology vendors
are also collaborating with us during the implementation of some
technologies like vulnerability management”. 

The above extract confirms that, as part of improving col-
laboration, the client ensured that all service providers are
fully informed about new initiatives through road shows and
monthly blogs, where information on performance and new
initiatives was presented. The establishment of information
security and architecture forums also provided new plat-
forms for further collaboration in discussing new solutions
and strategies. The client emphasised that all processes and
documents must be published on a portal, and should be ac-
cessible to all who worked on the contract. This portal be-
came another platform for knowledge sharing. Apart from
sharing documents and processes, knowledge sharing also
takes place through monthly and quarterly information se-
curity meetings and some specific projects meetings, where
service providers participate. 

2.30. The tripartite collaboration 

Collaboration came from technology vendors, Original Equip-
ment Manufacturer (OEM), in the implementation of projects.
The technology vendors are the original manufacturers of the
security technologies of solutions that are used by the ser-
vice providers to deliver information security services. This
implied that the client benefited from other skills through the
service providers’ association with information security tech-
nology vendors. This benefit came from service providers’ ac-
cess to support and training from the technology vendors. For
example SP-C explained the kind of support that they received
from their technology vendors: 

“We receive a lot of support and training from our technology
vendors. During the implementation of the vulnerability manage-
ment solution we received support from the technology vendor
who understood the technology better than us. The Vendor helped
with the architecture of the solution and performed a health check
after the implementation enabling us to implement a quality so-
lution.”

This was one of the benefits of collaboration, which ac-
crued to the client from using service providers who had a
great partnership with a technology vendor. Where this ser-
vice provider – technology vendor partnership did not exist
initially it was forged during the implementation of some so-
lutions. Hence to the service providers, working for the client
opened the door to new opportunities for partnership with
new technology vendors. Therefore, for the client, access to
the service provider brought access to the technical skills
from the vendor as well. The interviews also show that the
new collaboration efforts enabled knowledge sharing about
information security trends, threats and defence mechanisms
and this was confirmed by the client’s statement below: 

“With improvements in collaboration we can now share infor-
mation security intelligence and knowledge freely. Many service
providers have access to different sources of information on secu-
rity threats from their different technology vendors and this in-
formation is now shared with every member during the different
security operations meetings. This has created a partnership with
a shared goal and common interests. Given the proliferation of in-
formation security threats this collaboration is becoming helpful
to our business”

The above statement confirms that the sharing of threat
information through collaboration has improved the stake-
holder’s security posture. This improvement came with the
assistance of technology vendors who provided threat intel-
ligence from their technologies. The technology vendors par-
ticularly have this capability from their years researching and
developing information security technologies. 

3. Discussion 

Feedback from the interviews, which appears above, point to
a journey of collaboration that began with mistrust between
service providers and which, ended with the client coordi-
nating collaboration and knowledge sharing activities. When
the management of service providers moved from SP-B to
the client, it became easy to enforce the need for the ser-
vice providers to collaborate with each other. The client iden-
tified platforms for collaboration and the main information
that was required. The client also ensured that each service
provider committed key resources to facilitate collaboration. 

Service providers committed their senior security spe-
cialists and service delivery managers as the contact peo-
ple for communication with other service providers and the
client. Therefore, the findings show that the client made in-
terventions that resulted in improved collaboration. A pos-
sible explanation for this development is that the client is
ultimately accountable for the delivery of information secu-
rity and, therefore, wields more power than a service provider
such as SP-B ( Bacik, 2012; Siepmann, 2014 ). Consequently, the
client was able to enforce the required levels of collaboration.

Collaboration has also improved because each member’s
obligation and responsibility towards collaboration is clearly
outlined in the contract. The types of information that ser-
vice providers must contribute and the situations under which
they must collaborate formed part of the definition of the con-
ditions for collaboration. This development is in line with the
partnership and collaboration theory which stipulates that
flexibility, shared goals, proven abilities and regular commu-
nication cement collaboration. 

For example, collaboration is required during problem
management, incident management, vulnerability manage-
ment, and change management. Therefore, every service
provider and the client are represented during these meet-
ings. This development demonstrates an improvement in the
maturity of collaboration, which has created a huge infor-
mation security alliance between the client and its service
providers. This alliance has enabled the client organisation
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o meet its strategic objectives ( Solli-Saether and Gottschalk,
010; Beulen, 2011 ). The client and its service providers can 

ow view the information requirements and challenges as 
ne team. Such a collaboration journey is in line with Das and 

eng’s (2003) three phases of alliance development processes,
hich are the formation, operation and outcome stages. 

Collaboration proceeded through these stages and now it 
s at the outcome stage and benefits include reduction in high 

everity security incidents and high maturity of information 

ecurity services ( Beulen, 2011 ). According to Das and Teng 
2003) , there are four possible outcomes for an alliance and 

hese are stabilisation, decline, reformation and termination.
vidence provided by service providers and the client confirm 

hat collaboration has stabilised from the fractious relation- 
hip when SP-B managed the multisourcing contract. 

When service providers collaborate there are low con- 
icts and high interdependency ( Solli-Saether and Gottschalk,
010 ). It becomes easy to leverage on each partner’s strengths,
hich results in the client organisation benefiting from the 
est of the breed capabilities that are offered by multisourc- 

ng contracts ( Cohen and Young, 2006; Wiener and Saunders,
014 ). Such a scenario is important for information security 
anagement because it provides the client with stronger and 

killed security teams at a time of security skills shortages 
 Axelrod, 2004; Ding et al., 2005; Bacik, 2012 ). 

Interviewees stated that the client’s ability to coordinate 
nd set up formal structures that facilitated collaboration en- 
bled them to mediate the fears of information sharing. 

This finding concurs with Flores et al.’s (2014) finding 
hat knowledge sharing of information security thrives in 

 scenario where there is full coordination and a formal ar- 
angement. Hence, this research shows that formal structures 
rovided an accountability framework. The accountability 
ramework ensured that the service providers collaborated 

nd behaved in a way that was consistent with the client’s 
nformation security goals ( ISG, 2014; Solli-Saether and 

ottschalk, 2010 ). Coordination ensured the participation 

f service providers in knowledge sharing activities. The 
ollowing section presents a framework for collaboration. 

.1. Collaboration framework 

he research has shown that collaboration provides a com- 
on approach to information security management in 

iversified stakeholder environments that are presented by 
ultisourcing contracts. Collaboration among the service 

roviders and the client was reinforced by sharing infor- 
ation about information security threats and remediation 

actics. This collaboration resulted in quick incident analysis 
nd resolution. This development was an improvement from 

he initial mistrust between service providers during the early 
ays of multisourcing. The client eventually managed to en- 
orce the requirement for collaboration when they took over 
he management of service providers. In this case the finding 
n collaboration does not only corroborate with previous 
tudies by Cohen and Young (2006) and Wiener and Saunders 
2014) , but also extends the requirement of collaboration to 

ultisourcing information security services. 
Meanwhile, multisourcing has always been discussed as 

nvolving collaboration between two parties, namely the client 
rganisation and the service providers ( Wiener and Saunders,
014; Plugge and Bouwman, 2015 ). However, this research’s 
ndings point to a tripartite collaboration between the client,
ervice providers and technology vendors in the delivery of 
nformation security services. The collaboration between the 
lient, technology vendors and the service providers creates 
 hybrid information security organisation to respond effec- 
ively to information security threats. 

This tripartite collaboration was demonstrated in this re- 
earch when it was used to design and implement informa- 
ion security solutions for the client. Consequently, this en- 
ures the correct and swift implementation of a technology 
olution for the benefit of the client organisation. Such a find- 
ng extends the knowledge of collaboration in multisourcing 
rom the widely researched collaboration between the service 
roviders and the client ( Wiener and Saunders, 2014; Plugge 
nd Bouwman, 2015 ) to the tripartite collaboration that in- 
olves the client, the service providers and the technology 
endors. 

Furthermore this tripartite collaboration, presented in 

ig. 4 above, has been refined from the conceptual framework 
resented in Fig. 1 by adding the aspect of technology vendors.
he new tripartite collaboration framework provides a way of 
haring information security threat intelligence from across 
ther industries in which the service providers work. 

Technology Vendors bring their knowledge of the tech- 
ology while the Service Providers bring their knowledge of 
ervice delivery. The client plays the co-ordination role and 

reates the platforms for collaboration. Hence, this tripartite 
ollaboration facilitates the quick detection of new security 
hreats, particularly in the petrochemical industry, which has 
een rapid adoption of new technologies ( Capgemini, 2008 ).
he tripartite collaboration has provided the client organi- 
ation deep information security integration into the petro- 
hemical business. Thus, the new level of collaboration en- 
bles the client to reap maximum benefits from multisourcing 
nformation security. 

Therefore, it is important to note that collaboration results 
n the formation of an alliance or partnership based on shared 

oals which matures over time with improvement in expe- 
ience that is gained from previous contracts ( Rouse, 2009; 
acity et al., 2009 ). This is in line with the Partnership and Al-

iance Theory which provides for collaborative effort between 

wo or more entities in order to achieve shared goals ( Solli- 
aether and Gottschalk, 2010 ). 

The researchers have no doubt those partnerships that are 
ormed from these tripartite collaborations will open doors 
or further expansion into possible coalitions for sharing in- 
ormation security threats and vulnerabilities across a wider 
ommunity. Such examples of collaboration are already hap- 
ening in countries such as the United States where laws pro- 
ote sharing of information security threats and vulnerabili- 

ies ( United States Government, 2015 ). 
The research also revealed that multiple theories can be 

sed to describe the multisourcing of information security 
ourney. For example, the Resource Based View and the Resources 
ependency Theory helps to understand the motivation and 

enefits of information security contracts, while the Transac- 
ion Cost Theory provides guidance through the contracting and 

ome implementation phases. 



c o m p u t e r s  &  s e c u r i t y  8 0  ( 2 0 1 9 )  2 2 4 – 2 3 7  235 

Fig. 4 – The Tripartite collaboration in multisourcing information security. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4. Conclusion and recommendations 

Multisourcing introduces the best of the breed to manage spe-
cific information security services. The benefit of having the
best of the breed in the environment is realised through col-
laboration. The researchers note that the tripartite collabo-
ration between the client organisation, its multiple service
providers and technology vendors creates a special interest
group to address the client’s business requirements through
expeditious implementation of information security services.

As a result, one of the significant findings to emerge from
the research is that collaboration enables multisourcing to
create an information security community based on a shared
responsibility of protecting the client’s business. This level
of collaboration develops over time as the client, service
providers and technology vendors’ interactions mature into
a real partnership. Therefore, based on this finding, the re-
searchers made the following conclusion: 

Collaboration between the client organisation, its mul-
tiple service providers and technology vendors creates an
information security community. This information security
community is based on a shared responsibility of protecting
the client’s business through the expeditious delivery of in-
formation security services. Therefore the study contributes
to literature and practice by extracting organisational deci-
sions and practice that help the multisourcing of information
security through tripartite collaboration between client, ser-
vice providers and technology vendors. 

5. Limitations of the research 

The generalisability of these results is subject to certain lim-
itations. For instance, the study uses data from one multi-
sourcing setup. The multisourcing setup comprise of a sole-
source client organisation in the petrochemical industry and
its six service providers. This scenario creates a specific con-
text for studying collaboration in multisourcing information
security. While the service providers have exposure to a vari-
ety of industries, the main subject of the investigation, namely
the client, is in the petrochemical industry. This might create
some limitation of the applicability of the research in other
industries, which might have different contexts. 

Therefore, the study’s generalisability could be improved
by using data from multiple organisations’ multisourcing
contracts that cover information security management. The
use of data from multiple organisations will further improve
the understanding of multisourcing of information security
through comparative studies that will identify new themes.
While the scales of such contracts are low, the researchers
have no doubt that in the near future more multisourcing con-
tracts will be available for further studies, using quantitative
methods. 



236 c o m p u t e r s  &  s e c u r i t y  8 0  ( 2 0 1 9 )  2 2 4 – 2 3 7  

R

A

A

B

B

B

B

B

B

B

B

B

C

C
C

C

C

C

C

C

D

D

D

D

D

E

F

F

G

G

G

G

H

H

H

I

I

K

L

L

L

L

M

M

P

P

P

P  
E F E R E N C E S  

ng S , Straub DW . Production and transaction economies and IS 
outsourcing: a study of the US banking industry. MIS Q 

1998;22(4):535–52 .
xelrod C . Outsourcing information security. 1st ed. Boston: 

Artech House; 2004 .
achlechner D , Thalmann S , Maier R . Security and compliance 

challenges incomplex IT outsourcing arrangements: a 
multi-stakeholder perspective, 40. Elsevier; 2014. p. 
38–59 .

acik S . Security outsourcing. In: Tipton HF, Nozaki MK, editors. 
Information security management handbook. London: CRC 

Press; 2012. p. 283–9 .
apna R , Barua A , Mani D , Mehra A . Cooperation, coordination, 

and governance in multisourcing: an agenda for analytical 
and empirical research. Inf Syst Res 2010;IV(21):785–95 .

arthelemy J . The seven deadly sins of outsourcing. Acad Manag 
Exec 2003;17(2):87–98 .

eck R , Schott K . The interplay of project control and 

interorganizational learning: mitigating effects on cultural 
differences in global, multisource ISD outsourcing projects. 
Bus Inf Syst Eng 2012;1(4):183–92 .

enbasat I , Goldstein DK , Melissa M . An introduction to 
qualitative research in information systems. In: Myers MD, 
Avison D, editors. Qualitative research in information systems 
eds. London: SAGE Publications; 2002 .

eulen E . Maturing IT outsourcing relationships: a transaction 

costs perspective. In: Kotlarsky J, Willcocks LP, Oshri I, editors. 
New studies in global IT and business service outsourcing. 
Berlin, Heidelberg: Springer; 2011. p. 66–79 .

uecker A , Borrett M , Lorenz C , Powers C . Introducing the IBM 

security framework and IBM security blueprint to realize 
business-driven security. 1st ed. IBM Corp; 2010. sl .

urson, S., 2010. Outsourcing information security. [Online] 
Available at: http://www.cio.com/article/2421303/security0/ 
outsourcing- information- security.html .

apgemini. The keys to successful multisourcing. Capgemini; 
2008. s.l .

apgemini. The multi-sourcing and service. Capgemini; 2014. s.l .
heon MJ , Grover V , Teng JTC . Theoretical perspectives on the 

outsourcing of information systems. J Inf Technol 
1995;10(4):209–10 .

ohen L , Young A . Multisourcing – moving beyond outsourcing to 
achieve growth and agility. Boston: Harvard Business School 
Press; 2006 .

ohen DJ , Crabtree B . Evaluative criteria for qualitative research 

in health care: controversies and recommendations. Ann Fam 

Med 2008;6(4):331–9 .
oyne IT . Sampling in qualitative research. Purposeful and 

theoretical sampling; merging or clear boundaries. J Adv Nurs 
1997(26):623–30 Issue .

ronin C . Using case study research as a rigorous form of inquiry. 
Nurse Res 2014;21(5):19–27 .

urrie WL , Willcocks LP . Analysing four types of IT sourcing 
decisions in the context of scale, client/supplier 
interdependency and risk mitigation. Inf Syst J 
1998;8(2):119–43 .

as T , Teng B . Partner analysis and alliance performance. Scand J 
Manag 2003;19(3):279–308 .

enzin NK , Lincoln YS . Handbook of qualitative research. 4th ed. 
London: Sage Publications; 2011 .

enzin N . The research act: a theoretical introduction to 
sociological methods. 3rd ed. New York: McGraw Hill; 1989 .

ibbern J , Heinzl A . Outsourcing of information systems 
functions in small and medium sized enterprises: a test of a 
multi-theoretical model. Wirtschaftsinformatik 
2001;43:339–50 .

ing W , Yurcik W , Yin X . Outsourcing internet security: economic 
analysis of incentives for managed security service providers. 
In: Deng X, Ye Y, editors. Internet and network economics. 
Hong Kong: Springer; 2005. p. 947–58 .

isenhardt KM . Building theories from case study research. Acad 

Manag Rev 1989;14:532–50 .
erreira I , Ferreira S , Ramos I . The relevance of results in 

interpretive research in information systems and technology. 
Berlin, Heidelberg: Springer-Verlag; 2012. p. 80–9 .

lores WR , Antonsen E , Ekstedt M . Information security 
knowledge sharing in organizations: Investigating the effect 
of behavioral information security governance and national 
culture. Comput Secur 2014;43:90–110 .

laser B . Basics of grounded theory analysis. Mill Valley, 
California: Sociology Press; 1992 .

oo J . Promoting trust and relationship commitment through 

service level agreements in IT outsourcing relationship. In: 
Hirschheim R, Heinzl A, Dibbern J, editors. Information 

systems outsourcing enduring themes, global challenges,and 

process opportunities. Berlin, Heidelberg: Springer-Verlag; 
2009. p. 27–54 .

oolsby K . Growing beyond illusions: guidelines for changing and 

improving outsourcing relationships. White Paper 
Outsourcing Center; 2002. s.l .

urbaxani V . The value of information systems outsourcing 
arrangements: an event study analysis. UCLA; 2005. BIT 

Conference .
eitlager I , Helms R , Brinkkemper S . Studying multi-sourced IT 

service chain arrangements: the relevance for mission critical 
outsourcing. Utrecht: University of Utrecht; 2010 .

erz T , Hamel F , Uebernickel F , Brenner W . Mechanisms to 
implement a global multisourcing strategy. In: Kotlarsky J, 
Willcocks LP, Oshri I, editors. New studies in global IT and 

business services outsourcing. Berlin, Heidelberg: 
Springer-Verlag; 2011. p. 1–20 .

sieh H , Shannon SE . Three approaches to qualitative content 
analysis. Qual Health Res 2005;15(9):1277–88 .

DC. IDC reveals worldwide security predictions for 2015. 
Framingham: IDC; 2014 .

SG. Demand for specialists pushes outsourcing volume higher. 
Stamford: ISG; 2014 .

önig W , Beimborn D . Sourcing-trends im KMU-Kreditgeschäft 
der deutschen Banken. In: Kaib B, editor. Outsourcing in 

banken. Gabler Verlag; 2008. p. 183–209 .
acity MC , Khan SA , Willcocks LP . A review of the IT outsourcing 

literature: insights for practice. J Strat Inf Syst 2009;18:130–46 .
acity M , Willcocks L . Survey of IT outsourcing experiences in US 

and UK organizations. J Global Inf Manag 2000;8(2):5–23 .
ee AS , Baskerville RL . Generalizing generalizability in 

information systems research. Inf Syst Res 2003;14:221–43 .
økke A-K , Dissing SP . Theory testing using case studies. Electron 

J Bus Res Methods 2014;12(1):66–74 Issue .
cAfee. McAfee labs threats report: March 2016. Intel Security; 

2016. s.l .
iles M , Huberman A . Qualitative data analysis. 1st ed. 

California: Sage Publications; 1994 .
atton MQ . Qualitative evaluation and research met hods . 3rd ed. 

Thousand Oaks, CA: Sage Publications; 2002 .
erry C . A structured approach to presenting theses. Aust Mark J 

1998a;6(1):63–86 .
erry C . Processes of a case study methodology for postgraduate 

research in marketing. Eur J Mark 1998b;32(9): 
785–802 .

lugge A , Bouwman H . In: Oshri I, Kotlarsky J, Willcocks L, editors.
Understanding collaboration in multisourcing arrangements: 

http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0001
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0001
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0001
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0002
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0002
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0003
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0003
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0003
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0003
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0004
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0004
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0006
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0006
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0006
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0006
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0006
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0007
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0007
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0008
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0008
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0008
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0009
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0009
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0009
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0009
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0010
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0010
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0011
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0011
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0011
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0011
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0011
http://www.cio.com/article/2421303/security0/outsourcing-information-security.html
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0012
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0013
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0014
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0014
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0014
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0014
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0015
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0015
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0015
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0016
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0016
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0016
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0017
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0017
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0018
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0018
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0019
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0019
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0019
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0020
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0020
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0020
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0021
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0021
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0021
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0022
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0022
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0023
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0023
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0023
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0023
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0024
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0024
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0024
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0024
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0025
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0025
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0026
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0026
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0026
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0026
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0027
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0027
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0027
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0027
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0028
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0028
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0029
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0029
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0030
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0030
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0031
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0031
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0032
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0032
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0032
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0032
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0033
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0033
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0033
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0033
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0033
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0034
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0034
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0034
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0035
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0036
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0037
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0037
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0037
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0038
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0038
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0038
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0038
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0039
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0039
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0039
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0040
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0040
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0040
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0041
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0041
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0041
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0042
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0043
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0043
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0043
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0044
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0044
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0045
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0045
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0046
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0046
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0047
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0047
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0047


c o m p u t e r s  &  s e c u r i t y  8 0  ( 2 0 1 9 )  2 2 4 – 2 3 7  237 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

a social exchange theory perspective. Springer International 
Publishing; 2015. p. 171–86 .

Rhodes-Ousley M . The complete reference guide: information 

security. 2nd ed. London: McGraw-Hill; 2013 .
Rouse AC . Is there an “Information Technology Outsourcing 

Paradox”?. In: Hirschheim R, Heinzl A, Dibbern J, editors. 
Information systems outsourcing enduring themes, global 
challenges,and process opportunities. Berlin, Heidelberg: 
Springer-Verlag; 2009. p. 129–46 .

RSA, 2012. Focusing on strategic technologies, 
https://www.rsa.com/en-us/perspectives/industry/ 
security- business- innovation- council:RSA .

Sherwood J , Clark A , Lynas D . Enterprise security architecture: a 
business-driven approach. 1st ed. Boca Raton: CRC Press; 2005 .

Siepmann F . Managing risk and security in outsourcing IT 

services. 1st ed. Boca Raton: CRC Press; 2014 .
Solli-Saether H , Gottschalk P . Managing IT outsourcing 

performance. 1 ed. New York: IGI Global; 2010 .
Stewart TA . The wealth of knowledge: intellectual capital and 

twenty-first century organization. 1st ed. London: Nicholas 
Brealey Publishing; 2002 .

Thurmond V . The point of triangulation. J Nurs Scholarsh 

2001;33(3):254–6 .
United States Government, 2015. The White House. [Online] 

Available at: 
https://www.whitehouse.gov/the- press- office/2015/02/13/ 
executive- order- promoting- private- sector- cybersecurity 
- information- shari .

Van Maanen J . The fact and fiction in organizational ethnography,
in. In: Van Maanen J, editor. Qualitative methodology. Beverly 
Hills: Sage; 1983. p. 37–55 .
Wiener M , Saunders C . Forced coopetition in IT multi-sourcing. J 
Strat Inf Syst 2014;23:210–25 .

Wildemuth BM , Zhang Y . Qualitative analysis of content. Philos 
Res Online 2006;1(2):1–12 .

Yin RK . Applied case study research: design and methods. 2nd ed.
Thousand Oaks: Sage; 1994 .

Yin RK . Case study research design and methods. Thousand 

Oaks, CA: Sage Publications; 2014 .

Prof Naicker is a National Research Foundation C3-rated re-
searcher in Management Sciences, Business Management and ICT.
He is currently a Full Professor and Chair of Department ( Business
and Information Technology ) in the Faculty of Business and Manage-
ment Sciences at the Cape Peninsula University of Technology.
Prof Naicker specialises in ICT, computers and education, busi-
ness management and retail management. His research interests
are in artificial intelligence, business intelligence, green comput-
ing, big data, the internet of things and mobile computing. He is
known nationally and internationally for his competence as a pro-
fessional and inter-disciplinary researcher in the areas of ICT. 

Dr Maclaud is a cyber/information security practitioner and con-
sultant. An Industry thought leader who leads world-class cy-
ber security organizations by building and implementing custom
methodologies and frameworks that balance information security
and business agility. He has a diverse background with crypto-
graphic security providers, power utilities, petrochemical, mining,
finance industry, airline, and governments. He combines executive
business savvy with technical know-how to produce IT solutions
and cyber security programs that are both realistic and effective. 

http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0047
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0048
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0048
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0049
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0049
https://www.rsa.com/en-us/perspectives/industry/security-business-innovation-council:RSA
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0050
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0050
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0050
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0050
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0051
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0051
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0052
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0052
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0052
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0054
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0054
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0053
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0053
https://www.whitehouse.gov/the-press-office/2015/02/13/executive-order-promoting-private-sector-cybersecurity-information-shari
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0055
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0055
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0056
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0056
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0056
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0057
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0057
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0057
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0058
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0058
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0059
http://refhub.elsevier.com/S0167-4048(18)30306-7/sbref0059

	The establishment of collaboration in managing information security through multisourcing
	1 Introduction
	2 Literature review
	2.1 Definition of multisourcing
	2.2 Collaboration in multisourcing contracts
	2.3 Theoretical underpinnings of multisourcing and outsourcing
	2.4 Challenges in information security
	2.5 Multisourcing challenges
	2.6 Conceptual framework
	2.7 The client organisation's background
	2.8 Methodology
	2.9 Case study
	2.10 Sampling
	2.11 Data collection
	2.12 Interviews
	2.13 Observation
	2.14 Qualitative content analysis
	2.15 Data analysis and coding
	2.16 Rigor and credibility of the research
	2.17 Validity, reliability and triangulation
	2.18 Findings and discussion
	2.19 Multisourcing structure
	2.20 Service provider A (SP-A)
	2.21 Service provider B (SP-B)
	2.22 Service provider C (SP-C)
	2.23 Service provider D (SP-D)
	2.24 Service provider E (SP-E)
	2.25 Service provider F (SP-F)
	2.26 Distribution of interviews
	2.27 Code distribution and frequency
	2.28 Client coordinating collaboration
	2.29 Overcoming the sense of competition through knowledge sharing
	2.30 The tripartite collaboration

	3 Discussion
	3.1 Collaboration framework

	4 Conclusion and recommendations
	5 Limitations of the research

	Reference

