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Abstract. This paper explores the governance dynamics of big data, the pos-
sible governance challenges and gaps that come with the adoption of big data in
organizations. On its arrival, big data technology brought along a massive hype
and disruption in the world of business. The unique ability to processes large
quantities of information, analyze it and make well informed data driven deci-
sions is the main reason for such a disruption. Globally businesses, governments
organizations have come to realize the gains of big data and they are currently
developing plans to implement and expand big data technologies. Even though
these organizations are busy exploring different plans to leverage big data, little
or no attention is paid to big data governance and thus lack of big data gov-
ernance remains the ghost that continues to haunt companies. This paper focuses
on the arising governance dynamics on big data. Apart from the issue of
increasing data scope, big data also complicates the governance processes,
policies, people roles and these necessitates the need for new approach, meth-
ods, controls and policies that are best suited to govern big data.
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1 Introduction

Data is growing at a very rapid rate, this is due to larger, medium and small companies
generating, using, and storing large amounts of data. Currently there is more data types
and sources than ever before with this variety volume are expanding daily [32].

Big data definitions have suddenly evolved and this has brought confusion to some
entities. There is an ongoing revolution, this is the generation and analysis of massive
high dimensional data quantities and this revolution continuous to shape our lives.
Organizations are engaged in research, to explore how big data can be used to solve
long standing business challenges.

Organizations are now owning data with enormous volume, veracity and rapid
velocity which then beyond the capacity traditional data processing systems. According
Wu [49] the Big Data era requires organizations to search for ground breaking tech-
nologies to process the high velocity information to produce competitive intelligence.

Modern organizations are not only interested to know what happened and why it
happened, but they also eager to know what is happening at this moment and what is
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going to occur in the future. Fernandez [13] claims that the common understanding of
big data as just ‘data’ has led to experts questioning how is used and ethical concerns.
Fernandez [13] further suggest that even though big data carries several benefits for
different companies, it is not immune to criticism and must be thoroughly for ethical
implications.

According to Ghosh [17] insufficient knowledge about the big data subject, big data
privacy issue, inability to handle large amounts of data are part of the most common
challenges that are faced by big data implementations. Fatt and Ramadas [12] concur
with the latter, and further emphasize that issues such as privacy, security, standards
and governance have to be addressed in big data.

Big data necessitates a lot of precautions, controls and governance measures to
protect the basic rights of the people and the data asset. These controls include a major
shift in regulating big data from collection to the end of its lifecycle [3]. Despite
information such as health that may be vulnerable from hackers or theft, the data in
large organizations such as telecoms and financial institution is at risk and the clients
are unaware [12].

Tesfaye [45] indicates that the specific properties of big data (volume, variety,
velocity, veracity, and value) introduce new types of risks and these risks are due to
lack of governance, management, architecture, usage, quality, security, and privacy.

This paper focuses on the governance implications surrounding big data. Apart
from the issue of increasing data scope, big data also complicates the governance
processes, policies, role and challenges prompting for innovative governing methods.

2 Problem Statement

Data remains a vital asset for majority of organization globally, but recently its
prominence has increased dramatically. Organizations in various sectors of business
have been exploiting data to gain competitive advantage while having good data
governance in place to mitigate the risks associated with the use of this data.

Big Data has brought about disruption and this business entities have the oppor-
tunity to gain more insight of their industry developments, customers, products and
performance. Big data does not only present opportunities but it also present challenges
[31].

Suitable solutions must be applied to overcome these challenges and gain valuable
insights from big data. Companies therefore need to find ways to cope with massive
amounts of unstructured data that demands a shift from old governance processes,
policies and methods to govern big data. Even though data is considered an asset, if the
environment ill governed, the quality is poor, and inconsistent then that spells a huge
loss in value for the company.

Traditional data governance is tailored for structuralized data and that makes it
impossible to cater for unstructured data. New technologies have created the demand
for a shift from old ways.

646 L. Trom and J. Cronje



3 Literature Analysis

3.1 Traditional Data as an Asset

According to [10] in this era of information, data is recognized as an indispensable
enterprise asset and therefore data is the lifeblood of the modern economy. Data has
developed become a fundamental part of contemporary businesses and it has reshaped
the businesses processes. Stander [44] states that the rapidly changing nature of
business encourages organizations to fully exploit all of the assets at their disposal to
gain competitive edge over the competitors. One of the major resources for improving
productivity, developing new technology and improving processes is data and
information.

GlueReply [16] confers that Data is a very valuable commodity and a large number
of organizations recognize that their data is an asset, even though less is done to
capitalize on the data. The idea of data as an asset is also echoed [34] who states that
Data is now a form of capital which is on the same level as financial capital in terms of
generating new digital products and services. This data development poses an effect to
every company’s business strategy, as well as for the supporting computing
architecture.

Big data provides an opportunity for businesses to excel when managed effectively
by enabling the organization to make sense of this newly produced knowledge and thus
extract value from big data. The organizations ability to leverage big data and make key
data driven decision will become the defining factor to gain competitive edge [19] This
current trend of data-driven decision making has grown to be a captivating area of
studies and analysis for researchers [51].

Some of the business benefits of big data as mentioned by [46] is the reduction of
doubts by performing comparisons and analyzing many possible scenarios. Tykheev
[46] believes that through pattern recognition and addition of fresh ideas can also be
generated.

Satish and Yusof [40] revealed big data has been used to provide better customer
insight loyalty and behavioral analysis to track data history such as the shopping
behavior so that custom offers can be made. Brynjolfsson et al. [2] claims that orga-
nizations that have succeeded in their efforts to incorporate data into their decision
making processes have managed to significantly improve their overall productivity,
achieved higher profitability, improved financial performance and witnessed rise in
market share.

3.2 Big Data Defined

Daily, humongous bytes of data are generated from digital media such as videos,
pictures, social media posts, website posts, intelligent sensors, sales transaction records,
smart phone GPS signals and this is defined as big data [50]. Laudon and Laudon [26]
asserts that big data can also be described as data sets that are too large and complex for
a regular DBMS to capture, retrieve and analyze.
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According to [25] big data is an information technology term which refers to high
volume, velocity, variety. That implies big data is a huge dataset with fast produced
data and different types of formats. Giant corporations such IBM, Google and Facebook
have already realized the huge potential value that is presented by big data. They all
profit by utilizing advanced analyzing tools or inventing new business model to extract
value from their big data.

ACCA and IMA [1] defines big data as a process of collecting, storing and ana-
lyzing large amounts of data. Big data is fast data that is collected, transformed and
processed immediately. A common factor in these definitions is the frequent use of
words that describe something of a greater scale such as “large”, humongous”,
“massive” and “complex”. The Big Data era requires organizations to search for
ground breaking technologies to process the high velocity information to produce
competitive intelligence [6].

Currently, big data has several definitions since the phenomenon is both of tech-
nical and sociological nature. Most commonly, people make use of the term to describe
the piles of data they have been exposed to, consistently generated by our digital lives.
It often involves the collection and analysis of data of both large and low value
information [24].

3.3 Big Data Revolution

According to [4] large organizations have been ripping the fruits of big data for such a
long time and the smaller and medium sized companies are following suites due to cost
reduction and provided ease to manage data. Big data is the next generation of data
warehousing and business analytics and is poised to deliver top line revenues cost
efficiently for enterprises [33].

Schmarzo [41] claims that the big data pushes more of business transformation
than Information technology transformation and further asserts that by effectively using
big data, company are able to make timely and informed decision than in the past.
Apart from the extensive hype that has been spawned by the topic of big data, the
primary objective is something that organizations have been aspiring to for such a long
time and that is to improve decision making [38].

Big data is constantly generated by everything around us continually. Therefore, it
makes the possibility to develop data driven businesses that gather, store and analyze
data for improving performance and profitability as well as to solve business challenges
and through innovation [24]. Ricci and Kalyva [39] assert that more organizations are
following the trend in pursuit of the big data prospects, such as more informed decision
making, improved customer insight and value improvement to gain competitive
advantage.

LaValle et al. [27] maintains that modern organizations are not only keen to know
what happened and why it happened, but they also eager to know what is happening
right now and what is most likely to happen in the future. According [48] one of the
most probable prospect of big data for businesses and their customers is the opportunity
to better understand customers, allowing for more customized offers resulting to
increase in sales and customer loyalty.
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Big Data is generally defined as factor that can make a huge impact on the orga-
nization’s operating model at an early stage or late in their big data journey [20]. For
companies to effectively leverage big data, the starting point before implementation
should be identifying the key business challenges, understand their business model,
identify their data sources and learn the data structure [5].

Kaisler et al. [22] suggests that the probable value gained from the exploitation of
big data is not just being able to process large volumes of data efficiently, but it is in the
ability to analyze the different types of data and new types of data (structured as well as
unstructured) in such a way as to develop meaningful insight.

3.4 Data Governance

Data governance is about enabling and encouraging good behavior regarding data, and
limiting behaviors that create risks. Data governance is key to understanding the
meaning, usage, and quality of big data. Without it, you’ll struggle to create the insights
and information needed to run a data-driven organization [7].

On the other hand, [43] defines data governance as the effective management of
people, processes, and technology that enables the organization to leverage data as a
valued enterprise asset. Tait [47] states the Processes for managing data should be well
defined and effectiveness, as well as compliance to these processes needs to be mon-
itored constantly. The common denominator to the above definitions is their emphasis
on planning, managing people, processes and leading a data driven organizational
culture.

Establishing strong governance has been considered as one of the major challenges
in big data value creation [30]. Ndamase [36] claims that an effective data governance
program supports the development of formal data standards and policies and it also
ensures oversight over data so that decision makers are able receive quality, consistent
and timely data to respond or act to the challenges and opportunities of the
organization.

Ernst & Young [11] confers that good governance plays a critical role in deter-
mining the success of big data initiatives in an organization. Ernst & Young [11]
further states that good governance involves formal procedures, consistent guidance
and sound decision making by the management. There is a lot of policy considerations
that need to made by organizations that aspire to capitalize on big data in both either
public or private sector [46].

A major challenge that organizations face when trying to govern big data, is that big
data is relatively beyond the organizational lines and mainly external. Thus governing
becomes a thorny task due to complications such as unclear ownership and custody of
data.

There are many ways in which an organization can be governed. Examples of
governance mechanisms include strategies, goals, policies, plans and standards. Dif-
ferent governance mechanisms are used to deliver value and minimize risks and
governance has an impact on achieving the strategic goals of an organization and
therefore differs from the managerial function, which aims to achieve operational goals
[36].
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3.5 The Governance Risks Associated with Big Data

Whenever a new technology trend like big data is introduced in an organization, new
risks accompanying the new trend are bound to appear and they need to be quickly
addressed [15]. Smeda [42] concurs that big data is still a developing technology that
carries along its own set of distinct risks. The governance aspect big data remains a
huge and there is not enough guidance for new organizations.

Privacy
Big data is relatively used to make various decisions and predictions about a lot of
entities including people. Granted the sensitive nature of different big data sources,
privacy of data and security presents a huge risk, even though some of the data does not
consist of personal information [14].

Kaisler et al. [22] claims that at the moment there is an existing gap due lack of
regulations or policies that monitor the collection of unstructured data by companies,
precisely social media data. When collected, the data might not seem to be personal,
but there is a high possibility of the data being traced back to the relevant person and
this might be violation of privacy [52].

The use of personal data without individual consent may mean that security is
compromised, privacy is invaded and data is misused, it could have detrimental effects
on the business such as damage of reputation or legal consequences [23]. Data can be
so valuable for the business, but data ownership and privacy issues have to be put into
consideration before big data results are used. Data types such as medical data are very
complicate and ownership cannot be easily determined. Big data may present intel-
lectual property concerns such as access privileges or copyright, sharing excessive
information externally may have severe consequences [11].

According to Khan et al. [21] privacy is a greatest concern in big data, it has
become common for some security agencies to use the data about people for their
personal gain without being granted permission. Khan et al. [21] suggest that perpe-
trators should be identified and formal policies that cater for all user privacy challenges
be developed to ensure that private data is not be misused or leaked.

Quality
There are three goals of data quality governance. The starting point of data quality
improvement is gaining insight on the value of data within the organization, followed
by introduction of right levels of control, then comes detecting and prioritizing data
issues to resolve [29].

According to [28] a major data quality challenge in big data is the various data
types such as (unstructured, semi-structured and structured) drawn from a variety of
data sources. Rajpurohit [37] argues a single data quality metric cannot be relevant to
all the types, thus unique metrics have to be defined for all types of data type.

Accurate and high quality data is crucial to the success of the business and guar-
antees that data-driven decisions are mainly based on facts. Furthermore, organizations
must also make a decision of where this data fits into the overview organizational value
chain in which they are operating to completely uncover and understand the value
stored in their data [14].
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Security
The rapid increase in volume and the growing demand of data has produced more
complications and these cannot be managed by traditional data governance. The
introduction of big data was tipped to solve volume related problems. However, further
problems manifested and these are security, quality and privacy [35].

Big data requires security solutions with the ability to monitor all access and critical
data. This include being able to detect any suspicious patterns or activities when
matched against the frequent and normal activities. By nature, Big data consists of
numerous instances, layers, and technologies each serving various purposes in sets of
big data. Thus, providing maximum security for big data is regarded as a very complex
task than when compared to the traditional data security solutions.

Access control is a technique that has been used for a long time in the data space, to
ensure the security of a system. In the big data space, the access control issue comes
from the fact that only basic measures of access control are used [35].

When working with big data one is required to be proficient in specific skills and
abilities. Statistical knowledge is certainly one of these most vital skills, even though
the ability to use new processing methods other than traditional statistical techniques is
encouraged [8].

The indicated that a lack or shortage in the availability of big data expertise is a
major challenge. ACCA and IMA [1] revealed that organizations are yet to upgrade
their competencies, and therefore the staff may lack the understanding of handling
massive data sets and understand the structure as well as business processes.

4 Conclusion

The rapid growth in big data implementation and initiatives across different sectors of
business provides a hint of what the future may look like. To that end, the various risks
and challenges that exist or having the potential to arise, must still be addressed. As
more organizations adopt big data and encounter these challenges, the above mentioned
governing issues such as privacy, security and quality will top the list of priorities.

At the moment big data is amongst popular concepts globally. It has a huge
potential and there are various ways to apply and govern it. Even though some busi-
nesses and government entities adopting this amazing technology, a large number of
entities are sleeping on piles of valuable data with no clue or realization of its value
[46]. This supplements the need to study and explore big data governance to cover
existing gaps.

In the age of big data, the traditional data governance approach faces a lot of
difficulties and it no longer applies. Enaxisconsulting [9] asserts that for an organization
be effective in the current big data era, data governance must be entrenched from the
principle that all data is ready to be governed, and data that has the greatest potential to
provide value to the organization should be governed.

The process of governing big data must not become static or unwillingly performed
occasionally. It must become continuous, dynamic initiatives that are able act on new
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data collections and the changing data regulations. According to Soares [43] “Big data
governance is part of a broader information governance program that formulates policy
relating to the optimization, privacy, and monetization of big data by aligning the
objectives of multiple functions.”

The governing unit gains new lessons as the business ability to use data matures.
The ultimate goal is not to put constraints, but to ensure that the data collected by the
organization is relevant, makes sense to the decision makers and that it adds value [18].
Big data has the sufficient potential to help grow businesses, create an advance cus-
tomer and supplier understanding and optimize the business operations. But for
organizations to gain its utmost value and minimize risks, a data governance strategy
has to be put in place.

To mitigate and management the risks that big data poses, a big data governance
framework with involves the broader organization role players is needed. The role
players may be producers or consumers of big data, the governing unit must ensure that
a positive atmosphere and culture around governance is initiated.

This paper has outlined existing big date governance dynamics, challenges,
opportunities and risks that are may arise from the adoption of big data. The paper
seeks expand the limited understanding of the governance dynamics presented by big
data.

A comprehensive analysis of these dynamics will result to effective governance of
big data with more awareness of the dynamics. The outcomes of this paper could be
used to intensify governance of big data in various industries including the public
sector.
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