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Abstract

The study has been triggered by the increase in information breaches in financial organizations worldwide. Such or-
ganizations may have policies and procedures, strategies and systems in place in order to mitigate the risk of informa-
tion breaches, but data breaches are still on the rise. Theiageaf this study are to plore the shortfalls of infor-

mation security on a South African financial institution &mther investigate whether business processes are respon-
sive to organization’s needs. This study employed both quantitative and qualitative research methods. Questionnaires
were sent to staff level employees, aedhi-structured in-depthterviews were conducted with senior management at

the organization. The study revealedttemployees require trang on information management and that there are
major training deficiencies for trainingfficers to conduct befieial information management training at the organiza-

tion. Information security program thetclude business risk analysis werat implemented, whichesults in inade-

guate information management plannengd decisions. A standardized or onifi house rule policy was not consis-

tently implemented across the organizafiwhich resulted in c&in areas not protecting information. The qualitative
findings revealed that the external cleaning company could obtain access to customer information, if customer data are
left lying around. Furthermore, therensjor misalignment between policy settarsl employees in this organization.

The findings allow senior managers to construct projects and program with their teams to improve the state of informa-
tion management in the organization which spans acrogsetie aspect, technologystems and general informa-

tion management processes. Furthermextsrnal companies shld start signing Non-Disasure Agreements - which

is not being done currently as this opens the door fia flaud. The organization has information management and
security policies in place, but the study concluded that employees do not understand these policies and should receive
specialized training to ensure understanding and, ultimatalye employees following these information security
policies.

Keywords: data breach, information management, business processes, information legislation.
JEL Classification: G2.

Introduction breaches; however, data breaches are still on the rise

There has been a perception in financial institutior\q\gth less published data scholarly.

that employees breach data and fail to secure th€rere have been high profile data breaches in the
organizational personal information. Duncan (201%)nited Kingdom, which has resulted in guidance and
states that South Africa faces unique challengesrgcommendations to help organizations to implement
relation to hacking and the intentions of stealingnd monitor policies on personal information standards
personal information; it is, therefore, important fofYoung, 2010). Garrison and Ncube (2011) states that
South African organizations to understand the@rganizations could lose consumer confidence and
vulnerabilities. According to PWC (2011), Southmarket share as a result of data breaches, which could,
Africa’s Law Reform Commission looked at Nortttherefore, be very costly to the organization. According
America and various European countries when die-Fisher (2013), data breaches could result in fraudu-
veloping South Africa’s data privacy legislation. Otent activities taking place. Based on all of these fac-
an international stage, a $3 million fine was handéars highlighted thus far, the primary objectives of this
down to a health insurance company in America astady are to: explore the short falls of information se-
result of data breaches (KPMG, 2013). Kieke (2014Wirity on a South African financial institution, investi-
states that the Advocate HeaBlinoup reported in 2013 gate if data remain separate and privacy is ensured,
that four of its computers were stolen; this was one iof/estigate responsiveness of business processes on
the largest Health Insurance Portability and Accountformation management; investigate the capability of
ability Act of 1996 breaches ever reported. The studystems on information management, investigate the
has been triggered by the increase in informatistrategies formulated for information management;
breaches in organizations with few researchers winvestigate projects and program aimed at addressing
have researched this field of study. Organizations magjormation management; and investigate contingency
have policies and procedures, strategies and systenams on how to respond to the financial risk in respect
place in order to mitigate the risk of informatiorio information management.

The next section critically reviews the existing litera-
ture on information management followed by the
© Ridoh Adonis, Bethuel Sibongiseni Ngcamu, 2016. research methodology. The results of the study are,
Ridoh Adonis, Cape Peninsula University of Technology, South Africathen presented analyzed and discussed with the

Bethuel Sibongiseni Ngcamu, Doctor of Public Management, Ca . .
Peninsula University of Technology, South Africa. fiterature reviewed. This paper further concludes and

58



Banks and Bank Systems, Volume 11, Issue 3, 2016

provides recommendations for the study and for futuwsaudy assesses employees’ perceptions of data breach-
researchers, as well as the limitations of the study. es, as well as the likelihood of respondents across the
value chain of the organization breaching organiza-

1. Literature review . : ‘
tional personal information.

1.1. Information privacy in financial institutions. . o ,

For organizations, there are many risks related to |Jﬁ-2' .SOUth Alrican legdative f_ramevvork on infor-

formation security which could result in a loss of cre jnation management. According to Malhotra and
alhotra’s (2011) research, consumers are concerned

ltability for the organizationas well as monetary dam-a out the information collected on them and how it is

age, therefore, making sure that information Is Sec:%ﬁing used and protected by organizations. The Protec-

and safe has become one of management’s top pr )
. 10n of Personal Information (POPI) Act 4 of 2014 was
ties (Bulgurcu, Cavusoglu and Benbasat, 2010). Wh&[rg)mulgated on 26 November 2013 by the South Afri-

customer information is breached by organizations,’| n government. POPI focuses on protecting the flow

has a long-term negative impact on the organizatigﬁ. ) , )
of information and advancing the right of access to
(Malhotra and Malhotra, 2). Bulgurcu et al. (2010) gr\formation, if any organization processes personal

note that in order to reduce these risks, organizatid %a then, it needs to be done in compliance with the

require technology—base(_j s_ol_utlons, but organizatio PI Act (South Africa, 2013). This Act can be re-
also have to focus on individual and organizational

. . A arded as one of the broadest privacy legislations in
perspectlyes anq_employee compliance with mform e world and that the requirements, therefore, make it
tion security policies as employees can, many a ti

be the weak link in information security. According t ifficult to fully understand the implications of the Act

o urmeister, 2014). The Promotion of Access to In-
.K oscielew (.2914)’ governments or regul_ators sho 5rmation Act (PAIA) 2 of 2000 was assented by the
impose auditing requirements on organizations wi

use personal information and that any application tha?Utt] Afr_lcan presidency in Fe_brL_Jary 2900' This Act
. . ; was “to give effect to the constitutional right of access
looks at personal information should be inspected.

to any information held by the State and any informa-
With the rising number in security risk incidents, intion that is held by another person and that is required
formation systems are becoming more exposed to risk the exercise or protection of any rights (South Af-
and breaches (Al-Mukahal and Alshare, 2015). In atiea, 2000). The PAIA gives effect to the constitutional
der to gain a competitive advantage, organizatioright of access to information whereby all South Afri-
need to know how to analyze and manage informatioans are given the right to access records held by gov-
technology risks, as information technology has bernment institutions and private bodies. The Con-
come the backbone of commerce (Nazimoglu asdmer Protection Act (CPA) 68 of 2008 includes a
Ozsen, 2010). The use of information technology s&ction on the consumer’s right to privacy whereby the
considered as the common denominator for the co@PA states that every person has the right to pre-
petiveness of an organization (Moghavvemi argmptively block any approach or communication if the
Salleh, 2014). With the neéar technology on the rise communication is for the purpose of direct marketing
and the need to secure these technologies fr@®outh Africa, 2008). According to the Department of
breaches, Al-Mukahal and Alshare (2015) mention th#itade and Industry (2009), consumers have the right to
employees also breach data and that the reasonpiatect their privacy in respect to unsolicited or un-
employees violating or not violating security policiesanted marketing correspondence, as consumers can
when it comes to information management could vargfuse to receive SMS's, telephone calls, letters or
from deterrence, neutralization, rational choice theoriggam emails and should be given the right to opt out to
to habit, protection motivation and planned behavior afy of this correspondence.

individuals. 1.3. Resear ch methodology. This study followed both
D’Arcy and Green (2014) argue that it has been fouadqualitative and quantitative approach. According to
that security related and general working environmeBteswell (2003), an integrated approach of using quali-
factors could contribute to employees’ security contative and quantitative methods involves strategies of
pliance, while an employeefosition, the industry in collecting data either simultaneously or sequentially
which the organization operates and the amountinforder to best understand the research problems.
time that an employee has been employed at the Data were collected by means of a questionnaire
ganization also plays a role in employee security comhich was sent to non-senior management at the
pliance. According to Thompson and Van Niekerkrganization. There were 81 questionnaires returned,
(2012), employees can often be the weakest link whand there were 9 in-depth interviews conducted with
it comes to safe guarding information security, whicgkenior management. A sampling procedure is fol-
is likely due to a lack of concern of information secuewed to collect information from a population and,
rity, as individual employees may not feel that it itherefore, refers to a process used to select a portion
their responsibility to protect this information. Thisf the population for study purposes (Nieuwenhuis,
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2007). Neelankavil (2007) explicitly explains the&Cronbach’s alpha value of 0.700. An overall Cron-
sampling process to consist of defining the populbach’s alpha value of 0.847 was achieved in this
tion, obtaining a list of the population, selecting study. This indicates a degree of acceptable, consis-
sample frame, determining the sample methodent scoring for the different sections of the research.
developing a procedure for selecting the sampio questions were, thus, omitted from the analysis.
units, determining the population size and drawin@ollins and Hussey (1997) state that the reliability
the sample. There are various types of samplindopen questions is low in comparison to the higher
techniques used in research, while some of thesdidity of using closed-ended questions, as genera-
include stratified sampling and purposive sampling§izations can be construed and used as different set-
For the quantitative research, portion of this study tiags with a lower reliability. The research question-
census was conducted. This is important, as all indiaire used for this study consisted of close-ended
viduals who are not part of the strategic managguestions which provided reliable data, as respon-
ment group were deemed selectable to partake in tents were required to select responses from pre-
study. The researcher attempted to get respondefined listings.

from all of these individuals. According to the Aus=., . . .
tralian bureau of statistics (2013), whether takingThe interviews were recorded by the researcher with

. tAe consent of the participants. All interview partici-
census or selecting a sample, both of these meth P P P

) he abili d lusi fts were asked the same guestions. Cooper and
give the researcher the ability to draw conclusiolig.pingler (2003) state that the demographic and
about the whole population.

enterprise data completed by the respondents are
It is further explained that a census studies evei§viewed against the research delineation to ensure
unit or everyone in a population and is known ast@e respondents are aligned to the research delinea-
complete enumeration, while a sample is a subset®f, while Fraenkel and Wallen (2001) add that an
units in a population selected in order to represéH?trumem is valid if it measures what it is intended

all units in the interested population of the researclft Measure and accurately achieves the purpose for

er and is known as partial enumeration. Nor‘f‘-’h'Ch it was designed.

probability sampling was used for the in-depth inZurrent staff members of the selected financial insti-
terviews, as certain individuals who hold a seniqation in South Africa were included for this re-
management position were identified. Trochirsearch study. The population was approximately
(2006) describes this in more detail by stating tha#00 people. The population consists of staff mem-
non-probability sampling methods are mainly of bers across the value chain and comprises staff
purposive nature, as there is a specific plan in mingembers holding various positions in the organiza-
to sample the problem and, furthermore, explaiti®n. The positions include: executive management;
non-probability sampling as sampling that does nsénior management (non-executive); middle man-
involve a random selection to identify the populaagement; non-managerial specialists; lower level
tion. In this research, there was testing conducted management; and agent level staff. For this study,
the reliability and validity of the data and findings inhe structured questionnaire was distributed by send-
order to check its applicability, consistency anihg the questionnaire via email to all middle manag-
neutrality. ers in the organization for them to distribute to their

Morse, Barret, Mayan, Olson and Spiers (2002) nozéag fr(r)u ﬁécvbﬁrstsr;geafrgaﬁr;nrfhngi\?il;t ?ﬁ:ssgcignrigﬁ?
that there has been an increase in requiring ‘rigour P giving

during the course of research whereby strategies e for them to distribute to their staff.

evaluating trustworthiness need to be implementéd not all managers would pass on the question-
in order for the research not to lose its utility “henceaires to their staff and for those managers who did
a great deal of attention is applied to reliability andistribute the questionnaire to staff, some staff ig-
validity in all research methods’. Cronbach’s alphaored the questionnaire, as it was not mandatory to
coefficient was applied to all statements consistingspond or partake in the research; therefore, it is
of Likert scale responses in the questionnaire. Aestimated that approximately 500 employees received
cording to Chigamba and Fatoki (2011), the Cromhe questionnaire. There were 81 questionnaires re-
bach’s alpha coefficient is used to test the reliabiliturned with a response rate of 16.2%, while semi-
of the scales used by the researcher, with the al@taictured interviews were done with 9 senior man-
coefficient ranging from 0 to 1 with the higher scoragement members at the organization. The structured
indicating a higher degree of reliability of the scalejuestionnaire used to gather information from staff
Cooper and Schindler (2003) state that a reliabilitgvel members of the organization was measured by
coefficient of 0.700 or higher is considered as thke Likert scale. The items were measured using a five-
acceptable reliability coefficient. The reliabilitypoint Likert scale with a range from (1) strongly dis-
scores for all sections exceeded the recommendegiee, (2) disagree and (3) undecided to (4) agree and
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(5) strongly agree, testing the perceptions of the leaddents were between the ages of 31 to 40, 2 respon-
through leading statements. Both the questionnaire atehts between the ages of 41 to 50, and 3 respon-
interviews were divided into a biographical section ardénts between the ages of 51 to 60; 8 of the 9 re-
5 other sections or dimensions. The biographical ispondents had a tertiary level education.

formation used in the data collection instruments i|n:-

cluded: gender, age, level of education, staffing level " the qua r_mtatlve ana!ysns, . malof'ty of re-
search participants were in agreement with the sub-

nd length of service in the r ndent’ rren I . . . . .
and length of service in the respondent's current po ensions on the breaching of data in a financial

tion. The dimensions used includes breaching of d fituti ith th i t onlv two di
in a financial institution, information managemerff‘s'u'on' wi € exception ot only two disagree-

mitigation in a financial institution, information man-_memS on the fact that data breaches have a positive

agement preparedness in a financial institution, infdfdPact and that customers are not concerned with
mation management systems in a financial institutigfformation management. Furthermore, 61% of the
and information management risk response and recBgsearch participants did not agree that data breaches
ery in a financial institution. A positivist paradignfl0 not affect its economic condition and that it oc-
philosophy was adopted with the research strategy &S accidentally (69%). This is in disagreement
objectives of this study where it is believed that realifith Zhang, Reithel and Li (2009) who state that
is stable and can be observed. According to GuBata and security breaches negatively impact the
(1990), methods used in a positivist paradigm are efigonomic condition of the organization. The Chi-
pirical and quasi-experimental, while Carr and Kengquare test that was done on breaching of data in a
mis (1986) add that a positivist paradigm enablesfinancial institution indicates that the scoring
degree of technical control over natural objects.  patterns are somewhat similar, proportionally. This

Pilot studies are usually put forward as a test in confirmed by the Chi-square p-values (p < 0.05)

der to test and refine aspects of the study (YiWh'Ch confirm that the differences observed per option

2011). In this research, a pilot test was performed Bﬁr statement were _S|g_r1!f|cant. The sig. values (p-
the questionnaire where by three participants fro¥q/ues) or level of significance are less than 0.05,
different areas of the organization completed tfphich implies that th_e _dlstrlbutlons were not similar.
questionnaire in order to determine how long tteven though the majority of respondents agreed, gaps
questionnaire took to complete and whether tigere also found which necessitates interventions or
questions posed any difficulty in completing. Th€ontrol measures to be implemented by decision mak-
three respondents completed the questionna@ of the institution. From the in-depth interviews on
within a time of 15 to 20 minutes and understood tlteis dimension, research participants indicated that
flow of the questionnaire. A pilot test was performethere were policies at the organization, but they were
on the interview questions whereby one senior mamset standard across the organization, and there
agement participant was interviewed in order tgere external cleaning staff who may have access
determine whether the questions posed any diffb customer information should it be left on desks
culty in understanding. Length of interview was naifter shifts.

a factor, as different participants would provide

longer or shorter answers to the interview questio$ist under %z of the respondents did not disagree to the

The results of the data analysis and the discussiorfitement in the questionnaire that in this financial
findings will be presented in the next section. institution, customers were not concerned about infor-

_ o mation management. In addition, 1/3 of respondents
1.4. Analysis of the findings. A total of 81 employ- gig not disagree to the statement in the questionnaire
ees responded to the questionnaire. There were M@i& data breaches have a positive impact. These are,
females than males that partook in the quantitatiygerefore, in disagreement with Malhotra and Malhotra
portion of the study with a percentage of 38% malgsp11) who note that when customer information is
to 62% females. Three-quarters of the respondeRfgached by organizations, it has a long-term negative
(78%) had been in employ for less than 3 yearsjiipact on the organization, while this is also in dis-
the position. The senior managers interviewed igreement with Bulgurcu, Cavusoglu and Benbasat
clude the senior manager of compliance and ope(a010) who explain that the risk of information secu-
tional risk, head of information technology, head afty breaches could result in a loss of creditability for
data, senior manager of collections, head of humgie organization, as well as monetary damage. There
resources, senior manager for information techneire 26% of respondents who did not agree to the
ogy operations, senior manager for decision tecftatement in the questionnaire that employees are
nology, senior manager for information architectureained on information security policies. This is,
and senior manager of value added products. Thénerefore, in disagreement with Abu-Musa (2012)
were more males than females who took part in tiho notes that training in the operation of security
interviews, of the 9 interview respondents, 7 weggocesses is key to information security, while Fou-
males, while 2 were females. In addition, 3 resporie (2011) states that information professionals need
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to provide training and support as part of the promeevealed the majority agreements to employees are the
tion process of personal information managemeistrongest link in information security (78%).

Hagen and Albrechtsen (2009) add that training a e maiority of research particioants were in aaree-
educating employees is more effective than form jority P P 9

procedures and controls put in place by the orgaﬁnent with the sub-dimensions on the information man-

zation, but many organizations do not provide agagement systems in a financial institution with the
quate training to employees in relation to informa:

exception of one disagreement on the fact that technol-
tion security. Furthermore, under the dimension ggY Pased solutions are all that are required to ensure
formation seclty, while three statements did not

breaching data in a financial institution, the in-dep A - . :
interviews made reference to external cleaning st ve a majority sglectlon. Statements that did not have
outright majority selection artiie standard of in-

coming in during the evening, and these cleani . . . oo
staff would. therefore. have access to customer igrmation security systems is assessed against interna-

formation if it is left on desks. This would, there—'dnal accepted rules and practicéagreed 49%, un-

fore, constitute as a data breach. This cause of a c%ﬁgidEd 48%, disagreed 3%}; business stakeholders
X X re involved when implementing IT systeiagreed

b_reach is not mentioned in previous literature r 6%, undecided 41%, disagreed 23%); arfdrma-
viewed. . . )

tion systems are becoming more exposed to risk and
The majority of research participants were in agrebreaches(agreed 43%, undecided 40%, disagreed
ment with eight sub-dimensions on information mard-7%). Chi-square tests were done on information
agement mitigation in a financial institution with thenanagament systems in a financial institution. Most
exception of one, namely:have access to customeiof the scoring patterns are somewhat similar,
information that is not a necessity to perform my jobroportionally.

while four statements did not have an outright majorip{rom the in-depth interviews on this dimension, it is

HSted that there are technological systems used to

an outright majority selection artiformation is pro- ,gtect information such as email alerts, passwords
tected from the moment it is created until the end of §§ computers, firewall technology and virus man-

cycle (agreed 38%, undecided 35%, disagreed 27%}ement technology. There are 38% of respondents
This is in disagreement with Gable (2014) who notgho agreed to the statement in the questionnaire that
that an Information Governance (IG) program shoulformation security forms part of the annual or-
be adopted to protect private information which egranizations budgeting, while 53% were undecided
sures that personal information is protected from tgd 9% disagreed. The majority of respondents were
moment it is created till the time it undergoes finah disagreement with Stewart (2012) who highlights
disposition;| have attended information managemenhat certain organizations who take information se-
training which is beneficial to m@greed 37%, unde- curity into account when doing their financial budg-
cided 14%, disagreed 49%mployees’ knowledge iseting increase the effectiveness of the spending for
regularly tested on information security policies anthe organization, stakeholders and customers.

procedures(agreed 37%, undecided 26%, disagreerq]e majority of research participants were in disa-

or- . . : .
37%); andthere is low risk of information breachesglreement with the sub-dimensions on the risk re-

(agreed 31%, undecided 430/.0' disag_reed 26%). G RB nse and recovery in a financial institution, while
e fests were o cone iorton manaGeTRID statements i ot have a majorty seecton,
S : "&tatements that did not have an outright majority
patterns were somewhat similar, proportionally. ThiS &6 ction ared reactively respond to information
confirmed by the Chi-square p-values (p < 0.05) whiglyy s (agreed 37%, undecided 30%, disagreed 33%):
confirm that the differences observed per option pghqthere are instances when | do not get notifica-
statement were significanEmployees knowledge isijons on information riskgagreed 39%, undecided
regularly tested on information security policies andgos disagree 35%). Chi-square tests were done on
proceduresdid not have significant differences innformation management preparedness in a financial
opinions. This is confirmed by the Chi-square p-valuggstitution. Most of the scoring patterns are
being 0.146. From the in-depth interviews on this dipmewhat similar, proportionally. From the in-depth
mension, it is noted that a Data Governance Coungilerviews on this dimension, it is noted that line man-
(DGC) has been formed to assist in controlling infoggers and the operational risk area gets notifications on
mation management. The majority of research partigiformation risks.
pants were in agreement with the sub-dimensions an .
information management preparedness in a financ%cfndus'on
institution with the exception of only one statemerithis study reached several conclusions based on the
where the majority of participants were undecided @mpirical findings. Firstly, the results of the analysis
the fact that information security forms part of theonclude that there are big deficiencies for training
annual organizationsudgeting. The research findingofficers to conduct beneficial information management
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training at the organizatio This training covers afind customer information while cleaning, then, the
number of different aspects of information manageleaning company could possibly not be held liable if
ment. This implies that all areas of the organizatighe information is used for fraudulent purposes.

were under-skilled on various characteristics or ag-is fyrther recommended that all external cleaning

pects of information management which could ha\&,¢ ot the organization or the cleaning company sign

detrimental consequences for potential data breacheyon_pisclosure Agreement that states that all in-
This study recommends that skills development afgnation found whilst cleaning is that of the finan-
training offlcer’s must conduct s_kllls aud_lts in relatioig) institution and cannot be used by anyone else.
to employees’ knowledge of information managernis does not prevent fraudulent activity, but will
ment in order to create a centralized hub for trainige the financial institution in the study more legal
and skilling for this topic of information manageieyerage should fraud occur from this source. Fifthly,
ment. Furthermore, this will enable all employees project to protect information throughout its life-
across the organization to understand the implicatioiicle is not to be implemented. This implies that in-
of data breaches and what their reSponSibi”tiES aref(gprnation could be breached at various points of its
stop data breaches. This training needs to inclugiecycle. Sixthly, employees are not regularly tested
how data breaches affect the economic condition @ information security policies. This implies that
the organization, and employees should be trained émployees may not actually understand policies on
information management policies and procedures, sscurity and this, thefi@re, increases the potential of
opposed to just making the policies available. Seata breaches. Further conclusions reached are that
condly, an information security program that includeéaformation security are not comprehensively bud-
business risk analysis is not implemented in this fiyeted for by all areas of the organization, but are done
nancial institution. This implies that there are nim silos by certain areas only. Better security man-
proper investigations and pre-work done by the crgement on'3party customer data transfer should be
ganization to base future information managememplemented, and the IT area should benchmark its
strategies on. It is recommended that the Data Ge@curity systems against international practises and
ernance Council (DGC) at the organization condudgsidelines. Overall, the results of this study shed light
business impact analysis in relation to informatio®n the key factors to be considered by organization in
security in order to quantify risk management. Thi€lation to information-related aspects and, therefore,
will further aid to achieve a comprehensive informdrovide a solid foundation for the organization to
tion security program whereby all breaches of infowork off to improve the state of information man-
mation are assessed. This study recommends thataiement. Therefore, this study has improved the un-
human resources department appoints a fraud or d&@sstanding of information management at the organ-
breach investigator to investigate internal datgation, as well as other similar organizations. The
breaches. The data breaches should be split into f{f#lings also contribute to the growing body of litera-
areas. The first being accidental data breaches. Sti§ On information management in South Africa.

accidental data breachesosh be sent to skills de- mplications of the study

velopment and training officers who can incorporate . _ _
action items into their training to educate and up-skjilliS Study is the only one to provide recommenda-

employees on data breaches. The second ared!oRs that speaks to the specific needs of information
where employees purposefully violate informatiof'@hagement at the organization. It provides a be-
policies and guidelines with the purpose of harmfGPCKe Study that looks at the shortfalls specific to the
intentions. Thirdly, a standardized or uniform hous%rgaglztgtlon andt,) thterkefore, t_hebflndlngs and recom- .
rule policy is not consistently implemented across ghgenadations can be taken as IS by Senior managemen

organization. This implies that each department formulate strategieen mfprma}mn management.
team within departments can decide not to apply a me of these factors |d_ent!f|ed n th_e study could be
house rules, which could lead to data breaches. | op_ted b_y o_ther organizations, as it enables people
recommended that policy makers at the organizati}é'ﬁ’rikmg V\i't';[h"mfof”i?]?t'm r:;a:a:]gq;errpentnt_\o #tndgést?rlc_j
standardize policies to ensure these are applicableigér?#srg cir?ogoratzs ?e?/iousa}itgrgz;urg and, 1u
all areas in the organization. This is more applicab ' P :

to house rules such as clean desk policies. All libémitations and guidelines for future research
managers across the organization should ensure tﬂ?ére are some limitations to this study. The first

all papers are removed and disposed of before Jiitation of the study is that the study set was limited

be part of the employees’ tasks and, therefore, parf @ organization operating in South Africa. Caution,
the organizational guidelines for all departmentdi€réfore, needs to be taken when generalizing the

Fourthly, the external cleaning company is not Sigﬁesults of the study. The second limitation is that only
ing a Non-Disclosure Agreement with the organizé few employees or respondents were in the employ
tion. This implies that if external cleaning staff shoul@f the organization in their current position for more

63



Banks and Bank Systems, Volume 11, Issue 3, 2016

than 3 years, which might limit the generalizability o$ions discussed in this research in order to provide a
the results. Furthermore, the organization is a largggneric step by step model that organizations can
established institution; therefore, employees H#Bplement on information security. In addition, future

smaller organizations may regard their security reesearchers should consider linking risk factors to

sponsibilities as an additional duty than that of &pth causes and consequendess believed that the
established office, as depicted in the results of tsults of the current study should provide future

study. Future researchers investigating the study
information management could expand the resea@fl
into other areas of the private sector where data s
ing practices have been implemented.

rgpearchers with the rationale to continue to investi-
te the process, program and systems of information
pnagement in organizations. This study was per-
ormed prior to the operative sections of POPI com-
ing into effect, and it is recommended that an analysis

Furthermore, future researchers may want to impkamilar to the one undertaken here should be per-
ment a modelled framework for any of the dimeformed once POPI becomes effective.
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