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Abstract: Advancements in intelligent vehicular networks and computing systems have
created new possibilities for innovative approaches that enhance traffic safety, comfort,
and transportation performance. Machine Learning (ML) has become widely employed
for boosting conventional data-driven methodologies in various scientific study domains.
The integration of a Vehicle-to-Everything (V2X) system with ML enables the acquisition of
knowledge from multiple places, enhances the operator’s awareness, and predicts future
crashes to prevent them. The information serves multiple functions, such as determining
the most efficient route, increasing the driver’s knowledge, forecasting movement strategy
to avoid risky circumstances, and eventually improving user convenience, security, and
overall highway experiences. This article thoroughly examines Artificial Intelligence (AI)
and ML methods that are now investigated through different study endeavors in vehicular
ad hoc networks (VANETs). Furthermore, it examines the benefits and drawbacks accompa-
nying such intelligent methods in the context of the VANETs system and simulation tools.
Ultimately, this study pinpoints prospective domains for vehicular network development
that can utilize the capabilities of AI and ML.

Keywords: intelligent vehicular networks; Artificial Intelligence; machine learning; vehicular
ad hoc networks; Vehicle-to-Everything

1. Introduction
Vehicle ad hoc networks are a subset of mobile ad hoc networks (MANETs) that

enable wireless communication among mobile vehicles [1]. At present, automobiles are
outfitted with on-board units (OBUs) that comprise a variety of sensors and transmitting
devices [2–4] Vehicles participate in communication with a variety of vehicles, including
roadside units (RSUs), through the utilization of OBUs. VANETs potentially have a sub-
stantial influence on the development of contemporary Intelligent Transportation System
(ITS) infrastructure [3], as they establish connections with Wide Area Networks (WANs)
via RSUs to facilitate authorized entry and information retrieval for internet-based applica-
tions [5]. Recent advancements in AI methodologies have presented novel prospects for
ITS. This development has facilitated the implementation of autonomous driving, which
operates by emulating the actions of human drivers while minimizing the impact of human
error. Numerous applications, from self-driving vehicles to smart vehicles or the Internet
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of Vehicles, are now growing, beginning with active and passive highway security, fore-
casting congestion [6], and road safety and extending to driver assistance [7] and traffic
optimization [8]. As shown in Figure 1, the fundamental basis of the vehicular network
involves carrying data through the utilization of the following types: Vehicle-to-Everything
(V2X), vehicle-to-infrastructure (V2I), vehicle-to-vehicle (V2V), Vehicle-to-Network (V2N),
Vehicle-to-Pedestrian (V2P), and vehicle-to-roadside units (V2R). Within VANETs, the relay
of signals across vehicular networks can be facilitated using V2V communications.
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This network mode enables vehicles to transmit data on highway situations, including
mishaps and congestion. An RSU, made up of a stationary infrastructure device linked
to the web and capable of facilitating communication with moving vehicles and other
RSUs, receives data transmissions from nearby RSUs. RSUs guarantee data transmission’s
dependability and are beneficial in numerous critical incidents [9,10]. In VANETs [11], a
V2V connection is deemed obligatory while RSUs are not near vehicles. The V2N commu-
nication model relies on 3G/4G/5G cellular networks utilized for vehicular surveillance
because they offer extensive reachability and facilitate fast data sharing [12]. The V2P
connection model involves sharing information among vehicles and pedestrians. An in-
vehicle communications model involves interaction within vehicles to identify and evaluate
automobiles to reduce mishaps caused by driver sleepiness or vehicle problems [13]. The
dynamicity of traffic flows, physical structures, and transmission within vehicular com-
munications (V2X) is quite intense. Furthermore, the increasing prevalence of mobile
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applications, including inside vehicle information technology systems, is putting wireless
connectivity under unprecedented load. Consequently, Mobile Network Operators (MNOs)
will be obligated to amass a tremendous volume of diverse information to oversee network
efficiency and deliver improved amenities. Considering the present network methodolo-
gies, ensuring the functionality while adhering to various Service Level Agreements (SLAs)
will progressively escalate in complexity. This issue can be resolved by implementing
additional intelligence in the network [7]. Self-organizing Networks (SONs), for instance,
are independent and flexible structures that enable vehicular networks to determine what
steps are required to sustain efficiency stability and enhance Quality of Service (QoS) levels.
SON technologies are classified as self-configurable, optimized, and healing entities. This
technology works when a problem is already generated. AI and ML may be explored as
prospective remedies for integrating intellect into SONs. Such solutions would anticipate
impending network problems and be capable of handling the intricacies suitably. A ve-
hicular network primarily focuses on efficiency in three key fields: energy, vehicle safety,
and traffic. Traffic flow details are the significant application of V2X. These vehicle details
can be utilized by vehicular networks to effectively carry out operations including the
resolution of congested roads, the optimization of Plug-in Electric Vehicle (PEV) battery
usage, the reduction in petroleum intake, and the enhancement of Global Positioning
System (GPS)-based services. Various resources, including closed-circuit television (CCTV)
recording devices, crowd-sourced databases, and vehicles, are capable of providing traffic
flow statistics [14].

Developing traffic flow forecasting systems that are exceptionally precise while uti-
lizing traditional traffic flow analysis techniques presents a significant obstacle. Not only
that, but study and testing are constrained to just a small subset of available traffic data.
Researchers have a limited amount of freely accessible statistics to work with when de-
veloping and testing methods to forecast traffic flows. ML has been extensively used to
construct prediction models in various domains like visualization, robotics, healthcare, and
Natural Language Processing (NLP). ML techniques employ Supervised and Unsupervised
Learning to better manage sparse and dense nodes of vehicles. ML in VANETs includes
handling data congestion, driverless transportation facilities, clustering, stability, storing
information, and geographical location applications [15–17]. Nevertheless, there exists
significant potential for expansion within the domain of ML emergence techniques to
address the issues with vehicle networks.

1.1. Research Contributions

This article presents the following work:

1. A summary of previous work in this area of ML and V2X connectivity.
2. An extensive examination of the various AI and ML approaches with vehicular

networks to focus on multiple VANET issues and necessities.
3. The enumeration of unresolved investigation obstacles that must be surmounted to

actualize the capabilities offered by this intimidating technology.
4. A detailed examination of network simulation techniques, encompassing their respec-

tive merits and drawbacks.
5. The identification of areas of future study that demand more analysis to integrate ML

with VANET fully.

1.2. Paper Organization

The rest of this manuscript is organized in the following manner: Section 2 provides
a comprehensive outline of the V2X background and an overview of ML techniques in
VANETs. Section 3 presents ML and swarm technique foundation and techniques in detail.
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The simulation tools for VANET that are accessible for the development and implementation
of AI and ML algorithms are in Section 4. This article describes AI and ML applications for
the vehicular network in Section 5. Section 6 outlines the scope and problems of the future
of ML and vehicular network platforms to maximize the integration’s potential benefits and
provide open issues in this field. Section 7 concludes this article. The complete structure of
this article is depicted in Figure 2.
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2. Background
VANETs have been a highly researched field for more than ten years. Advancements

in computer science have contributed to a rapid increase in the application of AI approaches
across multiple sectors such as medicine, transportation, production, engineering, and
medical services, among many others. The primary objective of vehicle networks is to
augment the security and efficiency of transportation by enabling the seamless interchange
of data across auto vehicles and RSUs. A fundamental classification of AI involves two
main methodologies: ML and Deep Learning (DL), discussed below in detail. Currently,
these techniques are employed in various real-life situations because of their remarkable
ability to solve issues. In the past few years, there has been substantial advancement
in both fundamental ML and DL. This part presents a succinct description of VANET
communication technology and the significant use of ML methods with vehicular ad hoc
networks. Additionally, this article analyzes and explores certain locations within VANETs
where such technologies can be efficiently employed.
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2.1. V2X Technologies

A proliferation of interconnected and fully autonomous vehicles on the roads is
causing significant innovations in the transportation and automotive sectors, resulting
in improved reliability and safety. There are two powerful technologies of VANETs for
V2X, i.e., Dedicated Short-range Communication (DSRC) and Long-Term Evolution (LTE)-
based technology [18]. The very initial design of the V2X was constructed by utilizing
dedicated DSRC and the IEEE 802.11p network protocol [3,19]. The DSRC protocol is a
“full duplex wireless network facility, enabling highly rapid data transfer rates crucial
to communications-based security programs”, as the U.S. Department of Transportation
defines it. In 1999, the Federal Communications Commission designated 75 MHz of
spectrum within the 5.9 GHz band (5.850–5.925 GHz) to implement vehicle security and
transportation services. It is an open-source wireless communication protocol with certain
resemblances to WiFi, designed to facilitate ITS applications (V2V and V2I), fast speeds, and
secured and short-range communication among vehicles and infrastructure. Enhancing
the whole transportation experience, reducing traffic jams, and improving traffic safety
are the primary objectives of DSRC. V2V communication via VANET is free of infrastruc-
ture, which is crucial to guarantee security among underdeveloped and faraway places,
particularly on misty roads. Common Awareness Messages (CAMs) and Basic Safety Mes-
sages (BSMs) can be transmitted by automobiles in DSRC at less than 100 milliseconds.
DSRC, a minor alteration of the IEEE 802.11 protocol, facilitates the deployment of VANETs.
The Medium Access Control (MAC) protocol of DSRC is based on Carrier-Sense Multiple
Access/Collision Avoidance (CSMA/CA), which can result in unrestricted delays and
stability [20], despite the fact that VANET nodes can connect to the internet rapidly. The
invention of the DSRC protocol from the year 1999 to 2020 is presented in Figure 3. After
the year 2020, it will be upgraded with IEEE 802.11bd to enhance the performance at a
higher speed. In contrast, the LTE specification is widely implemented as a fundamental
aspect of 5G technology and is presently undergoing further development as 4G broadband
wireless technology [19].

LTE is characterized by its exceptional dependability, expanded bandwidth, and the
necessity for pre-deployment alterations in the V2X system [3,21]. Vehicular-to-everything
communication, which facilitates collaboration between cars, will enhance situational
consciousness and perception of roadside infrastructures, pedestrians, and other road
elements in this particular environment. Cellular-vehicle-to-everything (C-V2X) [12] is
becoming increasingly popular for connecting and automating vehicles in the coming years,
particularly for sidelink LTE-V2X Mode 4. It uses a PC5 interface in the 5.9 GHz band to
transmit and receive messages for vehicular ad hoc networks. Two powerful technologies
of cellular-V2X communication that come under the umbrella that is used for V2X are
LTE-V2X and 5G-V2X.

The physical connectivity of LTE, called sidelink, has been released by the most recent
3rd Generation Partnership Project (3 GPP) standards for LTE V2X. This differs from the
conventional uplink and downlink network traffic of LTE. The LTE V2X is capable of oper-
ating in two distinct modes via sidelink: first, LTE-V-Cell mode, for long-range (wide-area)
communications that employ the mobile network for direct radio transmission between the
C (UE) and the Base Station, called eNodeB (eNB); second, LTE-V-Direct mode, which em-
ploys sidelink as the physical link [22] by employing independent Time Division Multiple
Access (TDMA), as Medium Access Control (MAC), in which the duration is partitioned
into segments. Before entering the connection, the communication devices must connect
to the link by arbitrarily selecting an unoccupied slot after initially listening to the carrier
to collect packet information. Nevertheless, total avoidance of collisions is unattainable
due to concurrent channel selection. Traditional cellular networks can facilitate unicast,
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broadcast, and multicast connections. Nevertheless, the substantial messaging latency
associated with these setups renders them unsuitable for transmitting CAM messages. To
cater to the requirements of transportation systems, the 3GPP started the standardization
process for the LTE-V specification in Release 14 [3,22,23]. This standardization is intended
to facilitate V2P, vehicle-to-V2I, and vehicle-to-V2V services, collectively called V2X ser-
vices. The standard has devised a novel channel model utilizing the PC5 interfacing to
accommodate automotive networking demands. Additionally, the standard supports the
traditional unique user interface for various transportation applications [3]. Release 12
of the LTE standard, used for public safety, saw the development of the sidelink, which
enables D2D connectivity and is a component of the PC5 link. V2X communication ca-
pabilities are undergoing enhancements in LTE Release 15 and are scheduled to receive
additional improvements in Release 16 [23].
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A revolutionary foundation for transforming mobility and automotive systems is
created when 5G technology is coupled with Internet of Vehicles (IoV) technologies. En-
abling VANET communication is made ideal by this synergy, which enables low-latency,
ultra-reliable, and smooth connection with extraordinarily high bandwidth. 5G improves
the security, efficiency of traffic, and user experience in IoV networks by allowing fast
data transmission and real-time connectivity across infrastructure, cloud systems, and
automobiles. Combining this with fog/edge computing helps to address one of the major
problems with the Internet of Things (IoT): processing data in real time from different
locations. Fog/edge computing, in contrast to conventional, centralized cloud systems,
moves processing capacity towards the source of data, which in this case is automobiles
and roadside infrastructure. Applications such as autonomous driving, collision avoidance,
and adaptive traffic management rely on this closeness to drastically decrease latency. This
also reduces bandwidth usage by performing analysis close to the source, reducing the
quantity of unprocessed information transferred to main servers. The Internet of Vehicles
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relies on 5G and fog/edge technologies to support efficient, intelligent, and responsive
vehicle networks that can adapt to the ever-changing needs of contemporary transportation
networks [11].

Cellular networks, including LTE and 5G, offer multiple benefits compared to DSRC.
These include increased bandwidth, wider service area, and better data transmission
rates. Nevertheless, cellular networks exhibit certain limitations in comparison to DSRC
technology. The following are provided below:

• V2X communication in DSRC is a decentralized communication that operates directly
between peers without requiring any involvement from a network administrator.
However, the cellular network demands assistance from a network provider.

• In a cellular network, information is transmitted via the uplink and downlink lines to
reach where it is supposed to go. However, in DSRC, information may be immediately
conveyed to the endpoints without any intermediate steps.

• The cellular system requires network access to function. However, DSRC can transmit
information anywhere by simply broadcasting it over airspace.

• DSRC is significantly more cost-effective than the cellular network.
• DSRC is solely for V2X communication, in contrast to cellular networks which share

bandwidth among competitors’ users.

2.2. Vehicular Networks and ML

The accelerated advancement of computational innovations in the past decade has
enabled the extensive implementation of AI techniques in a variety of sectors, such as
production, medical fields, technological development, and healthcare, among others. The
primary goal of VANET protocols is to enhance the performance and safety of vehicular
networks through the facilitation of sharing information among vehicles, pedestrians, and
RSUs. To facilitate services including congestion control, roadway security, and entertain-
ment, VANETs collect information from a variety of locations. VANETs routinely collect
knowledge from a variety of sources, including V2V and V2I interaction (velocity, position,
guidance, signage, signals, and toll booths), sensors (vehicle inside sensor systems, road
sensors, and roadside structures (traffic conditions, mishaps, weather current information),
all contributing to this pool of information [3,4]. Data are gathered in VANETs through
various methodologies. An example of a networking protocol that is tailored for VANETs
facilitates communication between V2V and V2I nodes. Additionally, data transmission
among automobiles and infrastructure is accomplished via cellular networks, particularly
for distant or non-real interaction. The storage and processing of VANET data on cloud-
based systems facilitate central administration and analysis in real time. Nonetheless, there
are obstacles to data capture in VANETs, including issues of dependability, confidentiality
and safety, connections to networks, adaptability, integration, and so on. An amalgamation
of innovative technology, reliable communication, trustworthy and effective systems for
managing data, and group collaboration—including that of infrastructure service providers,
government agencies, and transportation manufacturers—is required to tackle these issues.
Notwithstanding these obstacles, the prospective advantages of VANETs in enhancing
motorist accessibility, highway effectiveness, and crash prevention render it an auspicious
domain for scientific investigation and advancement. It is necessary to equip vehicles with
sensors and navigational equipment like GPS, media gadgets, and wireless components to
participate in VANET. To prevent mishaps or abrupt stops, automobiles can utilize sensors
and media gadgets to perceive their surroundings and identify items like other moving
nodes, obstructions, and people. Alternatively, wireless transmission units offer several
kinds [24] of network linkages which may be classified relative to the communicating units
as shown in Figure 4.
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The data gathered in VANETs play a substantial role in enabling streamlined routing,
improving driver consciousness, and predicting variations in movement [25]. In addition
to safety-relevant data such as incident warnings and highway risks, immediate-time traffic
situations, accident details, and highway congestion notifications facilitate dynamic route
planning and optimization. Historical and real-time mobility data aid in the prediction
of upcoming requirements and trends in transportation. To accomplish these objectives,
particular methodologies and models are implemented. The dynamic routing methods
choose routes in response to circumstances such as traffic jams and mishap warnings. Users
are promptly notified through context-aware messaging systems, while appropriate data
are superimposed over the vehicle’s range of sight via heads-up displays (HUDs) and
augmented reality. By analyzing previous information, time series evaluation and ML pre-
diction algorithms discover movements and predict future patterns. V2V and V2I networks
facilitate the sharing of information instantaneously, which is utilized for optimum traffic
movement and navigation. In 1959, ML was initially proposed by Arthur Samuel. ML is a
subfield of AI that enables computers to acquire new computational abilities and improve
their performance over time without the need for human interaction [26]. Although the
literature contains numerous definitions of ML, two leading experts in the field, “Arthur
Samuel and Tom Mitchell”, offered succinct explanations of the terminology. Samuel de-
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fines ML as the process by which machines acquire the ability to execute predetermined
operations despite the need for direct programming. ML, according to Tom Mitchell, is
the development of computer applications that enhance independently with practice. The
notion that “a computer program learns from experience about certain types of tasks and
performance measurement” was utilized to substantiate his definition. “The performance
measured concerning the task is enhanced with increasing experience [27]”. In doing so,
ML helps systems make accurate data-based predictions. ML models are capable of pattern
recognition and decision-making. ML models acquire knowledge from their past analysis
states and independently collect new information, make decisions, and provide outputs.
Pattern recognition, text recognition, speech recognition, vision, and robotics [28] are just a
few of the numerous areas it helps tackle. ML is a huge area with many different classifi-
cation schemes. A broad categorization classifies ML methods into four distinct groups
based on the type of learning executed: Supervised, Unsupervised, Semi-supervised, and
Reinforcement Learning (with an emphasis on deep Reinforcement Learning).

Machine-based algorithms consist of entities that interpret their surroundings and
modify their behavior via learning to accomplish a particular goal. ML is a fundamental
subsection of AI concerned with the investigation of how entities’ perceptions can be
enhanced through knowledge or learning. To identify latent trends within datasets, ML
algorithms approximate an intended expression that generates predictions on information
that has not been observed before. The capacity of ML algorithms to extrapolate their
insights from observed test data to unobserved instances is a critical component [29]. DL
has emerged as a result of developments in Graphics Processing Units (GPUs) and the
enhanced accessibility of information in recent decades. DL is a critical subfield of ML
that exhibits superior accuracy compared to traditional ML methods when confronted
with substantial data volumes. DL is built upon Artificial Neural Networks (ANNs), a
well-known ML technique that draws inspiration from the learning process occurring in
our bodies. In light of the above, machine-based systems may facilitate the implementation
of sophisticated vehicular network cases, especially emergency braking, collaboration,
and crossroad situations. These types of cases necessitate the training of a learning agent
with vast quantities of knowledge by conditions obtained by the fundamental use case.
Subsequently, the agents will execute actions while adjusting themselves to accommodate
dynamic highway and communication situations. It is critical to maintain constant interac-
tion among automobiles, networks, and pedestrians, irrespective of the route and network
congestion, to facilitate these transport use cases. For V2X communications to continue
without interruption, the underlying control and management processes have to be op-
erational and enable the transmission and reception of consciousness alerts. This article
showcases the various AI and ML applications made possible by emerging communication
networks in several fields, as seen in Table 1.

Peer-reviewed articles have led to significant advancements in various fields and have
made valuable contributions to the existing body of literature. Reference [30] provides a
focused analysis of ML applications in the context of IoT, specifically highlighting their
utilization in a particular area. The major focus of reference [31] is to examine the uses
of Convolutional Neural Networks (CNNs) in a particular area, along with its associated
smaller issues. The researchers of the investigation offer a comprehensive analysis of
CNNs’ computational views in the given field. A paper provides a succinct summary of AI
techniques in many elements of urban planning [32]. ML, Cognitive radio, VANET, and
Cognitive radio-VANET architectures, procedures, challenges, and unanswered questions
are addressed in article [33]. ML techniques’ CR-VANET applications are examined. A
survey of AI applications in a certain topic and its associated sub-issues is discussed in
reference [34]. A study presents a survey of ML methods and their uses and difficulties in
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forthcoming mobile-based networks [35]. A text discusses an assessment of ML applications
in a specific area. It also explores the combination of ML and IoT systems to create smart
devices in this field [36]. The investigation conducted in [37] aims to investigate many
problems regarding the utilization of freely available information in a particular field within
the context of ML techniques. In [38], an examination is conducted to analyze the uses
of ML in the area of wireless sensor networks. The research presented in [39] focuses on
analyzing various kinds of learning techniques. The article [40] introduces an analysis of
research on ML usage for a certain topic, together with the key results of the evaluated
publications. The research presents a complete assessment of ML algorithms and their uses
in IoT devices within an area. The analysis provides detailed descriptions of the research.
The investigation in [41] identifies related issues within a particular field related to network
systems. Its next section examines relevant articles, presenting ML and implementation
details, such as efficiency and database details. In addition, the study also examines ML
methods specific to the area.

Table 1. Past work on VANETs using ML.

Ref. Year Technique Used with Objective Future Scope

[30] 2019 ML IOT Efficient vehicular networks and
related applications discussed

ML for Smart Lighting Systems
and Smart Parking applications

[31] 2020 CNN ITS

Efficacy and examined the
utilization of CNN in ITS;
detailed classifications of
the problems

CNN for object detection
and analysis

[32] 2020 AI, ML, DRL
Cybersecurity,
smart grids (SGs),
5G, B5G

Best services of 5G and beyond
5G (B5G) communications, and
smart healthcare system

ML and DRL for seamless
power supply between different
communications

[33] 2020 ML Cognitive radio
(CR) VANET

Covering various designs,
processes, difficulties, and
unresolved inquiries.

Interference and shadowing
problem using ML

[34] 2020 AI Distributed
smart grid

Distributed intelligent grids;
integration of renewable
energy resources

Self-healing grid;
plug-and-play technique

[35] 2021 ML 6G wireless
communication

Addressed B5G/6G
network-enabled platforms’
wireless communication

Model Agnostic Meta-Learning
(MAML); GANs

[36] 2021 ML IOT Utilizing ML and IoTs by smart
vehicular networks. Data security

[37] 2021 ML IOT
Context of smart living, smart
governance, smart economy, and
intelligent transport

DL techniques to solve smart
city issues

[38] 2021 ML
Wireless Sensor
Networks
(WSNs)—IoT

ML used with WSN-IoT to
address smart city problems

Heart stroke rehabilitation
system using ML

[39] 2021 ML Power system ML techniques described with
smart grid power system

Force framework security
and control

[40] 2021 ML IoT integrated
power system

Potential uses in solving issues
plaguing contemporary
power systems

-

[41] 2021 ML VANET security
Address various safety issues
inside vehicle communications
and security threats

Blockchain-integrated
ML solutions
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Table 1. Cont.

Ref. Year Technique Used with Objective Future Scope

[42] 2022 ML V2X

Classifies routing using
learning-based or
non-learning-based;
V2X routing protocols

ML integration with
Blockchain, 5G, 6G, OceanNet,
VANET architecture

[43] 2022 AI VANET AI and ML methods investigation
in the field of VANETs

AI for task scheduling,
prediction algorithms, and
resource allocation for QoS

[44] 2022 AI, ML VANET Security AI to address vehicular security AI-based security techniques

[23] 2023 AI, ML V2X AI/ML with V2X networks
Black box and
energy-efficient-based
AI/ML algorithms

[27] 2023 AI, ML Future mobile
communication

ML with wireless communication
technologies, smart energy, and
intelligent healthcare

Blockchain with DL

[45] 2024 ML
Smart
Transportation
Networks

Address cognitive radio and ML
affect intelligent vehicular
networks’ spectrum sensing;
security concerns affect VANET
and CR improved VANET

Designing and evaluating a
cognitive radio enhanced (CRE)
VANET framework

[46] 2024 ML Opportunistic
networks

ML-technique-driven
methodologies with
opportunistic networks

ML-based best forwarder
node, congestion detection,
energy consumption

3. Artificial Intelligence
AI refers to the study and development of ML algorithms that possess the ability to

recognize things, make informed choices, and exhibit human-like behavior. Intellect is
described as the ability to gather and use knowledge and abilities. Consequently, a person
with intelligence has to gain knowledge efficiently by utilizing many approaches, such as
making findings, gaining insights from past encounters, evaluating data, understanding
language, and engaging in conversations using individuals. The system can make deci-
sions, set and achieve goals, analyze and understand language and pictures, and more,
using the knowledge it has acquired. A machine is deemed intellectual if it possesses the
ability to comprehend written information, engage in cognitive processes, and success-
fully resolve complex issues. AI is a vast area which includes Machine Learning, DL, and
swarm techniques.

3.1. ML Techniques

Conventional AI/ML techniques fall into four classes based on how learning is exe-
cuted, i.e., Supervised, Unsupervised, Reinforcement, and Semi-supervised Learning [23].
Semi-supervised Learning is the mixture of Supervised and Unsupervised Learning. Dif-
ferent types of ML algorithms, including online learning and transfer learning for data
classification. ML consists primarily of two critical phases: training and assessment. During
the training phase, an algorithm is developed using testing actual data. Subsequently, pre-
dictions are generated during the testing phase using the trained model. Table 2 represents
the categories of ML and DL techniques.

3.1.1. Supervised Learning

Supervised Learning involves input and output data, referred to as features and
labels in the information set, accordingly, during the learning process of models. The final
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goal is to predominantly determine by the label, specifically whether there is an issue of
classification (label represents a discrete variable) or a regression issue (label represents
a continuous variable). A goal function establishes an association between the identifiers
and the features. The model learns a rough estimation of its goal function by modifying its
variables until it achieves the optimum result throughout the training process. A collection
of pre-established hyperparameters, including the learning rate and sample size, govern
the learning procedure. These parameters are user-defined and finalized by the trainee
before the commencement of the training phase. Essentially, this refers to an optimization
issue in which the result is assessed using a distinct assessment dataset, which did not take
part in the training session to prevent overfitting. SL can be categorized into two main
fields, i.e., Classification and Regression Algorithms.

Table 2. Categorization of ML [3,26,33,42] and DL techniques [26,33].

Types of ML and DL Prediction Goal Process Techniques Real-Life Uses

Supervised Learning Qualitative,
Quantitative

Classification
and Regression

Decision Tree (DT), Naive Bayes,
Support Vector Machine (SVM),
K-nearest neighbors (KNN),
Random Forest, Linear
Classification, Ensemble Learning,
linear and logistic regression.

Flat Price,
Medical imaging

Unsupervised Learning -
Clustering,
Association, and
Dimensionality

K-means, hierarchical clustering,
Gaussian Mixture Model (GMM),
Markov Chain (MC), Hidden
Markov Model (HMM), Principal
Component Analysis (PCA), and AR

Market
Basket Analysis

Reinforcement
Learning

Qualitative,
Quantitative

Classification,
Control, and
Regression

Q-learning, Double Q-learning,
Markov Decision Process, and
Deep Q-learning

Optimization,
Speech, Text, and
Image Recognition

DL Qualitative,
Quantitative

Classification,
Control, and
Regression

CNNs, Recurrent Neural Networks
(RNNs), Long Short-Term Memory,
Gated Recurrent Units (GRUs), Deep
Neural Networks (DNNs), Deep
Auto Encoders, Deep Belief
Networks, Deep Reinforcement
Learning, GANs, deep auto-encoder,
and Restricted Boltzmann Machines

Identify Objects

A. Classification Algorithms

1. DTs’ prevalence as a classification and prediction tool [47] is attributable mainly
to their accessibility. A DT comprises a root element, which receives incoming
data, and leaf nodes that represent the categorization of queries and answers,
respectively. Every reaction functions as a necessary condition to enable sub-
sequent investigation within the next layer [48]. This classification tool is
characterized by its simplicity and ease of use, making it highly advantageous
in the context of automotive networks, for detecting misbehavior, managing
roadway signals, and making routing decisions [49].

2. SVM, also known as Large Margin Separators, is a category of learning meth-
ods that were initially designed for predicting a binary qualitative variable or
discriminating [50]. These predictions were subsequently extrapolated to a
quantitative variable. Discrimination of a binary variable is achieved through
the identification of the optimal margin hyperplane, which properly divides or
classifies records while remaining as far from every measurement as possible.
This method is robust due to its capacity to process data containing a substan-
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tial quantity of attributes but a limited number of input cases. Therefore, it
might be a viable method for identifying malicious actors and mitigating and
identifying security breaches within the VANET environment. Additionally, it
facilitates cluster optimization and spectrum allocation improvement [51].

3. The Naive Bayes (NB) technique used for Supervised Learning for a classi-
fication approach categorizes a collection of samples by the rules that the
technique generates [52]. Given the assumption that the categories within the
training dataset can be distinguished, the supervised character of the program
is reflected in the Naive Bayesian classifier. Naive Bayesian demonstrates
suitability for addressing various VANET challenges, including driver behav-
ior prediction, broadcast storm avoidance, and transgression awareness [53].
This is owing to its robustness against irrelevant attributes, straightforward
deployment, and minimal training needs.

4. The KNN algorithm is a method of Supervised Learning. It is capable of
performing both classification and regression. To generate a forecast, the
KNN algorithm employs the complete dataset. In the context of predicting an
observation that is not present in the information set, the technique conducts a
search for the K instances within the collection that exhibit the highest degree of
proximity to the desired insight [54]. Using the corresponding images of these
K neighbors, the algorithm then computes the value of the predicted output
of the observation. KNN is an effective architecture for location identification,
privacy preservation, and stability [55].

5. Random Forest generates results that can be generalized and are easy to train
and comprehend. A Random Forest is constructed from a collection of distinct
DTs [56]. This problem is viewed in a fragmented fashion by all trees due to
the implementation of a twofold random selection process. Random Forest
is resistant to overfitting and does not require feature selection. It requires
a minimal number of input values. Due to these merits, it is an effective
method for resolving congestion forecast issues, executing handovers (particu-
larly for the transmission of multimedia records), and organizing bandwidth
allotment [57,58].

6. Linear Classification: The application of linear classification in ML and data
mining is beneficial. Although linear classifiers are inadequate for handling
inseparable data, they can be satisfactory for processing data in a high-
dimensional space. On document data, for instance, linear classifiers have been
demonstrated to perform comparably to nonlinear classifiers. One significant
benefit of linear classification is the marked improvement in the efficiency
of training and testing procedures. Linear classification is thus potentially
advantageous for some large-scale applications. Linear classifiers encom-
pass well-known techniques including logistic regression (LR), SVMs, and
others [43,59].

7. Ensemble Learning (EL) or Multiple-Classifier Supervised Learning is the
application of meta-algorithms that compose an amalgamation of numerous
ML techniques. These techniques are implemented to diminish uncertainty
and bias, while concurrently enhancing the precision of predictions [60]. It is
an approach to diminish overfitting and can decrease variation by acting as a
proficient converter, converting diverse data into a standardized representation,
as opposed to merely performing classification tasks. Employing EL as an
ML technique efficiently improves the reliability of vehicle location, assists in
transfer decision-making, and detects misconduct [61].
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B. Regression Algorithms

1. Linear Regression: The validity of regression models is contingent upon the
association between independent and dependent variables, as well as the
quantity of independent variables incorporated. The linear regression tech-
nique is an extremely effective and basic ML approach that provides a means
of predicting the value of an unknown or dependent variable using a given
dataset of independent factors [62]. This method operates under the equiva-
lent presumptions of a linear relationship, constant variance, and independent
features. L2 regularization, an alternative method, can effectively manage
independent features in a database that are highly correlated. This is achieved
by imposing restrictions on the coefficients and penalizing the total squares
of the weights [63]. Linear regression can be applied to trend prognosis, re-
sult prediction, and causal investigation. The coefficients are obtained by the
simplest estimation method via mean-square error. Incorporating resilience
toward anomalies into the LASSO, Ridge, or ElasticNet regressor architectures
was implemented [26].

2. The logistic regression algorithm is implemented to address classification
issues [64]. It operates on the principle of probability and employs methods
for predictive analysis. In it, a growing cost function is utilized. This cost
capacity more closely resembles the logistic function, or sigmoid function,
than a linear function. Logistic regression restricts the cost function to the
interval encompassing zero and one. Logistic and linear regressions are both
encompassed within the Generalized Linear Model (GLM), a comprehensive
framework that integrates numerous other statistical models [26]. Table 3
describes the Supervised Learning methods’ primary advantages, issues, and
uses in the VANET domain.

3.1.2. Unsupervised Learning

Unsupervised Learning investigates unlabeled datasets for patterns. In contrast to SL,
the absence of pre-labeled input–output pairs eliminates human oversight. Unsupervised
methods utilize characteristics such as orthogonality, correlations, statistical separability,
and so forth to self-infer relationships between variables. Clustering or classification
techniques, on key evaluation elements, are, although not entirely, the most prevalent
unsupervised methods. We are starting to rely on unsupervised DNN-based techniques,
including Generative Adversarial Networks (GANs) [26]. Unsupervised Learning performs
the main tasks based on three categories, clustering, association, and dimensionality, as
discussed below.

1. The K-means algorithm is an unsupervised non-hierarchical clustering algorithm
that is part of a specifically exclusive method. By employing this approach, the
input knowledge can be classified between k different clusters [65]. As a result,
data that are identical will be located in the corresponding cluster. Furthermore,
it is imperative to underscore how the knowledge being analyzed is limited to a
single cluster at any moment, indicating limited merging [66]. Therefore, a single
fact cannot simultaneously belong to two different clusters. The application of this
methodology offers benefits when dealing with confidential information as it can
function despite the need for annotated data. As a result, it ensures the reliability
of VANET clustering effectively, bolsters the protection of hash operations when
confidential data are transmitted, and is well suited to be utilized in congestion
discovery [67]. Fuzzy K-means is an overlapping technique of Unsupervised Learning
with the soft-hand approach.
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2. Hierarchical clustering [HC] begins by considering the data points as distinct clusters.
Subsequently, they are progressively merged or divided according to their similarity
or dissimilarity. This approach involves the division of terminals into groups based on
both geographical and social affinity; hierarchical clustering algorithms facilitate the
efficient transmission of messages inside every group [61,68]. This process generates a
dendrogram, which resembles a tree. Two distinct types of agglomerative hierarchical
clustering were examined in this research. It has two main parts, agglomerative and
divisive. Agglomerative is a bottom-up approach that includes four distance methods
for measuring similarity, i.e., word linkage, average linkage, complete linkage, and
single linkage. All these techniques can be calculated with the help of Euclidean
distance. Divisive clustering is a top-down approach [61].

3. GMM clustering is a probabilistic clustering method used to solve density estimation
or soft clustering problems and operates under the assumption that observations are
produced by combining a finite set of Gaussian variables. Introducing covariance into
the issue, this probabilistic model synthesizes the uncertainty of cluster assignments
modeled with k-means [69]. The objective of this approach is to represent a given
dataset as a combination of numerous Gaussian probability distributions. More
precisely, when provided with a dataset consisting of N observations denoted as ×1,
×2, . . ., ×N, the GMM clustering function aims at determining the variables of K
Gaussian distributions that may accurately represent the data [31]. By manipulating
the quantity of Gaussian mixtures, GMM is capable of fitting arbitrary distributions,
enabling it to accurately characterize the impact degradation process [70].

4. MC is a stochastic model that specifies a possible order of instances so that the present
situation alone determines the probability of each event. The possible states of an MC
with finite states are discrete, or countable. The MC operates in a memoryless manner,
as the transition from one state to the next is exclusively determined by the current
state and the associated transition probabilities [71]. The data-driven model made use
of the MC Monte Carlo and Gaussian Process methodologies [27].

5. HMM: Baum and his co-authors introduced the HMM concept in a succession of
papers published during the 1960s and 1970s. Subsequently, HMMs have been
effectively implemented in numerous domains, including speech recognition by
machines [72].

6. PCA is an essential DL method utilized in feature extraction, that aims to derive
additional and better-defined characteristics from pre-existing ones. An input dataset
containing “n” predictor variables is provided. To acquire a covariance matrix, which
is a n × n matrix, the predictors are centered with their respective means. After
decomposing this matrix, Eigenvalues and Eigenvectors are obtained. Therefore, PCA
provides a procedure that employs a covariance matrix to quantify the relationship
between variables, Eigenvectors to determine the directions of data dispersion, and
Eigenvalues to emphasize the relative worth among those areas [73]. This AI approach
might be utilized in a VANET situation for both caching optimization and security
risk prediction [74]. The ability of the system to decrease the magnitude of the data
collected simplifies the optimization methods.

7. Association Rule (AR) is categorized as a component of ML and data extraction as
a result of its application in processing data. AR is highly effective at identifying
recurring trends in data to forecast future behaviors. The successful implementation
of AR in the finding of vehicular incidents, along with the production of routes
and maps tracked by vehicles, is made possible through the finding of fundamental
correlations [61,75]. Table 4 describes the Unsupervised Learning methods’ primary
advantages, issues, and uses in the VANET domain.
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Table 3. Supervised Learning: primary advantages, uses, and issues in the VANET domain.

ML Types Advantages Uses Areas in VANET Issues

DT Transparent and user-friendly

Efficient routing option; optimizing
traffic signal control; identifying
aberrant actions shown by
malevolent vehicles

Large space required;

SVM
Manages dataset; high
dimensionality and limited
amount of data elements

Avoiding and identifying assaults,
i.e., vehicle misbehavior, intrusion,
Sybil, Greyhole, Blackhole, and
Wormhole; detecting unauthorized
vehicles; cluster optimization;
enhancing decision-making process
for spectral distribution

Optimal kernel; opaque
and unintuitive

Naive Bayes (NV)

System resilient, disregarding
or removing unimportant
attributes; straightforward to
build and minimal
training needs

Enhances prediction accuracy;
mitigates the occurrence of broadcast
storms and reduce accidents;
identification of malfunctioning vehicle

Zero-frequency problem;
Estimations can be
inaccurate in
certain instances

KNN Optimal categorization
using voting

Identify and track instances of effective
inside attacks accurately; safeguard
privacy by protecting essential details;
enhance and preserve cluster stability;
identify vehicular mishaps and provide
alerts for sites

High time complexity;
Euclidean distance measure
may not be universally
applicable to all datasets;
requirement for substantial
quantity data

Random Forest

Addresses the issue of
overfitting; avoids the necessity
for feature selection with low
input data

Forecasting vehicular traffic jams;
enhancing handover assistance for the
distribution of multimedia content
across vehicles; allocating control
channels; high accuracy on
large datasets

Analyzing outcomes
without adequate
hyperparameter tuning;
possible misclassification of
instances belonging to the
minority class

Linear
Classification

Classification algorithm;
outcome by evaluating the
numerical sum of the features

Significant increase in the effectiveness
of the testing and training processes;
capacity to be helpful for certain
large-scale applications, including
logistic regression, SVM, etc.

Insufficient for managing
indivisible data

EL

Resistant to overfitting and
reduces variance; performs
more efficiently using an
adaptor instead of a
classification tool

Identify and recognize inappropriate
actions performed by malevolent
nodes; enhance the precision of vehicle
geolocation data; optimize the process
of transferring control between vehicles
and RSUs; improve prediction accuracy,
stability in predictions

Leads to computational
complexity, potentially
affecting the ability to
interpret real-time data in
dynamic traffic settings

Linear Regression

Simple and estimates the value
of unfamiliar data by utilizing
another correlated and
familiar data value;
calculates coefficients

Calculate journey time; important for
designing routes, managing traffic, and
enhancing overall productivity

Limited accuracy in
predicting complicated
networks; may not
maximize radio
usage efficiently

Logistic Regression

Calculate the probability of a
scenario happening or a
categorical variable; easier to
manage multiple explanatory
variables simultaneously

Improve the identification; analysis of
message logs

Limited to binary outcomes;
Selecting a model is difficult;
requires knowledge;
overfitting with
multicollinearity

3.1.3. Reinforcement Learning (RL)

RL is a framework where agents or controllers enhance their actions during interactions
with their environment. It maximizes total reward by connecting states to actions via
reinforcement signals. In contrast to typical ML algorithms, learners are not given pre-



Future Internet 2025, 17, 79 17 of 40

determined actions. Rather, RL involves trial and error to determine which activities
yield the best reward. RL stands out from other algorithms due to its unique actions.
They involve trial-and-error investigations and postponed reward calculations. Improved
learning algorithms usually include four key components: policy, reward function, value
function, and environment. The ML paradigm teaches an agent how to operate locally
and decide how to optimize the overall benefit or minimize a cumulative penalty [76].
In contrast to the SL and UL paradigms, the error metric is time-dependent, and the
temporal variable is decisive. Specifically, when compared to the supervised approach, RL
operates without the need for annotated datasets. In response to the actions of the agent,
the environment provides feedback. The RL structure is commonly composed of Markov
Decision Support (MDS) systems, which employ dynamic programming techniques to
optimize the incentive given. DNN-based frameworks that have substantially enhanced
this learning approach have been developed lately [77,78].

Table 4. Unsupervised Learning: primary advantages, uses, and issues in the VANET domain.

ML Types Advantages Uses Areas in VANET Issues

K-means

Beneficial in concealing secret
information related and
operators; does not require
labeled information

Enhances cluster stability in VANET
approaches based on clusters; creation
of cryptographic algorithms to improve
the security

Not capable of determining
the optimal number of
clusters; maintaining cluster
reliability; maximizing
cluster similarities

Hierarchical
clustering (HC)

Connectivity-based clustering
model for grouping data points,
connect geographically close
to ones

Spatial and social proximity for the
effective exchange in the cluster; deals
with the complicated and ever-changing
nature of V2V and V2I; boosts the
effectiveness of data transmission,
decreases overhead; network scalability

Stability problem

GMM Arrange information into groups;
probability distribution

Cluster vehicles based on mobility
patterns and locations; detect anomalies
and misbehaving vehicles; predict
future locations and trajectories

Less efficiency and longer
delays in real-time software;
overfitting issue; sensitivity
to noise

MC Autonomous systems with
transparent states

Ability to monitor, gather, and
disseminate data regarding traffic,
driving conditions, and
potential dangers

No history maintenance;
future prediction

HMM Used for autonomous systems
with partially transparent states

Describe the connection between
observations and hidden states that
cause them

Restricted accuracy

PCA Decreased information density

Reduce dimensions and lessen
operational overhead; capable of
reducing dimensionality, predicting
Denial of Service (DoS) attacks and
identifying driving hazards; optimizing
buffering of multimedia contents

Low interpretability of
principal components;
outliers; affecting network
performance and reliability

AR Identification of basic
correlations and faults quickly

Identify and recognize road incidents;
produce routes and locations

Difficult to find the optimal
number of clusters, maintain
reliability, and
maximize cluster similarities

The agent analyzes state St at each step t and selects an action At in action space A.
The new state arrives after the object obtains a scalar reward Rt that signifies the standard
of the action selected and advances to the subsequent one. The RL method tries how to
relate this mixture of situations (St, At) from states to the best possible operation, which is
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an estimate of the long-term benefit of staying in this position. The process by which an RL
agent learns has been illustrated in Figure 5.
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The responsibility of mapping conditions to actions performed by the agent lies with
the policies. The reward function evaluates the current settings and allocates rewards or
penalties based on the result obtained from the function. There exist two distinct variations
of the value function, i.e., state-value and action-value, which calculates the long-term
expected reward based on the agent’s future state. The environment refers to a task or
simulation in which the agent utilizes the trial-and-error mechanism to maximize the cumu-
lative reward. An agent engages in interactions with its surroundings, acquires knowledge
of its own and the environment’s states, and continuously acquires and assimilates data to
execute specific actions within an RL algorithm. Therefore, at each instantaneous moment,
it discerns the precise condition of the surroundings and implements a course of action that
prompts the environment to transform into a different phase. The agent operates under a
reward–punishment framework that depends on the result of the action it selects. At this
juncture, the action will be rewarded if it is beneficial. If the action is improper, a penalty
will be assessed. Although this feedback is less enlightening than Supervised Learning,
which provides appropriate actions, it is more informative than Unsupervised Learning.
Using trial and error, this technique enables the agent to ascertain accurate actions, devoid
of any explicit critique of its efficacy [27].

RL refers to a specific class of ML tasks that aim to systematically discover optimal
solutions using recurrent experiences, as described in Table 5. In contrast to supervised and
Unsupervised Learning, RL is characterized by its collaborative and iterative nature. The
method explores various approaches, monitors the environment’s response, and adjusts
its actions to determine the optimal solution. Hence, RL has demonstrated significant
benefits in the management of offloading for systems that have been installed with 5G/6G
technologies [79], including spectrum allocation, implementation of proactive radio re-
source control, and the optimization of handling data distribution inside the established
framework of network slicing [80]. The process of selecting actions in RL is intrinsically
linked to a persistent challenge called the “trade-off between exploration and exploitation”.
By this trade-off, an agent is tasked with determining whether it is more advantageous
to arbitrarily examine the environment in search of an action that will lead to further
action or to maintain the existing data and optimize the rewards by selecting specified
actions [81]. Deep deterministic policy gradient (DDPG), Trust Region Policy Optimization
(TRPO), deep Q-learning, and deep double Q-learning are widely applied RL techniques in
various applications.
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(i) Q-learning (QL) is a model-free RL technique that instructs an agent on an action
strategy based on environmental perceptions and status. The approach, despite being
a model-free RL, excludes the transition probability. Beginning with the current state,
the approach functions within an MDS paradigm to determine the optimal policy by
utilizing an expectation-maximization algorithm on the average benefit estimated
over all subsequent stages [82].

(ii) The double Q-learning (DQL) approach is an adaptation of Q-learning that explicitly
tackles the problem of action value overestimation in noisy circumstances, resulting
in a deceleration in the process of acquisition [83].

(iii) The Markov Decision Process (MDP) technique is a stochastic process that occurs in
discrete time. It adheres to this Markov property; it can be argued that the probability
of transitioning to a particular state in the upcoming time step is exclusively influenced
by the present state. It endeavors to identify a practical course of steps for the decision-
maker impacted by the ambient environment [26].

(iv) A deep Q-learning network (Deep QL) is used to address the issues of several states
and large amounts of knowledge, and deep Q-learning [84] uses DNN instead of
MDS architecture. Instead of using the standard Q-table to record states, actions, and
predicted rewards, an ANN may instead predict the action and Q-value from the state.
Because of its inherent developmental nature, most approaches rely on RNNs, LSTMs,
GRUs, and CNNs [26,85].

Table 5. Reinforcement Learning: primary advantages, uses, and issues in the VANET domain.

ML Type Advantages Uses Areas in VANET Issues

RL Acquire knowledge through the
process of experimentation

Highly efficient for complex vehicle mobility,
driving prediction, and routing concerns;
enhances Smart Vehicle Task Offloading for
5G/6G networks; enhances radio and wireless
resource management

Requires massive amounts
of data; high processing
power; quantity of features

3.1.4. Semi-Supervised Learning

Semi-supervised Learning (SSL) is a specialized domain in ML that includes Super-
vised and Unsupervised Learning methodologies. This approach utilizes labeled and
unlabeled information in AI models to achieve various objectives, such as classification and
regression. SSL requires ensuring the unlabeled instances used for the training phase are
pertinent to what the model has been learned for. SSL necessitates that the given data’s
distribution, p(x), includes knowledge of the posterior distribution, p(y|x), that denotes the
probability of a given data point (x) belonging to a particular group (y). An investigation
conducted in 2018 on SSL algorithms revealed that augmenting the volume of unlabeled
knowledge tends to improve the efficacy of SSL approaches [86].

Improving prediction accuracy and making ML solutions work for more complicated
tasks requires a large quantity of training data. Although small ML models may be
developed with relatively small datasets, developing larger models like neural networks
requires exponentially more data as the number of parameters increases. Distributing the
ML burden across numerous machines and transitioning from a centralized to a distributed
system used for learning information processing has outstripped the rise in the computation
capability of computing gear. Distributed ML uses technologies like 5G, edge computing,
and federated learning to make VANETs more innovative and resilient to support next-gen
mobile apps that enhance security, productivity, and user experience.
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3.2. Deep Learning

An AI subfield is DL, which evolved from Machine Learning. Its primary goal is to
learn new things by analyzing large datasets. Due to their effectiveness, these approaches
have found widespread application in various practical settings. Table 6 introduces the
main DL methods, their advantages, and how they might perform in VANET networks.

3.2.1. Convolutional Neural Networks (CNNs)

CNNs are well known due to their simplicity and efficiency [87]. Computer vision
CNN-based algorithms make this AI technique particularly successful for multimedia
data assessment, like analyzing video for overcrowding and tragedy forecasting. It aids
in identifying traffic signs and the identification of pedestrians or hazards via collected
pictures. Nevertheless, it may also be utilized for 5G/6G resource control by ensuring the
legitimacy of vehicle nodes and using Blockchain-based security measures [88].

3.2.2. Recurrent Neural Networks

RNNs tend to be well suited for uses involving information, primarily for interpreting
temporal patterns like producing signals and training. This tool is highly effective for
facilitating the interchange of knowledge in the context of integrated edge, fog, and cloud
computing methodologies, and RNNs exhibit their highest efficiency when handling
distinct and consecutive information. Furthermore, they could offer an effective method for
mobility estimation by calculating the likelihood that an automobile will reach a specific
area in the coming time, according to its current route, and by utilizing information
acquired from the statistical evaluation of the information entered. By anticipating the
accuracy of the incoming signal series, an RNN might prove advantageous in identifying
the appropriate time to execute handovers. Additionally, by deriving available resource
trends according to the frequency band utilization time, it can serve as a beneficial resource
allocation utility [89]. Additionally, the analysis of the highway pictures recorded can be
employed to identify obstructions on a highway utilizing an RNN.

3.2.3. Long Short-Term Memory (LSTM)

LSTM is a type of RNN architecture employed in DL. LSTMs include feedback links.
They can handle discrete data and continuous streams of content. For instance, LSTM can
be used for activities like speech recognition or non-segmented or connected handwriting
recognition. Since significant occurrences in a period may occur at intervals of an uncertain
time frame, there is a need for methods that excel at analyzing, predicting, and classifi-
cation tasks involving time series data. LSTMs were created to solve the problem of the
difficulty in learning lengthy sets of data caused by the challenge of vanishing gradients.
Parameter modification becomes insignificant when the gradient declines, suggesting that
no significant learning occurs; gradients communicate data utilized to modify the RNN
variables [43].

3.2.4. Gated Recurrent Units

An RNN has a major issue with its short-state memory and gradients; it cannot store
the data for a long period. Recurring connections and storage multiplicate modules address
these issues [90]. To address the issue of regular RNNs potentially leading to the elimination
of the gradient, gated RNNs originated.

3.2.5. Deep Auto-Encoders (Deep AEs)

A Deep AE is a UL technique that extracts essential properties from networks’ ad-
mission information. Regeneration involves training a neural network to estimate feed at
the outcome from a hidden layer. The objective of it is to reduce reconstruction error [91].
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AEs assist in acquiring characteristics and reduce size by removing unnecessary elements.
These methods can anticipate traffic jams by identifying temporal correlations of vehicle
communication. DAE reduces transport size to extract helpful information for attack pre-
dictions and identification. Such characteristics can provide information for classifications
to differentiate routine activity against threats. It can estimate vehicle accelerations by
analyzing the velocity using prior data [92].

3.2.6. Restricted Boltzmann Machines (RBMs)

RBMs are a technique for dimensionality reduction, classification, regression, collabo-
rative filtering, feature training, and phrase learning. Multiple limited Boltzmann machines
can be stacked to generate improved deep networks. RBMs are based on Unsupervised
Learning with feedback technology. Restricting Boltzmann machines can prove effective
for communication forecasting by restoring prior data using combination and supervised
nonlinear estimation. RBMs may identify vehicle infiltration in V2X by fitting vehicle
attributes from supplied patterns using UL classifiers. This approach adds to the collection
of past vehicle actions and characteristics from prior data inputs. Temporal and spatial
relationships between mishap occurrence and traffic movement might reduce highway ca-
pacity. This approach can forecast incident time by analyzing ongoing vehicular conditions
and creating sequences utilizing classification [93].

3.2.7. Deep Belief Networks (DBN)

DBNs have a significant number of secret levels. Using DBNs for 6G VANET privacy
is advantageous due to their recursive encoding of features, which may forecast operator
moods and trip duration, rendering them safer than standard VANETs. Vehicular informa-
tion from roadway scenarios can be divided into multiple basic source spaces. Following
that, a DBN trains every record entry, and the combined algorithm generates the forecasted
predictions. DBNs avoid Blockchain attacks in VANETs by reducing the variety of positive
and fraudulent vehicles, messages transmitted, and riddle computing time [94].

3.2.8. Generative Adversarial Networks (GANs)

GANs are AI techniques capable of accurately replicating photographs and other
information. They minimize delays in communication and enhance entertainment app
performance by using specified repeats to create patterns. Highly successful resource
assignments could be obtained by tailoring resources to every vehicle application’s de-
mands. A GAN utilizes roughly semantic locations to enhance pattern estimation, captures
semantics like combining and shifting, and controls vehicular trajectories [95].

3.2.9. Ensemble of Deep Learning Networks (EDLNs)

Multiple DL models can collaborate to provide superior performance compared to
when DL techniques are utilized individually [96]. EDLNs can be accomplished by group-
ing intellectual, exclusive, or mixed approaches. EDLNs are likewise used to handle
intricate issues with high-dimensional attributes and uncertainties [97]. The architecture
consists of several sequential phases of classification methods that may exhibit homogene-
ity or heterogeneity in a specific category. EDLNs often facilitate the inclusion of diverse
elements and the broad application of the framework [98].

3.2.10. Deep Reinforcement Learning (DRL)

DRL is a distinct classification of Reinforcement Learning that combines ANN with
RL methodologies. Its purpose is to enable Software-Defined Networking (SDN) entities
to obtain insights into the most efficient [99]. It can convey procedures utilized in an
extensive input data space by synthesizing a sequence of classifiers [100]. The conclusion
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is reached via a series of phases of experimentation and learning from mistakes. The
user chooses a procedure within the state space from the available choices. DRL can
operate without previous awareness of what was entered into and remains efficient despite
adversarial circumstances, such as data qualities that may introduce semantic or logical
disputes. It proves useful for controlling congestion, allocating resources, enhancing
network accessibility, and selecting transmissions for interconnected navigation. It achieves
this by training the framework using earlier observed information and choosing elements
utilizing information acquired by the prior highway conditions [101]. It is also utilized to
identifying distinct attacks with great precision [102].

Table 6. DL methods: primary advantages, issues, and uses in the VANET domain.

DL Types Advantages Uses Areas in VANET Issues

CNN Capable, simple, and
highly effective

Accident forecasting involves analyzing
videos and multimedia data; managing
resources using 5G/6G technology

Implementing CNNs in
resource-limited vehicles for
assisting vehicular networks
is tough

RNN Maximum efficiency for discrete
and sequential data

Utilizing collaboration edge, fog, and cloud
technology to exchange information;
improves the identification of barriers and
forecasting of mobility

Occurrence of abrupt
and disruptive changes
in gradients

LSTM

Recognize long-term
dependencies; capacity to
acquire and retain knowledge
of extended relationships
or connections

Forecasting vehicular traffic for route selection
Complex training
increases computational
overhead [103]

GRUs Retain knowledge over extended
periods and discard useless data

Effectiveness in traffic prediction and
intrusion detection; utilizing temporal-based
prediction properties to detect
prospective threats.

The presence of intricate
geographical and temporal
correlations in traffic
flow data poses a
difficult challenge

Deep AE

High level of accuracy for
identifying malicious activity,
i.e., spoofing, flooding, and
replay attacks.

Traffic prediction; proficient in conducting
attack prevention and identification; able to
calculate the velocity of vehicles

Higher processing
duration and utilization of
resources [104,105]

RBMs
Efficiently encode intricate
datasets;
removing noise from data

Prediction of network traffic; recognize
unauthorized breaches; forecast the duration
and area of road accident

Not efficient for modeling
natural images

Deep Belief
Encoder Iterative visualization of features

Ensuring the security of 6G VANETs; capable
of accurately predicting operator sentiments,
journey timing

High processing duration
and exploitation
of resources

GANs Predetermined total iteration
defines sample

Minimizes the delay in communication;
ability to anticipate the path of a vehicle;
enhances the efficiency of
infotainment programs

Stability problems during
training,
interpretability issues

EDLN
Facilitates the inclusion of
diverse elements and allows for
broad application of the model

Capability to identify Distributed Denial of
Service (DDoS) attacks and Blockchain
attacks; forecast the movement of
transportation and offer precise GPS locations
to enhance the flow of data

Unable to solve complicated
issues related to real-life
vehicle situations

DRL

address intricate, acquiring
knowledge through expe-rience,
managing uncer-tainty and noise
of network

Traffic management encompasses routing,
congestion mitigation, traffic signal
optimization, and autonomous vehicle
navigation; efficacy and security

Predicated on numerous
assumptions that are
challenging to realize
in practice
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3.3. Swarm Techniques (STs)

The combined actions of autonomous and dispersed systems are known as swarm
intelligence. In a VANET, this involves an ensemble of vehicles communicating with others
and the outside world. Since there is no centralized system, cars follow fundamental
standards like highway architecture, speed limits, and signals. Swarm cognitive abilities
consist of ant behavior, bacteria germination, bird groups, fish schools, and microbial
cognition. The swarm methods are described as follows, and the advantages and issues in
vehicular networks are discussed in Table 7:

(i) Particle Swarm Optimization (PSO): It is a comprehensive optimization technique
that may solve problems with an individual point or entire area in a space with n
dimensions. It ensures each atom chooses its preferred prior location or goes towards
another one based on velocity if the latest location is superior [106].

(ii) Ant Colony Optimization (ACO): Graph optimization challenges of all kinds are
searched for the nearest possible optimum solutions by ACO. The ants within the
algorithm strive to adhere to the shortest path, as described in reference [107].

(iii) Stochastic diffusion search (SDS): The method was initially developed for a population-
based mapping tool. It utilizes immediate interaction methods to assess the identi-
fication and aggregating hypotheses of all potential routes, including collaborative
behavior observed in insect societies [108].

(iv) Artificial Swarm Intelligence (ASI): This refers to the collective intelligence exhibited
by a group of artificial agents working together in a coordinated manner. It is an
on-demand network that connects integrated human participants in distant groups.
It utilizes swarm intelligence (SI) and AI techniques to balance and analyze the
network using natural swarms. AI-based ASI creates a collective intelligence of
human participants, enabling groups to reach results with implications exceptionally
pertinent to what humans can do independently [109].

The vast majority of swarm intelligence techniques do not involve the formulation of
hypotheses about issue optimization. Moreover, using swarm intelligence facilitates the
identification of methods of higher standards through the integration of path optimization
and the harnessing of innate knowledge. Furthermore, swarm intelligence is renowned for
its simplicity and straightforward deployment compared to alternative AI methodologies.
Swarm intelligence is frequently utilized to facilitate routing optimization, including tasks
such as determining the shortest path, engaging in geocast routing, and implementing
clustering methods [110].

Table 7. Swarm methods: primary advantages, issues, and uses in the VANET domain.

Swarm Types Advantages Uses Areas in VANET Issues

PSO
No assumptions are necessary
for the optimization of
the problem

Optimizing routing protocols,
i.e., shortest path, geocast,
and clustering

Insufficient coverage and inefficient
allocation of resources caused by
overlapping coverage in RSUs [111]

ACO Gradient information is not
necessary for problem efficiency

Identify and recognize nodes that
are intended to cause harm

Efficient and reliable multi-hop relaying
routes that operate in real time;
challenging task of adjusting parameters
due to their great complexity [112]

SDS
Uses a combination of path
discovery and AI for
high-quality solutions

Handles traffic congestion
Signal reception and routing efficiency
are hindered (confined mobility,
irregular node distribution) [113]

ASI Straightforward, and effortless
to execute

Assists in mitigating routing
attacks; contributes to the
optimization of routing

Complex behaviours and interactions;
congestion overhead
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4. Simulation Tools
Different simulation tools are employed to assess the efficiency of vehicular networks

and analyze the protocols. Simulation tools are employed to accurately reproduce the real-
world behaviors of a VANET system and evaluate the effectiveness of various strategies
under different conditions. These became known as crucial instruments for educational
studies and industrial ventures. The basic components of contemporary VANET simulators
are their mobility and network elements. The mobility model accurately represents the
real-life actions of vehicles in traffic. This technology is mostly employed for imitating
the precise motion patterns of automobiles. To mimic the transmission of data between
associated nodes, a network simulator is employed. In the VANET, the network typically
consists of vehicles and RSUs and primarily relies on wireless connectivity. It is desirable
to replicate every aspect of the network, including the entire protocol stack [114].

NS-3 is a widely used open-source network simulator specifically employed for sim-
ulating VANETs. NS-3 provides an all-inclusive resource for simulating and studying
network protocols. It is a versatile, customizable alternative that offers outstanding versa-
tility and adaptability. NS-2 is a more antiquated network simulator than its predecessor,
NS-3. NS-2 provides an extensive collection of network models and protocols. How-
ever, its usage can be challenging because it is implemented in the C++ programming
language and possesses an intricate architecture. Objective modular network test-bed in
C++ (OMNeT++) is a popular open-source simulation framework extensively utilized for
conducting VANET simulations. The software has an extensible structure and provides
extensive tools for modeling and simulating different protocols. Optimized network engi-
neering tool (OPNET) is a proprietary network simulation tool well suited for industrial
applications. It is notable for its visually appealing user interface and intuitive usability.
OPNET provides comprehensive modeling and analytics features for evaluating network
performance, enhancing the usage of assets, and improving productivity. Nevertheless,
due to its business-oriented nature, the expenses associated with obtaining a license can be
substantial. Such network simulation programs are crucial for scholars to examine VANET
protocols, devise novel techniques, and assess network efficiency in VANET simulations.
Every simulator possesses unique benefits and drawbacks [115–117]. SUMO, or Simulation
of Urban Mobility, is an open-source traffic simulator that handles massive traffic volumes.
SUMO assists in preventing vehicle collisions, accommodating various types of vehicles,
facilitating traffic movement, and regulating speed, among other features. It can import
and modify various mobility maps. SUMO employs a graphical user interface (GUI) to
direct traffic across individuals and many vehicles efficiently. This software is compatible
with NS2, NS3, and OMNeT++. MOVE is a GUI that is built on top of and extends SUMO.
Writing simulation scripts to replicate the environment is a time-saving practice. MOVE is a
software tool that is capable of modifying maps. It may be integrated with other simulators,
such as NS2 and GloMoSim, to simulate global mobile information systems [118]. Table 8
provides the advantages and disadvantages of specific commonly utilized mobility and
network simulation tools suitable for vehicular ad hoc networks.

Table 8. Commonly used simulation tools.

Simulators Simulator
Type Licensed Written in Language

Support Advantages Disadvantages

NS2 [119] Network
Simulator

Open
Source C++ OTCL/C++

Used by substantial
customer and
developer communities

Difficult to learning
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Table 8. Cont.

Simulators Simulator
Type Licensed Written in Language

Support Advantages Disadvantages

NS3
[120]

Network
Simulator

Open
Source

Python,
C++ C++

Open source and
offers a substantial
customer society

Less efficiency in
massive amount
simulations; increased
processing capacity
that is necessary

MATLAB/Simulink
[121]

Network
Simulator

Open
Source

C/C+,
JAVA,
FORTRAN

C/C++,
JAVA,
Python

Extensive combination
features and wide range
of computational
functions

Encounter difficulties
with efficiency

OMNeT++
[122]

Network
Simulator

Open
Source C++ C++

Substantial customer
base and a highly
engaged developing
organization.
Support GUI

Possessing a steep
learning curve

OPNET [123] Network
Simulator

Open
Source C++ OTCL/C++ Effectiveness and

visualization

Expensive price of
licenses can be
attributed to their
business nature

VANETSim [121] Network
Simulator

Open
Source JAVA JAVA

Capability to replicate a
range of circumstances,
including varying levels
of traffic statistics,
differing roadway
circumstances,
performance
restrictions, and the
flow patterns of vehicles

Cannot precisely
correspond to
practical outcomes

VANET Toolbox
[121]

Network
Simulator

Open
Source

MATLAB,
C++

MATLAB,
C++

Toolbox offers the
ability to represent and
examine simulated
outcomes visually

Certain specialized
techniques or
sophisticated analyses
may necessitate
supplementary
capabilities.

MOVE [118] Traffic
Simulator

Open
Source C++ C++, JAVA,

FORTRAN

Offers a range of
methods and models to
simulate the motion and
interconnections
between automobiles
accurately

Assist in integrating
using additional
applications
and processes

SUMO [118] Traffic
Simulator

Open
Source C++ Python, C,

C++

Valuable for simulating
transportation patterns
and relationships, i.e.,
highway situations,
traffic movement,
and lights

Visual interface of
SUMO is constrained
and unsuitable

Veins [114,124] Network
Simulator

Open
Source C++ C++,

Python

Developed explicitly for
simulating vehicular
networks; open-source
framework based on
OMNeT++ and SUMO;
encompasses extension
for many
protocol stacks

SUMO and OMNeT++
are installed and
running correctly; any
imperfections among
these components
may lead to veins
producing
inconsistent results
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Table 8. Cont.

Simulators Simulator
Type Licensed Written in Language

Support Advantages Disadvantages

Simu5G [12] Network
Simulator

Open
Source C++

C++,
Scripting
Language

Network slicing; 5G use
cases; visualization and
debugging tools

Manual configuration;
limited to network
simulations; steep
learning curve

5. AI-Powered VANET Solutions
This section examines seven fields that might profit from implementing ML technolo-

gies. These fields include applications, security, routing, resource management, mobility
management, integrated architectures, and clustering, as shown in Figure 6.
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5.1. Safety and Traffic Applications

Safety Management vehicular ad hoc network apps are utilized to mitigate car col-
lisions by distributing relevant data regarding potential hazards and obstacles. The uti-
lization of Random Forest algorithms [125] aids in the prediction of crashes. Motorists
must consider variables such as traffic signals, pedestrians, and GPS navigation. SVM
and CNNs [126] detect highway conditions and forecast drivers’ behaviors. Safety appli-
cations are employed to manage safe lane changes, facilitate navigation, and implement
automatic emergency braking [127]. PCA approaches are used to obtain important data en-
tries [128], while NB and DT-based solutions are employed to make appropriate judgments
and decrease traffic congestion [129].
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Traffic management: The fundamental goal of traffic control and monitoring is to
improve traffic flows, reduce transmission times, and give consumers real-time data re-
garding road circumstances [130]. RL methods can be employed to manage digital signal
components and traffic lights efficiently [131]. GRU, a variant of RNN, can forecast local
traffic flow volume using less complex gating mechanisms and requiring fewer processing
resources [132]. The use of LSTM [133] can enhance the accuracy of traffic forecasts and
optimize data fitting. The utilization of ACO swarm intelligence can effectively direct traffic
flows to minimize congestion [134]. The CNN- or ANN-based methods provide superior
prediction skills with a greater level of accuracy [133,135]. The KNN algorithm can forecast
the speed and density of vehicles at various periods throughout the day [136].

Infotainment applications: VANETs are widely used for providing different amenities
related to convenience, entertainment, and highway security applications. According to
research, infotainment services, such as the exchange of multimedia content and movies, are
widely favored [137]. Seamless Internet connectivity is crucial for users of VANET [138,139],
and the inclusion of entertainment features such as advertisements and parking availability
improves the impression [140]. CNNs are highly suitable for the analysis of video and image
information [141]. On the other hand, deep auto-encoders can improve file compression to
adaptive compression of multimedia files [142]. The PSO technique can manage trip path
direction by generating near-optimal paths using routes [143].

5.2. Security

The security of VANETs is of paramount significance due to their continuous trans-
mission of messages between vehicles and roadside facilities [144,145]. The content of
these messages is sensitive and crucial to ensure the preservation of reliability, genuine-
ness, secrecy, and message privacy. Additionally, factors such as data integrity, trust level,
relevance, and real-time safety-related applications are crucial to consider [145]. Dissemi-
nation of false or inaccurate information regarding the vehicle’s situation, road accidents,
and conditions may also provide potential security threats [146]. Key security problems
include malicious vehicles, Distributed Denial of Service (DDoS) assaults, authentication
vulnerabilities, SQL injections, anti-intrusion measures, and physical attacks. Security
challenges in VANET include SQL injections, attack protection, and physical assaults [147].
The k-means [148] approach is especially well suited for identifying harmful nodes since it
can easily adjust to the changing structure of VANET. Effective management is necessary
for internal attacks, precisely CAN threats. The GRU defines a specific sort of RNN that
can be utilized in intrusion detection. However, it is essential to combine it with addi-
tional methods using DL [149]. A GRU system establishes a decentralized collaborative
framework that assesses network conditions and promptly initiates appropriate measures
to defend against jamming attacks [150]. An ANN effectively detects misbehavior [151],
whereas a CNN retrieves spatio-temporal features of vehicles [152] from a two-dimensional
dataset. LSTM can enhance intrusion detection by autonomously identifying malicious
network traffic on the OBU using time-dependent traffic flow data [153]. Trust management
systems in VANETs guarantee the reliability and credibility of both information and data
nodes. Evaluating the reliability of crucial communications, such as urgent warnings,
is intricate and demanding. SVM and Reinforcement Learning might be employed in
VANETs to develop trust strategies for the actions of vehicle nodes or third parties. SVMs
are reliable ML techniques commonly used in nonlinear classification scenarios [154]. In
contrast, the concept of Reinforcement Learning can effectively handle the vast volume
of data generated by automobiles [155]. Particle Swarm Optimization can reduce Denial
of Service (DoS) assaults by analyzing the collective behavior of vehicles [156]. PSO is a
computational algorithm that simulates the dynamics of particles inside a search space. It
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adjusts the particles depending on their historical behaviors, using a heuristic technique
that simulates the flight of bird flocks.

5.3. Routing

Routing is essential in VANETs since all supported services depend on multi-hop
network architecture for transferring data [157]. Fluctuations in speed in urban and high-
way settings might lead to regular breakdowns in the network connectivity, presenting a
significant obstacle to sustaining uninterrupted communication [158]. To establish effective
interactions in routing protocols, especially ones that include multiple hops, it is necessary
to choose relays that are quasi-optimal. The utilization of Random Forest, SVM classifica-
tion, and LSTM algorithms can enhance routing protocols in the vehicle environment [159].
LSTM, in particular, plays a vital role in guaranteeing the dependability of vehicles of
decisions regarding routing by making stochastic predictions of traffic movement [160].
Researchers conducted a study on driver behavior and discovered that CNN [161] is highly
efficient at forecasting driving routes and preventing sudden alterations. Ant Colony
Optimization (ACO) is an effective approach for finding quasi-shortest paths in data rout-
ing [107]. Additionally, the DT [48] and NB [129] methods are also valuable in this context.
ACO exhibits self-organizational properties and demonstrates resilience in the face of errors.
Particle Swarm Optimization is a vital component of geocast protocols since it directs the
migration of particles toward the most optimal places [162].

5.4. Resource Management

Distributing services fairly in VANETs is challenging [163] because of several intrinsic
difficulties. This encompasses inaccurate and overcrowded wireless channels, increasingly
fragmented and overloaded bandwidth, equipment deficiencies, and the ongoing prolifer-
ation of vehicle communication systems [164]. The diverse nature of various connection
techniques used in VANETs adds complexity to their incorporation with each other and
outside systems, making it a more difficult task [165]. However, the application of DRL has
the potential to be exceedingly effective in resolving these particular difficulties through the
integration of intelligent cloud technology utilization methods. It can enhance job schedul-
ing and transfer workloads from inside to outside resources, hence mitigating traffic on
physical pathways [166]. Furthermore, the integration of 5G and LTE technologies can
enhance the utilization of resources in VANET using DRL [165]. DRL can effectively handle
resource allocation challenges by breaking difficult issues into smaller ones. The principle
of network slicing represents a novel architectural approach to facilitate the consolidation
of virtual and separate computational systems into a unified real-world environment. The
SVM technique [167] could be utilized to create efficient techniques for network slicing,
encompassing the acquisition of features and classification.

5.5. Mobility Management

The Internet of Vehicles permits dependable, low-latency, and high-bandwidth trans-
mission. It exhibits a strong correlation between user portability and responses to barriers
in complicated circumstances on highway frameworks, such as crossroads and traffic
signs, and at RSUs located on highways or around an urban area. Significant impacts
are observed on both the mobility concept and the overall efficiency of radio signals by
such constraints [168]. The primary distinguishing feature of the vehicle is its high-speed
mobility, which sets it apart from different cellular networks. Vehicle velocities may dif-
fer based on their surroundings [169]. While the motion of cars can be anticipated, the
effect of motion on connection and network structure constitutes a significant obstacle
in vehicular networks. As an illustration, a vehicle may swiftly join or depart from the
community, resulting in regular modifications to the network’s architecture. Formulating



Future Internet 2025, 17, 79 29 of 40

approaches to effectively regulating drivers’ actions is paramount in tackling mobility
concerns. CNNs and ANNs are suitable AI approaches for driving patterns and highway
congestion. ANN and fog computing can be utilized for predicting mobility, particularly
in vehicular networks based on Software-Defined Networking (SDN) [170,171]. The KNN
algorithm can forecast mobility and lane shifts by considering the nearness of one vehicle
with comparable characteristics [172].

5.6. Integrated Architectures

VANET technologies necessitate a diverse set of connectivity and computational skills
for their effective setup and installation. Recent technologies have been incorporated into
VANET systems [173]. Integrating these heterogeneous networks and hybrid systems
poses several challenges, mainly regarding the delay in analyzing information and the
hazards associated with protection [174]. The data undergo multiple analyzing processes
as they pass across various systems built inside VANETs. DRL has emerged as a highly
effective strategy for effectively handling variety in data transport facilitated by the flexible
characteristics exhibited by convolutional layers [175]. One potential application of GANs
is the reduced latency in transporting information among various levels of an integration
architecture. This is possible when GANs have a predetermined number of repetitions
for creating an illustration approach, regardless of the dimension or form of the informa-
tion [176]. The KNN algorithm provides a viable method for identifying breaches owing
to its notable precision in both node classification and regression tasks. Nevertheless, the
EDLN has been found to exhibit greater effectiveness due to its ability to accommodate
diverse data sources and heterogeneous types of information [177]. Within the context of a
cloud–VANET information flow situation, it is possible to generate two distinct EDLNs
using previous ordinary streams and assaults. Subsequently, an additional classifier can
be employed to obtain a feature vector representation [178]. The prediction step of the
framework facilitates the anticipation and identification of novel hostile behaviors, thus
allowing prompt sorting, cessation of aberrant behaviors, or prevention of harmful vehicle
movement before the occurrence of novel attacks. VANET designs increasingly incorporate
future technologies such as DSRC, IEEE 802.11p, and LTE standards [179,180]. SVM and
CNN are robust AI methodologies that have demonstrated efficacy in enhancing medium
control and assigning spectrum in diverse situations [50,181]. These algorithms cater to a
wide range of information and enable nonlinear classifications and grouping even without
annotated input data.

Clustering

The clustering process is a crucial application of V2X technology. It provides several
advantages, including the mitigation of air drag, enhancement of fuel economy, alleviation
of traffic jams, and reduction in traveling duration. The implementation of surveillance
applications that utilize live video over V2X networks has the potential to enhance vehicle
security and convenience by providing image information through the utilization of front
and rear-view cameras. Nevertheless, the implementation of video streaming in vehicle
platoons introduces novel obstacles, including the potential constraints on the spectrum of
the primary vehicle transmitting data over the MAC layer in IEEE 802.11p. A cluster of
moving vehicles is established through the collaboration of vehicles, wherein the cluster
head (CH) functions as an internet connection that serves the collaborative group. Clus-
tering algorithms must meet the IoV communication performance requirements while
identifying and documenting abrupt alterations in mobility, network, and cluster behav-
ior [101,168,182]. The clustering process utilizes the k-means algorithm; included in this
analysis are the distance, direction, signaling magnitude, trustworthiness, and category
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of communications [52]. An agglomerative hierarchical clustering method incorporates
factors such as velocity, direction, and specific QoS parameters to organize data into clus-
ters of vehicles [68]. Standard procedures for initiating the clustering process involve peer
detection, cluster head selection, affiliation, announcement, and maintenance. A learning
algorithm [46,183] in which agents determine traffic behavior and velocity at intersections
selects cluster heads (CHs) based on vehicle relative velocities. GMMs and k-means al-
gorithms enhance the cluster’s stability inside an extremely volatile setting [7,70,183]. In
the fuzzy logic system (FLS), a level of certainty is considered rather than just using the
values true or false. A learning factor is introduced for rewards with positive results and
penalized or decreased for negative results. This mechanism progressively finds the best
CH selection strategy. Fuzzy logic uses relative velocities between vehicles as CH selection
criteria and driver intentions to assess eligibility [184].

AI is a promising approach for planning, scheduling, and optimizing these issues.
Some of the AI and ML techniques used with VANETs are described in Table 9, which can
solve specific problems. Fuzzy-logic-based algorithms can provide better stability than ML
algorithms that predict the future movement of the vehicle. As a result, hybrid algorithms
that combine ML algorithms with fuzzy logic algorithms can provide better stability than
ML algorithms [184].

Table 9. Use of AI and ML approaches in vehicular network to solve issues.

Vehicular
Applications Issues Techniques Used

Safety and Traffic
Applications

Specific Field: safety, traffic, infotainment

- Anticipating and notifying users about accidents,
forecasting driver conduct, and detecting
movement patterns

- Mitigate traffic bottlenecks following a collision
- Maneuvering between lanes, velocity, and regulation of

traffic jams
- Transmission of audio and visual information,

ensuring high-quality video and supporting QoS for
run-time applications.

RF [25], CNN [126],
PCA [128], SVM [128], NB [129], DT
RL [131], GRU [132], CNN [133], LSTM
[133], ACO [134], ANN [135], KNN [136]
CNN [141], DAE [142], PSO [143]

Security

Specific Field: physical, network, application, and cloud layers

- Malevolent intent vehicle
- Authentication and governance of trust
- SQL injection
- Attack detection and prevention

KNN [148], GRU [149]
ANN [151], CNN [152]
SVM [154], RL [155]
GRU [150], PSO [156], LSTM [153]

Routing

Specific Field: continuous communication for optimal routing

- Factors affecting the velocity of vehicles
- Interruptions of communication challenges,
- Decision of signal-relaying stations

ACO [107], SVM [159], DT [48], NV [129],
LSTM [160], PSO [162]

Resource
Management

Specific Field: resource management, access methods

- Postponement for susceptibility
- The resilience of vehicle apps is an essential element of

RSUs and OBU
- Comprises various tools, i.e., 4G LTE, 5G, and 6G

DRL [165,166], SVM [167]

Mobility

Specific Field: fast mobility; driving patterns, traffic

- Modelling of mobility
- Transmission in highly mobile scenarios
- Interruption of connection

CNN [169], ANN [170], KNN [172],
GRU [132]
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Table 9. Cont.

Vehicular
Applications Issues Techniques Used

Integrated
Architecture

Specific Field: emerging technique computation

- Latency in communication
- Combination of emerging techniques

DRL [175], GAN [176], EDLN [177],
CNN [180], SVM [181]

Clustering

Specific Field: formation, maintenance

- Modifications in mobility, network, and cluster topology,
specifications for QoS, identification of neighbors,
selection of cluster heads (CHs), membership,
announcement, maintenance, reliability, and stability

NB [52], K-means [66], HC [68], GMM
[7,70,181], fuzzy logic [184]

6. Future Challenges and Research Scopes
The normal brain may struggle to comprehend how AI makes judgments according

to unknown factors. Algorithms for AI must be created and instructed with a focus on
preventing the occurrence of unintended consequences, particularly in domains outside
its intended scope. Ultimately, it is imperative to evaluate the user’s endorsement of the
incorporation of AI into the vehicular network, specifically regarding its applications and
utilization within this domain. These strategies give rise to certain current and potential
future problems, which will be explored below.

6.1. Limitations of ML Techniques in VANET

• ML approaches can be utilized in the vehicular network setting; however, they en-
counter constraints such as significant memory demands and complications [185].

• SVMs show potential but encounter obstacles related to selecting an efficient kernel
and managing the complexities of models.

• The adaptation of neural networks to VANETs is constrained by certain restrictions,
like understanding feature independence and the occurrence of the “zero frequency”
scenario. Due to the individualistic approach toward features, NB cannot derive
significant insights from the interconnections across the parameters it sets [186]. Nev-
ertheless, in scenarios when samples have correlated and comparable characteristics,
it can function with precision.

• KNNs might be lengthy and intricate in a vehicular network [187].
• RNNs can tackle VANET difficulties but may lack efficiency in time-critical applica-

tions such as cybersecurity.
• AR methods exhibit prolonged process times and demonstrate worse efficiency than

K-means, particularly in identifying prevalent risks.
• The primary challenge of utilizing EL is its more significant temporal overhead com-

pared to alternative single-classifier-based techniques.
• PCA provides an approach utilized in neural networks to reduce the number of

features effectively. This may be combined with additional methods of ML to im-
prove efficiency.

• Reinforcement Learning necessitates substantial information and extensive compu-
tational resources [188], so its utilization in physical structures is constrained by the
challenge of dealing with multiple aspects.

6.2. Limitations of DL Techniques in VANET

• CNNs possess significant computational burdens, rendering them appropriate for
equipment with limited resources [189,190], such as cars.
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• RNNs in VANETs encounter problems with overloading or overflowing while being
trained, resulting in significant changes within the NN [191].

• Both LSTM and GRU models have limitations, particularly in VANET scenarios in-
volving quick response times, and are affected by latencies. These negatives include
heightened complexity and a significant demand for storage bandwidth.

• ANNs exhibit intensive training duration, and their development can be impeded if
the experimental dataset is inaccurately portrayed.

• The lengthy learning period of RBMs makes it difficult for them to adjust to vehi-
cle connections.

• DBNs have drawbacks since they require an extensive activation step and the necessity
of embracing GAN learning [192].

• EDLNs in VANET can significantly enhance machine performance when integrating
various mixed architectures [193].

• Distributed Reinforcement Learning, an approach in DL, involves multiple premises
that are challenging to fulfill in practical scenarios, rendering it inappropriate for
vehicular ad hoc network situations.

6.3. Limitations of Swarm Techniques in VANET

• Swarm behavior utilizing bio-inspired methodologies could impact the cooperation
and interaction mechanisms of VANETs [47]. The methods employed can effectively
address various challenges encountered in VANETs, such as route finding, scalability,
resource demands, and signal diversity.

• Particle Swarm Optimization encounters security concerns in VANETs because of their
unmonitored structure and the requirement for integrating different heuristics [194].

• Ant Colony Optimization necessitates significant computational power and extensive
time computation to produce different results [195].

• Artificial Swarm Intelligence (ASI) leverages real-time communication and AI ap-
proaches to generate an integrated cognitive mechanism comprising human beings,
forming a “hive mind” [196].

• The utilization of AI methods on vehicular networks encounters the obstacle of adjust-
ing to novel V2X communication protocols.

• AI tools can improve the emerging V2X communication architecture by including
highway and weather factors in planning data transmission, predictive methods, and
assigning resources. Nevertheless, AI utilization must be cautiously approached at
this stage with high standards.

• Ultimately, the research mentions energy-efficient AI/ML algorithms for future re-
quirements. Recently, the proliferation of linked devices has significantly expanded,
leading to applications where AI/ML operates on embedded gadgets. Such gad-
gets have minimal electrical consumption, yet AI/ML can generate computationally
demanding tasks inappropriate for those gadget settings. Benchmarking AI/ML al-
gorithms for energy efficiency is required when finding an appropriate solution for
embedded devices. Also, a hybrid AI technique is needed to improve the adaptability
and robustness of vehicular networks by minimizing the memory and computational
overhead. It is also essential to convert the centralized system into a distributed one in
order to share the ML workload over multiple computers since the demand for train-
ing data processing has outpaced the increase in computing devices’ computational
capacity. A cohesive model’s construction and efficient training process parallelization
are required for distributed systems.
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7. Conclusions
This article comprehensively analyzes the relevant AI methodologies that may be

employed in vehicular networks. It has elucidated many AI methodologies. AI-based
methodologies have promise in augmenting the efficacy of automotive systems compared
to traditional methods. The domains of Machine Learning, DL, and swarm techniques
within AI can mutually reinforce one another to attain the most successful potential strate-
gies that can tackle the limitations of ML, DL, and SI. Generally, AI algorithms incur greater
computational expenses and need more resources. Embedding these objects inside automo-
biles or RSUs is prohibited. Nevertheless, the advent of novel combined designs and access
methods, including cloud and edge computing, can potentially mitigate the computing
burden associated with AI methodologies. This may be achieved by offloading specific
calculations to outside servers on the edge or in the cloud. This article first examined
the advantages of utilizing AI approaches intensely with vehicular networks and then
considered the drawbacks that often come along with specific AI techniques.
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