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Abstract

The rapid integration of wind power plants (WPPs) into modern electrical power sys-
tems (MEPSs) is crucial to global decarbonization, but it introduces significant technical
challenges. Variability, intermittency, and forecasting uncertainty compromise frequency
stability, voltage regulation, and grid reliability, particularly at high levels of renewable en-
ergy integration. To address these issues, adaptive control strategies have been proposed at
the turbine, plant, and system levels, including reinforcement learning-based optimization,
cooperative plant-level dispatch, and hybrid energy schemes with battery energy storage
systems (BESS). At the same time, interoperability frameworks based on international
standards, notably IEC 61850 and IEC 61400-25, provide the communication backbone for
vendor-independent coordination; however, their application remains largely limited to
monitoring and protection, rather than holistic adaptive operation. Real-Time Automation
Controllers (RTACs) emerge as promising platforms for unifying monitoring, operation,
and protection functions, but their deployment in large-scale WPPs remains underexplored.
Validation of these frameworks is still dominated by simulation-only studies, while real-
time digital simulation (RTDS) and hardware-in-the-loop (HIL) environments have only
recently begun to bridge the gap between theory and practice. This review consolidates
advances in adaptive control, interoperability, and validation, identifies critical gaps, in-
cluding limited PCC-level integration, underutilization of IEC standards, and insufficient
cyber—physical resilience, and outlines future research directions. Emphasis is placed on
holistic adaptive frameworks, IEC-RTAC integration, digital twin-HIL environments, and
Al-enabled adaptive methods with embedded cybersecurity. By synthesizing these perspec-
tives, the review highlights pathways toward resilient, secure, and standards-compliant
renewable power systems that can support the transition to a low-carbon future.

Keywords: adaptive control; wind power plants (WPPs); IEC 61850; interoperability;
real-time automation controller (RTAC); hardware-in-the-loop (HIL); cybersecurity;
digital twin

1. Introduction

The rapid growth of renewable energy technologies has positioned wind power plants
(WPPs) as a cornerstone in the global transition toward low-carbon power systems. Over
the last two decades, governments, utilities, and private investors have increasingly turned
to wind energy as one of the most mature and scalable renewable technologies. Global
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projections indicate that large-scale wind deployment will remain a central component of
decarbonization strategies, with some nations, such as Germany, anticipating that more
than one-third of electricity demand will be met by wind by mid-century [1]. Other regions,
including China, the United States, and parts of Africa, are also rapidly increasing the
share of wind generation in their national energy mixes, demonstrating its strategic role in
achieving net-zero targets.

The source for this data is Renewable Capacity Statistics 2024 [2] and Global Wind
Report 2024 [3]. Forecast (f) values extrapolated from Global Wind Report 2025 [4].

The global wind capacity has increased more than fivefold since 2010, driven by
rapid expansion in Asia. However, the integration of WPPs into modern electrical power
systems (MEPSs) presents significant and persistent technical challenges. Chief among
these are the intermittency and variability of wind resources, which introduce rapid and
often unpredictable power fluctuations that compromise reliability, transient stability, and
overall grid resilience [5-7]. These fluctuations are particularly problematic when WPPs are
deployed at scale, since the aggregate variability can stress conventional generation units,
demand-side balancing resources, and protection systems. In contrast to dispatchable fossil-
fuel plants, the uncertainty of wind power output requires new approaches to forecasting,
scheduling, and adaptive control.

Numerous studies have investigated the operational impact of wind integration at
different levels of the power system. Early works established that large-scale WPPs could
exacerbate transient stability issues in bulk transmission networks [5,6], particularly when
conventional synchronous generators are displaced. More recent research has confirmed
that the integration of large fleets of wind turbine units affects both primary and secondary
frequency response, as well as voltage regulation during contingencies [7-9]. Such findings
underscore the urgent need for adaptive and coordinated control strategies that can respond
dynamically to disturbances.

To mitigate variability and enhance dispatchability, battery energy storage systems
(BESSs) and hybrid renewable configurations have been proposed as critical enablers. By
coupling WPPs with energy storage, active and reactive power can be smoothed, improving
both frequency security and voltage stability [10-13]. Hybrid systems that combine wind
with solar photovoltaic (PV) or hydropower have also been investigated, aiming to leverage
the complementary availability of resources and reduce overall system uncertainty. While
these approaches show great promise, barriers such as high deployment costs, limited
lifetime of storage technologies, and increased control complexity continue to restrict
widespread adoption at the utility scale.

In parallel with advances in generation and storage, the role of monitoring and super-
visory frameworks has expanded significantly. Conventional supervisory control and data
acquisition (SCADA) systems have historically enabled plant-level monitoring, historical
data logging, and operational oversight [14,15]. However, SCADA-based solutions are
inherently static, operating on slower timescales and thus limited in their ability to respond
to rapidly changing grid conditions. Recent developments have led to the emergence
of condition-monitoring systems [13,16] as well as substation automation systems based
on the IEC 61850 process bus architecture [16,17]. These frameworks have significantly
advanced their monitoring and protection capabilities. Yet, most implementations still
concentrate on isolated functions such as fault detection or turbine condition assessment,
rather than providing integrated solutions. This lack of functional integration remains a
recurring challenge in wind-rich power systems [18].

Communication standards are increasingly recognized as foundational enablers of
interoperability between WPPs, plant supervisory systems, and grid operators. Surveys on
communication architectures [1], together with the development of IEC 61400-25 and IEC
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61850 [19], underscore the importance of standardized, vendor-independent data exchange
for effective plant—grid coordination. Studies on wind control centers [19] and large-scale
offshore SCADA frameworks [14] have further highlighted the urgent need for scalable
communication infrastructures that can coordinate hundreds or thousands of turbines
across diverse geographies. Still, as emphasized in [18], many renewable-rich systems
continue to rely on fragmented communication layers, leading to inconsistent integration
between WPPs and system operators. These fragmented architectures not only limit
adaptability but also expose systems to vulnerabilities in cybersecurity and interoperability.

Finally, in response to these limitations, researchers have proposed adaptive control
methods that move beyond static supervisory approaches. Reinforcement learning-based
controllers, intelligent fault detection schemes, and model-reference adaptive strategies for
microgrids demonstrate the potential of data-driven and adaptive algorithms to dynami-
cally adjust to fluctuating operating conditions. Cooperative control strategies, adaptive
droop-based frameworks for multi-terminal DC systems, and frequency regulation schemes
designed for high renewable integration demonstrate significant progress in aligning re-
newable outputs with system requirements. Yet, despite these promising directions, much
of the existing literature remains confined to simulation-only validations, with very limited
use of real-time or hardware-in-the-loop (HIL) testing [20-24]. This gap between theoretical
proposals and practical validation constrains the deployment of adaptive solutions in real
power grids, making it one of the most critical issues to address in the coming years.

Taken together, the reviewed literature reveals three persistent gaps that motivate
the present study. First, most adaptive control research continues to focus on turbine- or
device-level operation [25,26] rather than system-wide integration at the point of common
coupling (PCC). Second, while IEC 61850 has been widely applied for monitoring and
protection [16,27,28], its potential to unify monitoring, operation, and adaptive control
remains underexplored. Third, real-time validation through HIL environments has only
recently begun to gain traction [23,24], leaving a shortage of practical demonstrations that
can bridge the simulation-implementation divide.

The purpose of this review is therefore to provide a comprehensive synthesis of adap-
tive control and interoperability frameworks for wind power plant integration. Specifically,
it surveys the evolution of control strategies, the role of IEC communication standards,
the application of real-time automation controllers (RTACs), and the extent to which HIL
testing has been adopted in the literature. By consolidating these perspectives, this paper
aims to highlight both achievements and shortcomings, and to point toward research
directions that will accelerate the transition toward resilient, standards-compliant, and
adaptive power systems of the future.

The remainder of this paper is organized as follows. Section 2 reviews the state of
the art in WPP integration, including technical challenges, traditional and adaptive con-
trol approaches, communication and interoperability issues, and the role of international
standards. Section 3 focuses on adaptive control strategies, ranging from turbine-level
methods to plant-wide frameworks, including hybrid and storage-assisted schemes, as
well as emerging Al- and machine learning-based techniques. Section 4 discusses interop-
erability frameworks and standards, with emphasis on IEC 61850 [29], IEC 61400-25 [30],
SCADA systems, and associated cybersecurity considerations. Section 5 explores the role
of Real-Time Automation Controllers (RTACs), highlighting their applications, advantages,
and integration with IEC-based architectures. Section 6 examines validation methods,
distinguishing between simulation-only studies, real-time digital simulation platforms,
and hardware-in-the-loop (HIL) testing. Section 7 provides a comparative analysis of the re-
viewed literature, identifying key research gaps. Section 8 outlines emerging opportunities
and future research directions, while Section 9 concludes the review with final remarks on



Appl. Sci. 2025, 15, 12729

40f33

the role of adaptive control and interoperability in enabling resilient, standards-compliant
power systems.

2. State of the Art in Wind Power Plant Integration

The large-scale deployment of wind power plants (WPPs) introduces major operational
challenges for modern electrical power systems (MEPSs). Unlike conventional synchronous
generation, which offers inherent inertia, reactive power support, and predictable dispatch,
WPPs are characterized by intermittent and variable outputs that depend on weather
conditions. These fluctuations in active and reactive power often propagate through the
network, influencing not only local feeders but also transmission-level stability. As a result,
system operators face growing concerns related to reliability, power quality, and transient
stability in grids with high levels of wind integration [5-7].

Derived from the same Renewable Capacity Statistics 2024 [2] and Global Wind Report
2024 [3] datasets used in Figure 1.
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Figure 1. Global trends in wind power capacity and integration from 2010 to 2025 [2,3].

Studies on transient stability have consistently shown that the dynamic behavior of
WPPs can threaten system integrity under high-integration scenarios. For example, large-
scale wind injection can amplify oscillations and fault propagation, thereby worsening
the severity of disturbances and complicating recovery during contingencies [5,6]. Simi-
larly, overloading conditions resulting from wind variability can reduce voltage margins,
leading to potential collapse in stressed networks [31]. These findings highlight that while
wind power contributes significantly to sustainable energy goals, its integration requires
advanced control and protection measures to maintain acceptable system performance.
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As shown in Figure 2, Asia accounts for the largest share of global wind power capacity
in 2025.
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Figure 2. Regional share of global wind power capacity in gigawatts (2025) [2,3].

2.1. Challenges of Wind Power Plant Integration

The key challenges associated with WPP integration extend beyond simple variability.
First, there is the issue of frequency regulation. When wind displaces conventional syn-
chronous units, the ability of the system to provide fast inertial response diminishes, which
can result in larger frequency deviations during disturbances [7-9]. This problem is partic-
ularly acute in weak grids with low short-circuit capacity, where fluctuations in generation
immediately affect system stability. Second, voltage regulation becomes more complex
as inverter-based wind turbine generators (WTGs) respond differently from synchronous
machines during faults and voltage dips. Without adaptive control or coordinated reactive
power support, voltage instability can propagate rapidly across interconnected networks.
Finally, the intermittent and stochastic nature of wind introduces forecasting uncertainty,
which complicates unit commitment and real-time scheduling for system operators.

2.2. Traditional and Adaptive Control Approaches

Historically, supervisory control and data acquisition (SCADA) frameworks have
provided the backbone for WPP monitoring and control. These systems offer valuable
plant-level oversight and historical data logging, yet they remain limited in adaptability
and responsiveness [14,15]. SCADA-based approaches are inherently centralized, often
operating on minute-level timescales, and thus cannot fully respond to fast fluctuations
caused by sudden wind gusts or faults.

To overcome these limitations, researchers have increasingly proposed adaptive control
methods. Reinforcement learning, multi-agent optimization, and model predictive control
strategies have been developed to adjust plant operations dynamically and enhance grid
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support [20,25,32]. While these strategies show promise in simulation environments, most
remain proof-of-concept due to challenges of computational cost, interpretability, and real-
world validation. Simulation-dominant approaches, such as those presented in [33], also
reveals that practical deployment is constrained by limited testing under realistic operating
conditions. Consequently, adaptive strategies are recognized as necessary for the future,
but their transition from theory to practice remains incomplete.

Adaptive control frameworks can be structured into three levels: turbine-level op-
timization [18,23,24], plant-level coordination [6,34-38], and system-level grid interac-
tion [37,38].

As shown in Figure 3, adaptive control in wind power plants is organized hierarchi-
cally across the PCC, WPP, and WTGU levels.

Power Grid (PCC) Level

Grid code compliance controller:
Voltage and frequency regulation
Reactive power support

Adaptive fault ride-through

I

WPP Level

Cooperative controller:
Power dispatch
Voltage and frequency regulation

v

WTGU Level

Condition-based adaptive controller:
Blade pictch control
Yaw control
Generator torque optimization

Figure 3. Hierarchical levels of adaptive control in wind power plants.

Conceptual diagram developed by the author based on the literature cited above.

Hybrid configurations offer an additional dimension of adaptability. By integrating
WPPs with battery energy storage systems (BESS) or other renewable sources, dispatch-
ability and reliability can be improved. Probabilistic sizing of storage has been shown
to enhance frequency stability [10], while integrated WTG-BESS control schemes signif-
icantly improve active power dispatchability and operational reliability [11]. Studies
such as [12] confirm that BESS can also provide active power reserves, mitigating fluctu-
ations and enhancing system resilience. Likewise, hybrid wind-hydro-PV systems [13]
demonstrate that coupling complementary resources can reduce system-level intermittency.
However, despite these advances, large-scale scalability is limited due to high capital costs,
uncertain economic returns, and the complexity of managing hybrid resources [12].
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2.3. Communication and Interoperability Issues

Reliable communication infrastructures are increasingly viewed as indispensable for
effective WPP integration. The transition from isolated plants toward interconnected,
adaptive networks requires robust, real-time, and vendor-independent communication.
Existing surveys emphasize the crucial role of communication architectures in smart grid
applications [1]. Yet, in practice, many deployments remain fragmented and vendor-
specific, restricting interoperability [18].

The communication and interoperability architecture of modern wind power plants is
illustrated in Figure 4.

WPP or Grid
Interface (PCC).
Aggregated Monitoring
and Control view.

!

SCADA

[ coose |

[ wws |

!

[ IEC 61400 or IEC 61850 ]

! !

Wind Wind Power
Turbine Plant
Level Level

Figure 4. Communication and Interoperability Architecture for Modern Wind Power Plants.

The diagram illustrates the layered interaction between legacy SCADA systems and
IEC-based communication standards. IEC 61850 provides event-driven, real-time inter-
operability at the substation and plant levels through GOOSE and MMS protocols, while
IEC 61400-25 extends standardized data modeling to turbine-specific functions. Conceptual
diagram developed by the author based on [11,12,14-18,25,31,39,40].

SCADA systems, though still dominant, are slow to adapt to dynamic condi-
tions [14,15]. In response, international standards such as IEC 61400-25 and IEC 61850 have
emerged as enablers of interoperability. IEC 61400-25 was developed specifically for wind
applications, standardizing turbine-level condition monitoring and supervisory control [19].
IEC 61850, on the other hand, has already become the backbone of substation automa-
tion, offering logical node modeling, GOOSE messaging, and vendor-independent device
integration [16,27,28,39]. Despite these standards, many real-world systems continue to
operate with fragmented communication layers, leading to inconsistencies between plant
controllers, SCADA systems, and grid operators [18]. This fragmentation not only reduces
system adaptability but also introduces new cybersecurity vulnerabilities [40,41].
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2.4. Standards Overview

The development of international standards has been central to enabling interop-
erability between wind plants and power systems. The IEC 61850 standard has been
widely adopted for monitoring and protection, facilitating communication through logical
nodes and high-speed GOOSE messaging [16,27,28,39]. For wind-specific applications,
IEC 61400-25 extends these principles to turbine monitoring and supervisory control [19].
Together, these standards provide the foundation for an integrated WPP operation.

However, most implementations remain confined to monitoring and protection func-
tions. Few studies have explored the potential of IEC 61850 to enable adaptive operation,
in which monitoring, protection, and control are unified in real time. Research suggests
that extending IEC 61850 for adaptive purposes could dramatically improve system re-
silience and coordination [42,43]. Nevertheless, widespread adoption has been slow, often
constrained by organizational challenges, vendor-specific implementations, and regulatory
gaps. Cybersecurity further complicates matters, as IEC-based protocols such as GOOSE
and MMS have been shown to be susceptible to malicious intrusion [34-36,40]. As WPP
integration increases, ensuring both secure and interoperable communication remains a
critical research and industry priority.

3. Adaptive Control Strategies for WPPs

Adaptive control strategies for wind power plants (WPPs) have undergone significant
evolution as researchers and industry practitioners strive to address the challenges of inter-
mittency, variability, and uncertainty in renewable energy generation. Unlike conventional
fixed-scheme controls, adaptive frameworks aim to dynamically adjust system behavior in
response to changing operating conditions, grid disturbances, and evolving load demands.
This shift reflects the recognition that static supervisory approaches are no longer adequate
in renewable-dominated grids, where flexibility and responsiveness are critical for ensuring
security and reliability [9,37,38].

3.1. Turbine-Level Adaptive Control

At the turbine level, adaptive control strategies primarily focus on maximizing energy
capture while minimizing mechanical stress and fatigue on critical components. Early
contributions investigated the dynamic control of wind turbines under variable wind
speeds, demonstrating that conventional proportional-integral (PI) controllers could be
enhanced with adaptive tuning to improve stability and efficiency [20]. More recent work
has explored reinforcement learning (RL) and yaw-based wake steering, where turbines
actively adjust their yaw angles to influence wake interactions and improve farm-level
power output [25]. These approaches not only increase the total energy yield but also
enable a more equitable distribution of fatigue loads across turbine units.

Another promising line of research involves health-aware adaptive control, which
integrates structural health monitoring data into control algorithms. For instance, by mon-
itoring blade vibration or gearbox wear, controllers can adapt operating parameters to
reduce stress, thereby extending component lifetime [26]. This integration of monitoring
and control embodies the principle of “condition-based adaptation,” where turbine op-
eration is continuously optimized based on real-time performance data. Despite these
advances, most turbine-level adaptive schemes are demonstrated only in simulation envi-
ronments or on individual turbines. Large-scale, farm-wide demonstrations remain rare,
leaving a gap between academic research and industrial deployment.
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3.2. Plant-Level Adaptive Control

While turbine-level adaptation addresses local optimization, plant-level adaptive
control focuses on the collective performance of multiple turbines within a WPP. At this
level, the main objective is to ensure that the aggregated output supports system stability,
particularly in terms of frequency and voltage regulation. Studies have shown that adaptive
dispatch strategies can significantly enhance system stability by dynamically allocating
power setpoints among turbines in response to frequency deviations [9,37,38,44].

Cooperative control frameworks extend this concept further by enabling turbines to
coordinate with one another in providing reactive power support and frequency response.
For example, distributed droop-based controllers have been designed for voltage-source
converter (VSC)-based multi-terminal DC (MTDC) systems, enabling offshore WPPs to
contribute actively to system stability [45]. Similarly, cooperative voltage control has been
proposed, where turbines adjust their reactive power contributions collectively to maintain
bus voltages within secure limits [46]. These approaches underline the importance of
plant-level adaptability in balancing wind variability with grid requirements. However,
most implementations remain restricted to simulation platforms, and very few have been
validated under hardware-in-the-loop (HIL) conditions [23,24].

3.3. Hybrid and Storage-Assisted Adaptive Schemes

Hybrid energy systems that integrate WPPs with other energy resources, such as
BESS, PV, or hydropower, introduce a greater degree of adaptability and resilience. In
such systems, storage or complementary resources are leveraged to compensate for the
variability of wind. Probabilistic sizing of energy storage has been demonstrated as a means
to ensure frequency security and reliability [10], while integrated WTG-BESS schemes
allow for real-time dispatch of active power that better matches demand forecasts [11].
Other studies confirm that BESS can provide active power reserves, reducing reliance on
conventional spinning reserves and enhancing overall system flexibility [12].

Hybrid WPP-PV-hydro models have also been optimized for dispatchability under
uncertain weather and load conditions, demonstrating the potential of multi-resource
coordination [13]. These hybrid frameworks address intermittency at a systemic level;
however, their scalability is limited by high costs, operational complexity, and the difficulty
of coordinating multiple energy sources in real time. Furthermore, as noted in [12], eco-
nomic feasibility remains a significant barrier, particularly in developing regions where
investment in advanced hybrid systems is limited.

Recent developments in hybrid renewable energy systems demonstrate that coordi-
nated control of wind and solar generation, supported by energy storage, can significantly
enhance microgrid stability and dispatch flexibility. The authors in [47] presented a three-
dimensional hybrid farm design combining small-scale wind turbines and photovoltaic
arrays within an intelligent microgrid topology, validating, via Multiphysics co-simulation,
that hierarchical energy-management layers maintain voltage and frequency balance dur-
ing resource intermittency. Similarly, a study in [48] proposed a simulation-based hybrid
solar-wind configuration for standalone applications, demonstrating that battery-bank
sizing and MPPT-based coordination ensure a continuous supply under variable irradiance
and wind speeds. This approach was further evaluated through techno-economic screening
using HOMER and device-level verification in MATLAB/Simulink. Together, these stud-
ies provide quantitative evidence that integrating hybrid sources under adaptive control
enhances reliability and supports scalable architectures for future wind-solar microgrids,
complementing the adaptive interoperability framework discussed in this review.
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3.4. Emerging Al- and ML-Based Adaptive Methods

Artificial intelligence (AI) and machine learning (ML) have emerged as powerful
tools for adaptive WPP control, enabling the capture of nonlinear dynamics, enhanced
forecasting accuracy, and real-time optimization of operations. Reinforcement learning
approaches have been applied to turbine yaw optimization and wake steering, achieving
significant improvements in farm-level energy yield [25]. Predictive analytics using ML
have been applied to enhance renewable forecasting accuracy, directly informing adaptive
dispatch strategies [21].

Digital twin technologies, when combined with Al, further extend adaptive capabili-
ties by enabling continuous virtual testing of control strategies under realistic operating
conditions [49,50]. By creating real-time digital replicas of WPPs, operators can evaluate
adaptive responses to disturbances before applying them in the field. This concept, though
still emerging, promises to bridge the gap between theory and practice, especially when
integrated with HIL testbeds.

Despite their promise, Al- and ML-based adaptive methods face several limita-
tions. These include the need for large datasets to train models, high computational
costs for real-time applications, and a lack of interpretability in black-box algorithms.
Moreover, cybersecurity concerns must be addressed, as data-driven systems are poten-
tially vulnerable to adversarial attacks or false data injection [35,51]. For these reasons,
Al-based adaptive control frameworks are still largely confined to experimental research
and pilot-scale demonstrations.

Recent progress in artificial intelligence (AI) and machine learning (ML) has signifi-
cantly advanced both production forecasting and anomaly detection for renewable-energy
systems. Deep-learning architectures such as long short-term memory (LSTM) networks
and convolutional neural networks (CNNs) capture complex nonlinear temporal-spatial
relationships between meteorological variables and power output, consistently outperform-
ing traditional statistical forecasting models under varying operating conditions [52]. Hy-
brid Al frameworks that incorporate model-based signal decomposition and reconstruction
techniques, alongside data-driven learners, have further improved the robustness and gen-
eralization of short-term (1-6 h ahead) forecasting in renewable-energy applications [53].

For anomaly detection, unsupervised and semi-supervised approaches, including
autoencoder-based reconstruction models, clustering techniques, and isolation-based out-
lier classifiers, have been successfully applied to SCADA and vibration datasets, enabling
early detection of mechanical degradation and incipient component faults in wind-turbine
subsystems [54]. Embedding these Al modules within adaptive-control hierarchies enables
real-time diagnostics, predictive maintenance, and enhanced operational resilience, thereby
complementing the adaptive-interoperability framework discussed in this review.

Table 1 provides a comparative overview of the principal adaptive control strate-
gies applied in modern wind-turbine systems. By organizing each method according
to its defining characteristics and representative literature, the table enables a clear con-
trast between classical approaches—such as MRAC and gain-scheduled PID—and newer
frameworks including Lyapunov-based, sliding-mode, and data-driven or digital-twin-
enhanced controllers. This comparative structure enhances readability and facilitates the
discussion of how various adaptive methods address turbulence, grid disturbances, and
parameter uncertainties.
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Table 1. Adaptive Control Methods in Wind Turbines.

Control Method

Characteristics

Correct Representative References

MRAC (Model Reference
Adaptive Control)

Adaptive reference-tracking
torque/reactive-power control; improves
transient stability and frequency response

of DFIG and full-converter WTs

[44] MRAC-based adaptive frequency support
for DFIG WTs; [45] Adaptive droop-based
hierarchical WT control in MTDC grids;
[55] Adaptive optimal control strategies
integrated with MRAC-like parameter
adaptation; [38] Model-free adaptive response
with reference-model stability features

Adaptive PID/
Gain Scheduling

Adaptive pitch and speed-loop gain
adjustments across operating regions;
load mitigation & rated-power regulation
under turbulent winds

[20] Adaptive WT pitch/speed control
modelling; [22] Simulation-based adaptive
PID/gain-scheduled WT regulation;
[27] Data-driven adaptation improving PID
scheduling through condition monitoring;
[56] SCADA-driven adaptive control
enhancements in real WT performance

Lyapunov-Based Adaptive Control

Nonlinear adaptive control based on

Lyapunov stability for generator-side

converters, grid-side interaction, and
LVRT support

[23] Lyapunov-stable adaptive controller
validation via real-time simulation;

[38] Model-free adaptive frequency support
based on Lyapunov-stability arguments;
[48] Nonlinear Lyapunov-based control under
grid disturbances; [52] Lyapunov-oriented
nonlinear WT control frameworks

Sliding-Mode Adaptive Control

Robust adaptive control under severe
uncertainties; fast disturbance rejection
for DFIG converters and grid-coupling

dynamics

[51] Sliding-mode converter control for
disturbance-rich grid conditions;

[52] Nonlinear sliding-mode designs for WT
energy systems; [57] Sliding-mode behavior
observed in inertial-response controller
testing via real-time simulation

Data-Driven Adaptive/
Digital-Twin-Enhanced Control

Real-time adaptive supervisory control
using digital twins, monitoring-based
parameter updating, and ML-based
system identification

[27] Condition monitoring and data-driven
adaptation; [58] Digital twin architectures
enabling predictive adaptation; [49] HIL
digital-twin integration for adaptive control
validation; [56] SCADA-based learning for
adaptive WT performance

Adaptive MPC
(Model Predictive Control)

Predictive control with online model
adaptation for WPP-level services: power
smoothing, frequency support,
reactive-power control, wake mitigation

[55] Adaptive multi-objective optimal control
for voltage/reactive-power management;
[38] Model-free predictive frequency—support
structures; [45] Adaptive droop/MPC-like
hierarchical strategies for MTDC grids;
[44] Adaptive predictive enhancements for
DFIG support

4. Interoperability Frameworks and Standards

Interoperability is increasingly recognized as a cornerstone of reliable and resilient

renewable integration. In wind power plants (WPPs), where multiple turbines, controllers,
and supervisory systems must interact with grid operators, interoperability ensures that

devices from different vendors can communicate and respond to system events in a co-
ordinated manner. Without it, plant operators risk fragmented communication, delayed
responses, and inconsistent protection or control outcomes [18]. The development of in-
ternational standards, particularly within the IEC family, has therefore been central to
advancing integration beyond the limitations of conventional supervisory control and data

acquisition (SCADA) systems.



Appl. Sci. 2025, 15, 12729

12 of 33

4.1. Role of IEC 61850 in Renewable Integration

The IEC 61850 standard has emerged as a global benchmark for substation automation
and is also increasingly applicable to renewable-rich systems. At its core, IEC 61850
provides a unified communication framework through logical nodes, standardized data
modeling, and high-speed GOOSE messaging. These features enable vendor-independent
device interoperability, allowing Intelligent Electronic Devices (IEDs), protection relays,
and controllers to exchange information in real time [16,27,28,39].

In renewable environments, IEC 61850 has been applied to improve fault detection,
enhance reliability, and integrate distributed energy resources with plant- and grid-level
systems [42,43]. For example, WPPs equipped with IEC 61850-enabled controllers can
exchange trip signals or voltage support commands with substations more quickly than
traditional SCADA systems allow, thereby reducing latency in protective actions. Despite
these advantages, the use of IEC 61850 in WPPs remains largely confined to monitoring
and protection, with fewer studies extending it to adaptive operational control, where
monitoring, protection, and control are unified in a single real-time framework. The
underutilization of IEC 61850 for adaptive functions represents a major research gap that
future work must address.

4.2. IEC 61400-25 and Wind-Specific Communication

Complementing IEC 61850, the IEC 61400-25 standard was developed specifically for
wind turbine and WPP communication. It defines standardized information models for
turbine condition monitoring, power performance assessment, and plant-level supervisory
control. By extending interoperability principles into the wind domain, IEC 61400-25
enables vendors and operators to integrate turbines from different manufacturers into
unified control systems, supporting the development of scalable wind control centers [19].

Despite its potential, IEC 61400-25 is still underutilized in practice. Many operators
continue to rely on proprietary protocols or limited SCADA interfaces, which hinders inter-
operability at scale [18]. Its application to adaptive plant-level control remains especially
rare, although researchers have pointed out that aligning IEC 61400-25 with IEC 61850 could
enable seamless end-to-end interoperability, from turbine sensors to grid operators [42].
Such integration would not only simplify communication but also provide a pathway to
adaptive coordination across entire fleets of turbines.

4.3. SCADA Versus IEC 61850: Strengths and Limitations

SCADA systems remain the dominant communication framework in WPPs due to
their maturity, familiarity, and widespread adoption in the industrial sector [14,15]. They
provide essential supervisory functions, long-term data storage, and plant-level monitoring.
However, SCADA architectures are inherently centralized and slower, with polling-based
communication cycles that are not suitable for high-speed adaptive responses. As renew-
able integration increases, these limitations have become more pronounced.

As shown in Figure 5, IEC 61850-based supervisory frameworks outperform legacy
SCADA systems across several functional criteria.

The conceptual comparison in this figure is developed by the author based
on [11,12,14,15,17,25,31,39,40].

IEC 61850 offers high-speed, event-driven communication and standardized data
modeling, enabling interoperability and scalability that surpass the limitations of legacy
SCADA systems.

In contrast, IEC 61850-based architectures are event-driven and designed for real-
time communication. Features such as GOOSE and Sampled Values enable low-latency
signal exchange, which is essential for fast protection schemes and adaptive plant-level
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controls [16,27]. Comparative studies confirm that while SCADA systems are effective for
high-level oversight, IEC 61850 offers the interoperability, speed, and flexibility required for
modern adaptive frameworks [1,18]. Nonetheless, the transition from SCADA-dominated
infrastructures to IEC-based systems is far from trivial. It involves high capital investment,
organizational coordination among multiple stakeholders, and retraining of operational
staff to manage more complex communication structures.

Maintenance & Configuration
Event Reporting
Cybersecurity

Scalability

Data Modelling

Time Synchronization
Interoperability

Communication Type

il

Data Update Rate

=)

1 2 3 4

o
o

m IEC 61850-Based System (Score 1-5) m Legacy SCADA (Score 1-5)

Figure 5. Comparison between SCADA-based and IEC 61850-based supervisory frameworks for
wind power plants.

A quantitative comparison between traditional supervisory control and data acqui-
sition (SCADA) systems and IEC 61850-based communication architectures reveals sub-
stantial gains in latency and reliability for modern substation and wind-plant networks. In
typical SCADA polling configurations, command-response cycles commonly fall within
the 100-500 ms range, depending on the network load and the number of addressed
field devices [55]. By contrast, IEC 61850 GOOSE messaging enables event propagation
within approximately 2—4 ms, while MMS-based client/server exchanges routinely main-
tain deterministic performance below 20 ms, even when supporting large subscription
groups [59,60]. Experimental benchmarking on OPAL-RT and RTDS real-time simulation
platforms further demonstrates that IEC 61850-based systems can achieve reliability levels
exceeding 99.9%, with packet-loss rates often below 0.05% under secure and properly engi-
neered configurations [61]. These performance advantages, however, depend critically on
accurate network-wide time alignment using the IEEE 1588 Precision Time Protocol (PTP)
and on the deployment of redundant communication mechanisms such as HSR and PRP,
which mitigate frame collisions and ensure continuity during high-load or fault-induced
transients [62].

Table 2 summarizes the main communication standards used in wind-power-plant
monitoring, protection, and supervisory control. The table contrasts traditional SCADA
systems with IEC 61850-based GOOSE and MMS services, IEC 61850-90-5 wide-area syn-
chrophasor communication, and modern IloT-oriented protocols, including OPC UA,
MQTT, and DDS. Presenting these protocols side by side clarifies their functional roles,
interoperability characteristics, and applicability within contemporary WPP architectures.
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Table 2. Communication Standards in Wind Power Systems.

Communication Standard

Characteristics

Correct Representative References

SCADA

Traditional supervisory monitoring
and turbine/plant-level control; slow
refresh rates; foundational for status,

alarms, and performance analysis

[19] SCADA-based wind control centre
architectures; [43] Smart-grid SCADA
integration with IEC 61850; [56] WT
performance monitoring through SCADA
data; [63] SCADA-enabled microgrid
supervisory coordination

IEC 61850 GOOSE

Sub-millisecond peer-to-peer
messaging for protection, fast fault
ride-through coordination, and WT

converter interlocking

[16] Wind-farm protection through IEC
61850 process bus; [62] Real-time
performance/security analysis of GOOSE
and SV; [64] Vulnerability and impact
analysis of GOOSE-based protection;
[65] GOOSE traffic intrusion detection and
anomaly detection

IEC 61850 MMS

Client-server protocol for reporting,
status, metering, engineering, and
SCADA integration

[43] MMS/SCADA interoperability in IEC
61850-based grids;

[66] Cyber-physical security in digital
substations using MMS; [61] MMS
authentication and secure SCADA

communication; [67] MMS anomaly
detection using machine-learning
methods

IEC 61850-90-5

Synchrophasor and wide-area
communication for
frequency/voltage control and WPP
grid services

[68] IDEA4L field deployment using IEC
61850-90-5; [49] Digital-twin-enhanced
HIL testbed supporting 90-5 telemetry;
[69] Wide-area PHIL relay testing using
IEC 61850-90-5-compatible architectures;
[70] Cross-platform real-time
co-simulation enabling 90-5 WAN testing

OPC UA

Platform-independent, secure
publish/subscribe protocol used in
wind-turbine digital twins,
monitoring, and RES hybrid systems

[50] Digital-twin architectures using OPC
UA for real-time data; [47] OPC UA-based
communication within 3D hybrid RES
plant design; [56] SCADA-OPC UA
hybrid data modelling in
performance evaluation

Other Emerging Protocols
(MQTT, DDS)

Lightweight, event-driven
IoT-friendly protocols enabling
high-rate data exchange between WT
subsystems

[50] Overview of digital twins and IoT

protocols in RES; [49] Real-time digital

twin testing environments compatible
with lightweight protocols

While IEC 61850 systems clearly outperform legacy SCADA networks in terms of

speed and dependability, they also impose stricter requirements on cybersecurity hard-
ening and deterministic time alignment, as discussed in Section 4.4. These quantitative
benchmarks demonstrate that IEC 61850 offers the most viable pathway toward real-time,
resilient communication for adaptive wind power plant control.

4.4. Cybersecurity and Interoperability Challenges

As WPPs increasingly adopt IEC-based communication frameworks, cybersecurity

has emerged as a critical concern. IEC 61850 protocols, such as GOOSE and MMS (Man-
ufacturing Message Specification), enable real-time interoperability but have also been
shown to be vulnerable to cyber intrusions, denial-of-service (DoS) attacks, and false data
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injection [34,40]. The risk is compounded in hybrid communication environments where
SCADA, IEC 61400-25, and IEC 61850 coexist, creating multiple points of entry for attackers.

Modern cyber—physical adaptive control systems require integrated cybersecurity
frameworks that safeguard both communication networks and physical processes. Be-
yond conventional encryption and role-based authentication, recent work emphasizes
zero-trust network access (ZTNA), time-sensitive networking (TSN), and software-defined
perimeter (SDP) models to secure information exchange across distributed energy re-
sources. Real-time intrusion-detection systems employing machine-learning classifiers,
such as random forests and deep autoencoders, can detect malicious GOOSE or MMS
packets within 5-10 ms, ensuring that adaptive-control feedback remains uncompromised.
Additionally, digital-twin-driven vulnerability assessment allows proactive testing of cyber-
attack scenarios before field deployment, strengthening the reliability of cyber—physical
integration. Combining these techniques with redundant network topologies (PRP/HSR)
and PTP-based time synchronization creates a resilient operational backbone for adaptive
wind-plant control.

In addition to the general concerns previously outlined, several specific vulnerability
scenarios have been identified in IEC 61850-based communication networks that are directly
relevant to the interoperability of modern wind plants. Documented studies show that
GOOSE message spoofing and replay attacks can be executed when unencrypted frames
are captured and resent by an intruder, resulting in false protection trips or suppression
of legitimate commands [64,67,71]. Likewise, denial-of-service (DoS) intrusions targeting
Manufacturing Message Specification (MMS) channels can saturate network bandwidth and
delay time-critical control messages, degrading adaptive coordination between turbines and
substations [64]. Because standard GOOSE and MMS exchanges were originally designed
for deterministic but open environments, their lack of default cryptographic protection
makes them particularly exposed to manipulation during plant-level or remote operations.

To mitigate these risks, the revised manuscript now outlines a set of concrete
countermeasures that are consistent with the IEC 62351 security framework and
IEEE 1686 recommendations [65,72].

(1)  Encryption and authentication: adoption of IEC 62351-6 message authentication codes
(MACs) and transport-layer security (TLS) for MMS sessions ensures data integrity
and origin verification.

(2) Network redundancy and segmentation: deploying dual network interfaces, VLAN
separation, and managed switches with selective GOOSE filtering limits propagation
of malicious packets.

(3) Intrusion detection systems (IDS): recent research demonstrates anomaly-based IDS
capable of detecting GOOSE traffic deviations in real time [67,71]; integrating such
IDS within the RTAC or substation gateway layer enables early threat isolation.

(4) Cyber-resilient controllers: advanced RTAC logic can execute “self-healing” rou-
tines that isolate compromised intelligent electronic devices (IEDs) and reconfigure
communication routes without halting operation [51].

Collectively, these measures enhance the cyber—physical resilience of adaptive control
and interoperability frameworks, ensuring that IEC-based WPP communication remains
both real-time and secure in the face of evolving threats at the grid edge.

Recent research has sought to address these vulnerabilities. Cyber-resilient controllers
have been proposed to enhance resilience against malicious intrusions [51]. Automated
cybersecurity testing in digital substations has been developed to identify vulnerabilities
before deployment [35]. Furthermore, intrusion detection systems designed specifically for
IEC 61850 networks have demonstrated early detection of anomalies in GOOSE traffic [36].
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Together, these contributions highlight the need for interoperability frameworks that not
only ensure adaptability but also embed cyber—physical resilience.

Another challenge lies in aligning standards across different vendors and regions.
While IEC 61850 and IEC 61400-25 provide the theoretical basis for interoperability, inconsis-
tent implementation and proprietary extensions often limit true plug-and-play integration.
Achieving universal adoption will therefore require stronger collaboration between equip-
ment manufacturers, utilities, and regulators, as well as the development of certification
schemes that ensure compliance with standard specifications [42,43].

Figure 6 quantifies this imbalance, showing that most implementations apply IEC
standards solely for monitoring and protection rather than adaptive operational control.

m Monitoring and protection only

® Monitoring + operation (partial interoperability)

= Full adaptive control integration

Figure 6. Application of IEC standards in the literature.

5. Real-Time Automation Controllers (RTACs) and Implementation Platforms

Real-Time Automation Controllers (RTACs) have become increasingly important in
renewable-rich systems as power grids transition toward adaptive and standards-compliant
operation. Unlike conventional supervisory systems, which primarily perform centralized
monitoring and logging, RTACs combine programmable logic, protocol conversion, and
real-time event handling into a single platform. This multifunctional capability positions
RTACs not only as automation devices but also as coordinators of adaptive logic that can
respond to wind variability, load fluctuations, and grid contingencies.

Their rise coincides with the limitations of SCADA systems, which, despite their
maturity, are unable to deliver the speed and interoperability required in high-renewable
environments. In contrast, RTACs can simultaneously communicate using multiple indus-
trial protocols, including IEC 61850 GOOSE, Modbus, and DNP3, thereby bridging diverse
vendor devices and creating a more integrated communication ecosystem [18,43]. This
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ability to act as both a protocol gateway and an adaptive controller makes RTACs uniquely
suited for modernizing WPP supervisory systems, where adaptability and resilience are
increasingly non-negotiable.

5.1. RTAC Applications in Microgrids and Renewable-Rich Systems

RTACs have already demonstrated their versatility in microgrid and distributed
generation environments. They have been deployed to manage supervisory tasks at the
point of common coupling (PCC), where distributed renewable resources interact with
the bulk grid [46,73]. In such cases, RTACs act as intelligent coordinators, dynamically
balancing power flows and responding to contingencies.

Research has also highlighted their use in cyber—physical testbeds, where RTACs
are integrated into real-time digital simulators (RTDS) to evaluate resilience under both
physical disturbances and cyberattacks [42]. This integration underscores the flexibility
of RTACs in bridging hardware, software, and communication domains. By combining
programmable logic with real-time adaptability, RTACs support functions such as load
shedding, frequency regulation, and even adaptive protection in simulated and laboratory-
scale microgrid environments.

5.2. RTACs for WPP Control and Monitoring

Despite these promising applications, the deployment of RTACs in large-scale WPPs
remains limited. Most industrial use cases have focused on local automation tasks, such as
acting as a communication bridge between turbines and SCADA systems or translating
proprietary turbine protocols into IEC 61850-compliant data for grid operators [28,39].
While valuable, these roles underutilize the full potential of RTACs.

Recent studies suggest that RTACs can be configured to unify monitoring, operation,
and protection functions in WPPs [28,39,73]. By embedding adaptive logic, RTACs can
coordinate turbine-level control with plant-level supervisory requirements and grid support
commands. When integrated with IEC 61850 and IEC 61400-25 standards, RTACs provide
a pathway toward true adaptive interoperability, where plant operations continuously
adjust to changing grid conditions in real time [35,42,43]. This vision positions RTACs as
more than protocol gateways; they become central orchestrators of adaptive control in
renewable-dominated grids.

5.3. Advantages over Traditional SCADA
Compared to traditional SCADA frameworks, RTACs provide several key advantages:

e  Speed: By leveraging IEC 61850 GOOSE messaging, RTACs can exchange protection
and control signals within milliseconds, outperforming the slower polling cycles of
SCADA [16,27].

e  Flexibility: Their support for multiple industrial protocols (IEC 61850, DNP3, Modbus,
etc.) allows seamless integration of multi-vendor devices in a single supervisory
network [18,43].

e  Programmability: Unlike SCADA systems, which typically require external processing,
RTAC:s allow adaptive logic to be programmed directly into the controller, enabling
real-time execution of control functions such as frequency regulation [38,44,56] or
cooperative voltage support [46].

e  Scalability: RTACs can be deployed in small microgrids, medium-scale WPPs, or even
utility-scale renewable clusters, making them versatile across system sizes.

These features make RTACs especially well-suited to renewable-dominated envi-
ronments, where fast-changing operating conditions demand both responsiveness and
interoperability [42].
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5.4. Integration with IEC Standards

The true potential of RTACs lies in their integration with IEC-based frameworks. When
configured according to IEC 61850 and IEC 61400-25 standards, RTACs serve as central
hubs that bridge turbine-level control, plant-level monitoring, and grid-level coordination.
They can aggregate turbine data into standardized formats, execute adaptive logic, and
forward grid-support commands, all within a single controller.

Studies have already demonstrated RTAC applications in digital substations and
IEC 61850-enabled environments [42]. For example, HIL experiments using RTACs in con-
junction with RTDS platforms confirm that adaptive logic can be validated under realistic
system contingencies, including both electrical faults and cyber-intrusion scenarios [28,42].
However, most contributions remain proof-of-concept or laboratory-scale validations, high-
lighting a clear research gap. The challenge going forward is to extend RTAC deployment
to large-scale WPPs, validated under real-time and HIL conditions, to demonstrate practical
scalability and field readiness.

Field experience with RTAC-based adaptive control is gradually expanding beyond
laboratory validation to operational pilot installations. Several utilities and research con-
sortia have reported field-scale demonstrations in which RTACs coordinate wind turbine
controllers, energy storage, and grid interfaces in real time. Field deployments in remote
wind-diesel microgrids have demonstrated that SEL RTAC-based controllers can coor-
dinate diesel generation, wind turbines, and auxiliary resources in real time, providing
adaptive voltage and frequency regulation under dynamic operating conditions [63].

Similarly, wind-to-grid research platforms of NREL have utilized advanced real-
time digital simulation and hardware-in-the-loop techniques to evaluate adaptive inertia
support in variable-speed wind turbines under realistic grid fault conditions [57]. In Europe,
projects such as IDE4L have demonstrated the use of IEC 61850-90-5 gateways and secure
communication in distributed grid monitoring nodes, showing the kind of interoperability
frameworks required for multi-terminal wind clusters [68].

These implementations confirm that RTACs can execute adaptive algorithms reliably
in field environments, with latency and coordination performance consistent with labora-
tory findings. However, full-scale deployment still faces scalability and interoperability
constraints, particularly when synchronizing multiple RTACs across heterogeneous commu-
nication backbones. Recent research highlights ongoing efforts to integrate real-time model-
predictive control (MPC) logic into substation-grade controllers, aiming to enhance dynamic
response and grid-support functionality [66]. Complementary advances in cyber-resilient
communication, including authenticated GOOSE messaging and IEC 62351-6-compliant
protection of time-critical traffic, further strengthen the dependability of adaptive RTAC
operation under evolving grid and threat conditions [74].

Table 3 compiles representative deployment environments that demonstrate adaptive
control and interoperability strategies in practice. These include remote wind-diesel mi-
crogrids, real-time wind-to-grid HIL platforms, IEC 61850-90-5-based wide-area control
demonstrations, and hybrid renewable microgrids combining WT, PV, and BESS technolo-
gies. By comparing the operational features of these deployments, the table highlights how
different system contexts influence the validation and application of advanced wind-energy
control methods.
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Table 3. RTAC-Based Field Deployments.

Deployment

Characteristics

Correct Representative References

Remote Wind-Diesel Microgrid
(RTAC-based)

Supervisory real-time adaptive
control coordinating diesel
generators, wind turbines, and
storage in off-grid microgrids

[63] Alaska Microgrid
Project—RTAC-based supervisory
control architecture;

[56] SCADA-based WT performance
models applied to microgrid
operation; [48] Real-time hybrid
wind /solar standalone evaluation
relevant to microgrid deployment

NREL Wind-to-Grid
Real-Time HIL Platform

Full real-time EMT/HIL system
enabling inertial response, voltage
control, grid-support service testing
of WT controllers

[57] Real-time inertial-response
evaluation of WTs;
[49] Digital-twin-driven HIL testing
for DER and WT control;
[75] Real-time HIL simulation of
power electronic systems used in WT
grid-support validation

IDE4L EU Project
(IEC 61850-90-5 Deployment)

Wide-area monitoring, distributed
control, and adaptive
voltage/frequency management
using 90-5 communication

[68] IDE4L large-scale demonstration
of 90-5-enabled wide-area control;
[70] Real-time co-simulation
environment supporting 90-5
distribution-level validation;

[69] PHIL relay testing aligned with
90-5 data flows

Hybrid Microgrid Adaptive Control
Deployments (WT-PV-BESS)

Adaptive power-management,
predictive control, and converter
coordination in hybrid
renewable microgrids

[48] Real-time hybrid wind/solar
microgrid modelling; [55] Adaptive
optimal control for wind-PV systems;
[38] Model-free frequency /wind
support strategies applicable to
hybrid microgrids

Digital-Twin-Integrated Field Control

Data-driven adaptive control
enhanced by real-time digital twins;
grid-service evaluation using
HIL + live telemetry

[49] Digital-twin-based real-time HIL
testing for DER/WPP;

[50] Digital-twin frameworks for
deployment in renewable-energy
systems; [56] SCADA-based
data-driven control improvements

6. Simulation and Hardware-in-the-Loop (HIL) Validation Methods

The validation of adaptive control and interoperability frameworks is a decisive step
in ensuring that theoretical designs can perform under real-world operating conditions.
While simulations have traditionally dominated validation studies in wind power integra-
tion, the growing complexity of renewable-rich grids has emphasized the limitations of
simulation-only approaches. More recently, real-time digital simulation (RTDS, OPAL-RT)
and hardware-in-the-loop (HIL) testing have emerged as indispensable tools, bridging the
gap between concept development and practical deployment. These methods allow not
only the testing of algorithms but also the evaluation of physical devices, communication
protocols, and cyber-resilience under controlled yet realistic scenarios.

6.1. Simulation-Only Approaches and Their Limitations

The majority of adaptive control and interoperability studies for WPPs have
been validated using time-domain simulations in software environments such as MAT-
LAB/Simulink, DIgSILENT PowerFactory, and PSCAD [20-22]. These platforms remain
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popular because they provide flexibility in modeling turbines, control strategies, and grid
dynamics. For example, they are well-suited for analyzing transient stability, frequency
deviations, and adaptive responses under variable wind profiles.

However, simulation-only approaches exhibit critical limitations. They cannot capture
hardware-specific delays, nonlinearities in protection devices, or bottlenecks in real com-
munication networks. As a result, proof-of-concept results obtained from simulations may
not accurately reflect the behavior of systems once deployed in the field. For instance, fault
ride-through (FRT) algorithms or adaptive droop controllers that perform well in MATLAB
may respond differently when implemented in protection relays or real-time controllers
due to device-level constraints [23]. This discrepancy underscores the importance of com-
plementing simulations with real-time or hardware-inclusive testing before deployment in
live networks.

6.2. Real-Time Digital Simulation Platforms

To overcome the limitations of offline simulations, researchers have increasingly
employed real-time digital simulators (RTDS and OPAL-RT). These platforms execute
electromagnetic transient (EMT) simulations in real time, allowing for direct interaction
between simulated grids and physical hardware. For example, RTDS has been widely
used to evaluate the dynamic performance of modular multilevel converters (MMCs) [76],
adaptive HVDC voltage stability schemes [77], and distribution network protection sys-
tems [78]. OPAL-RT, in turn, has enabled real-time testing of electric vehicle charging
systems [23] and distributed energy resources [49].

The key advantage of these platforms is their ability to incorporate real hardware, such
as protection relays, RTACs, or phasor measurement units (PMUs), into the simulation loop.
This creates a hardware-in-the-loop environment, where algorithms and devices are sub-
jected to realistic grid dynamics. By combining simulation flexibility with hardware realism,
real-time digital platforms provide an essential stepping stone toward field validation.

6.3. Relay and Controller Testing with HIL

Hardware-in-the-loop (HIL) testing extends real-time simulation by integrating actual
devices, including relays, intelligent electronic devices (IEDs), and automation controllers,
into the simulated power system environment. This allows researchers to validate both
control algorithms and hardware behavior under realistic conditions such as fault scenarios,
communication delays, and cyber-intrusion attempts.

Recent work highlights the growing importance of HIL for adaptive protection and
interoperability studies. For instance, HIL setups have been used for differential pro-
tection testing [28], adaptive protection in microgrids [41], and resilience assessments of
renewable-dominated networks [24]. Moreover, IEC 61850-enabled HIL environments
allow interoperability testing, verifying that adaptive logic can be executed consistently
across multi-vendor devices [42,43]. These studies confirm that HIL can reveal practical
constraints, such as message latency, processor limitations, or cybersecurity vulnerabilities
that are invisible in simulation-only studies.

Relay testing is particularly crucial because protection performance directly influences
system reliability. Differential and distance protection schemes tested under HIL conditions
have revealed variations in trip times and current thresholds that would not be visible
in simulations [28]. Similarly, when RTACs are integrated into HIL setups, researchers
can validate their ability to coordinate monitoring, operation, and protection functions
under fluctuating wind and demand conditions. These insights are invaluable for scaling
adaptive frameworks from the laboratory to real grids.
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6.4. Trends and Future Directions in HIL Validation

Despite promising advances, HIL validation for adaptive WPP control remains lim-
ited. Most existing contributions focus on small-scale demonstrations, often restricted
to microgrids, single relays, or isolated control functions [23,41]. Utility-scale validation,
where plant-wide adaptive control is tested under realistic transmission-level contingencies,
remains rare. Moreover, cybersecurity aspects are seldom included, despite the fact that
IEC 61850-based systems are increasingly vulnerable to communication intrusions, such as
denial-of-service attacks or false data injection [34-36,40].

Although HIL validation has advanced considerably, the maturity and scalability of
existing real-time simulation platforms remain key challenges for large-scale wind power
plant (WPP) studies. The most widely used systems, RTDS, OPAL-RT, and Typhoon HIL,
each exhibit inherent limitations when extended beyond microgrid or subsystem-scale
validation. RTDS offers high-fidelity electromagnetic transient (EMT) modeling, but it
requires multiple racks to emulate large systems, resulting in high hardware costs and inter-
rack synchronization delays when channel counts exceed several hundred [75,79]. OPAL-RT
platforms offer modular scalability through CPU/GPU co-simulation; however, real-time
communication over Ethernet introduces latency that restricts the bandwidth for closed-
loop testing in multi-node configurations [80]. Similarly, Typhoon HIL systems, although
efficient for controller-level verification, offer a limited number of analog channels and have
fixed FPGA step sizes that constrain the high-frequency EMT fidelity required for grid-scale
dynamics [81]. These factors introduce data-exchange blockages that constrain real-time
performance as system complexity increases. Recent research on clustered RTDS-OPAL-RT
architectures shows promise for hybrid scaling [69,82], but practical deployment at full WPP
or transmission-level resolution remains in early stages of maturity. Accordingly, while HIL
environments are indispensable for bridging theory and field application, their scalability
to utility-scale adaptive frameworks still depends on advances in parallel processing,
high-speed data buses, and co-simulation synchronization [70].

Emerging trends point to a more integrated approach. The combination of digi-
tal twins with HIL testbeds enables continuous, life-cycle validation of adaptive control
systems [49,50]. Digital twins replicate the physical WPP in virtual space, while HIL en-
vironments provide the testing ground for real-time interactions, creating a closed-loop
validation ecosystem. In addition, researchers are beginning to explore cyber-physical HIL
platforms, where both electrical contingencies and cyberattacks are simulated simultane-
ously, ensuring that adaptive controllers are robust under multi-domain threats [35,51].

Looking forward, expanding HIL to include multi-energy interactions (e.g., coupling
wind, PV, storage, and electric vehicles), large-scale adaptive coordination, and cyber-
resilience testing will be critical to bridging the gap between laboratory-scale studies and
field deployment. Such advancements will also strengthen regulatory acceptance, since grid
codes are increasingly requiring validation under conditions that traditional simulations
cannot adequately represent [31,33,45].

Figure 7 illustrates the prevalence of simulation-only validation compared with RTDS
and HIL testing approaches in current adaptive control literature.

Table 4 provides a comparative summary of the major real-time simulation and
hardware-in-the-loop (HIL) platforms used in wind energy research. It contrasts RTDS,
OPAL-RT, Typhoon HIL, dSPACE, and PHIL configurations in terms of their computational
capabilities, typical application domains, and supporting literature. This comparative
format clarifies the strengths and limitations of each platform, supporting the discussion of
real-time validation methodologies presented in the manuscript.
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= Simulation-only studies
= Real-Time Digital Simulation (RTDS/OPAL-RT)
= Hardware-in-the-Loop (HIL) validation

Figure 7. Distribution of validation methods.

Table 4. Real-Time Validation Platforms.

Platform

Characteristics

Correct Representative References

RTDS (Real-Time Digital Simulator)

Fully real-time EMT simulation for
grid-connected WT/HVDC systems;
protection and control HIL; supports

large-scale EMT co-simulation

[75] RTDS—A fully digital real-time
power system simulator operating in
real time; [79] Hardware-in-the-loop

simulation of power electronic
systems using adaptive
discretization;

[24] Hardware-in-the-loop testing for
protective relays using RTDS;
[28] RTDS-based differential
protection HIL testing; [31] Real-time
grid voltage stability studies
using RTDS

OPAL-RT

FPGA-accelerated HIL testing for WT
converters and DER controllers;
real-time EMT simulation using CPU
+ FPGA co-processing

[80] OPAL-RT real-time simulator
and RT-LAB overview; [23] Real-time
simulation & HIL testing based on
OPAL-RT ePHASORSIM;

[49] OPAL-RT-based HIL platform
for DER digital-twin prototyping;
[57] Inertial-response evaluation
using advanced simulation

Typhoon HIL

Ultra-fast inverter- and
converter-level HIL; deterministic
FPGA execution for microgrids &

renewable energy controllers

[81] Typhoon HIL604 Hardware User
Guide; relevant for converter-level
and microgrid HIL testing
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Platform Characteristics Correct Representative References
[83] dSPACE-based
Rapid control prototyping (RCP) and rapid-control-prototyping (RCP) and
dSPACE controller-HIL testing for WT control con’froller—HIL platform u?ed for
aloorithm development real-time development, tuning, and
& P validation of wind-turbine and
power-electronics control algorithms
[69] Real-time RMS-EMT
Power-hardware-in-the-loop testing co—s1.mu1at1on.for HIL testing of
of converters. BESS. and WT protective relays; [70] Cross-platform
PHIL Setups ! ’ co-simulation strategy for power

subsystems using grid-simulation
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7. Comparative Analysis of Literature and Research Gaps

The reviewed literature demonstrates substantial progress in the development of adap-
tive control, interoperability standards, and validation frameworks for integrating wind
power plants (WPPs). However, a close comparative analysis reveals that these advances
have often occurred in isolation, with limited integration into holistic frameworks that unify
monitoring, operation, and protection across entire systems. This section synthesizes the
findings from earlier sections, identifies recurring patterns, and highlights critical research
gaps that remain unresolved.

7.1. Comparative Insights Across Approaches

Adaptive control strategies: They advanced considerably at both the turbine and plant
levels. Reinforcement learning-based optimization methods [25], cooperative plant-level
control [46], and droop-based schemes for converter-dominated grids [45] demonstrate
the potential for intelligent, real-time adjustments to system conditions. These methods
consistently improve performance in terms of stability, dispatchability, and resilience. Yet,
most contributions remain limited to turbine-level adaptation [20,26] or to microgrid-scale
case studies [41]. Very few studies extend adaptive control to system-level coordination at
the PCC, where integration with the broader transmission grid occurs [33]. This narrow
scope restricts the generalizability of existing methods to large-scale deployments.

As summarized in Figure 8, turbine- and plant-level adaptive control dominate
current research outputs, while interoperability and validation frameworks remain
comparatively underrepresented.

The majority of studies focus on turbine- and plant-level adaptive control, while inter-
operability and real-time validation frameworks remain comparatively underrepresented.

Hybrid energy integration: It represents another promising approach. Probabilistic
sizing of BESS for reliability and frequency stability [10], WTG-BESS integrated dispatch
strategies [11], and multi-resource hybrids such as wind-PV-hydro systems [13] confirm
that combining resources enhances adaptability and reduces intermittency. However, these
solutions face barriers of economic feasibility and scalability [12]. While technically effec-
tive, most hybrid frameworks have been validated primarily in simulations, with limited
evidence of their utility in actual utility-scale deployments. This lack of real-world valida-
tion creates uncertainty about long-term performance under diverse operating conditions.
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Figure 8. Research focus areas across the literature.

Communication and interoperability standards: They have shown parallel progress.
IEC 61850 and IEC 61400-25 have proven highly effective for monitoring and protection
applications [16,27,28], enabling vendor-independent communication. However, their use
in adaptive operational control, unifying monitoring, protection, and control, remains mini-
mal [42,43]. SCADA systems, although widely deployed [14,15], cannot meet the latency
and interoperability requirements of adaptive frameworks, yet they remain the industry de-
fault due to familiarity and cost considerations. The result is a fragmented communication
landscape, where standards exist but are not fully leveraged for real-time adaptability.

Validation methods: They reveal the sharpest divide between theory and practice.
Simulation-only studies dominate the literature [20-22], providing valuable proof-of-
concept insights but failing to capture device-level constraints. Hardware-in-the-loop
(HIL) testing has begun to bridge this gap [23,24,78], yet most HIL demonstrations remain
proof-of-concept, often limited to a single relay, RTAC, or small-scale microgrid. Large-scale
adaptive frameworks validated under real-time HIL conditions are still rare, leaving open
questions about scalability, robustness, and compliance with evolving grid codes [31,33,45].

Collectively, these comparisons demonstrate that while significant progress has been
made across individual domains, integration into a unified adaptive framework remains
relatively rare.

7.2. Identified Research Gaps
From this comparative analysis, three critical gaps emerge:

1. Focus on local rather than system-level integration. Most adaptive control research is
constrained to the turbine-level [25,26] or microgrid-scale applications [41], whereas
plant-wide adaptive coordination at the PCC remains underexplored [33]. This creates
a disconnect between academic advances and the needs of transmission system
operators who must manage high-integration wind on bulk networks.
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2. Limited application of IEC standards in adaptive operation. While IEC 61850 and IEC
61400-25 are well established for monitoring and protection [16,27,28], their potential
to enable real-time adaptive coordination across monitoring, operation, and protection
has not been realized. As a result, communication architectures remain fragmented,
and true interoperability is lacking [18,42].

3. Insufficient real-time and HIL validation. Simulation-only studies remain the
norm [20-22], with very few adaptive schemes tested under real-time or HIL con-
ditions [23,24]. The lack of large-scale, hardware-inclusive validation undermines
confidence in the deployability of these systems. Furthermore, cybersecurity, increas-
ingly a concern in IEC 61850-enabled networks, is rarely addressed in validation
studies [35,51].

7.3. Emerging Opportunities

Despite these gaps, several opportunities for advancing the field are evident. First,
integrating adaptive control with IEC-based interoperability, supported by RTAC platforms,
could create the unified frameworks needed for resilient renewable integration. RTACs,
when coupled with IEC 61850 communication, offer a practical path to bridging turbine-
level control, plant-level supervision, and system-level coordination [28,42,73].

Second, expanding HIL validation beyond proof-of-concept studies to utility-scale
WPPs would significantly strengthen confidence in adaptive frameworks. The integration
of digital twins with HIL testbeds [49,50] represents a promising step, enabling life-cycle
testing under realistic conditions and accelerating the transition from laboratory models to
deployable solutions.

Ultimately, embedding cyber-physical resilience into adaptive frameworks re-
mains a largely untapped opportunity. With studies demonstrating vulnerabilities in
IEC 61850-based communication [34,36,40], and emerging solutions such as cyber-resilient
controllers [51] and automated security testing [35], there is a clear pathway toward se-
cure and adaptive control systems that can withstand both electrical disturbances and
cyber threats.

8. Future Research Directions

The comparative analysis presented in Section 7 highlights persistent gaps in adaptive
control, interoperability, and validation frameworks for integrating wind power plants
(WPPs). Addressing these gaps is essential to enable large-scale deployment of wind energy
in modern power systems. Building on these insights, several future research directions
can be identified, ranging from holistic adaptive frameworks to cyber—physical resilience
and digital twin applications.

8.1. Toward Holistic Adaptive Frameworks

Future studies should move beyond device-level adaptation to develop system-wide
adaptive control frameworks that unify monitoring, operation, and protection at the point
of common coupling (PCC). Current research often emphasizes turbine-level optimiza-
tion [25,26] or microgrid-scale applications [41], which, while valuable, do not address the
challenges of transmission-level coordination.

The proposed holistic adaptive and interoperable control framework for wind power
plant integration is illustrated in Figure 9.

The framework combines hierarchical adaptive control with standardized IEC-based
communication, supervisory interoperability via RTAC/SCADA coordination, and contin-
uous validation through HIL or digital twin environments.
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Figure 9. Proposed holistic adaptive and interoperable framework for wind power plant (WPP)
integration. The conceptual diagram is developed based on Sections 2-8 [39,42,45,49].

A holistic framework must incorporate real-time frequency and voltage support, adap-
tive fault ride-through strategies, and dynamic load balancing, ensuring compliance with
evolving grid codes [31,33,38,45]. Such frameworks would enable coordinated responses
across turbines, plants, and system operators, thereby avoiding the fragmented inter-
ventions that currently dominate current implementations. This shift toward PCC-level
adaptation represents perhaps the most urgent and impactful research frontier.

8.2. Expanding Interoperability with IEC Standards

While IEC 61850 and IEC 61400-25 have proven effective for monitoring and pro-
tection [16,19,28], their application to adaptive operational control remains limited. Fu-
ture research should explore how these standards can be extended to support real-time
adaptive logic, such as automated coordination of frequency and voltage support across
multiple devices.

One promising pathway lies in combining IEC 61850-based communication with
RTAC platforms, which can serve as central hubs for adaptive interoperability [42,43].
This integration would enable vendor-independent coordination, ensuring that WPPs can
interact seamlessly with grid operators. Future work should also focus on developing
certification schemes and compliance testing, so that IEC-based adaptive frameworks can
be standardized across the industry.
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8.3. Cyber—Physical Resilience

As WPPs adopt IEC-based communication networks, cybersecurity becomes insep-
arable from operational reliability. Vulnerabilities in the GOOSE and MMS protocols
have already been documented [34,36,40], while emerging studies propose solutions such
as cyber-resilient controllers [51] and automated cybersecurity testing in digital substa-
tions [35].

Future research must embed cyber—physical resilience directly into adaptive control
frameworks. This includes:

e Designing intrusion detection systems tailored for renewable-rich environments.
e  Developing self-healing controllers capable of isolating compromised components.
e  Extending HIL testbeds to simulate cyberattacks alongside electrical disturbances.

Such advances would ensure that adaptive controllers remain robust under conditions
of intrusion, denial-of-service, or false data injection, providing the resilience needed for
secure large-scale deployment.

8.4. Integration of Digital Twins and HIL Platforms

The integration of digital twins with HIL platforms represents a powerful tool for
bridging the gap between simulation and implementation. Digital twins replicate WPPs
in virtual environments, enabling continuous monitoring, predictive analytics, and op-
timization across the asset life cycle [49,50]. When combined with HIL testbeds, these
models enable the validation of adaptive control strategies under realistic conditions before
deployment in the field.

Future research should aim to develop scalable digital twin-HIL environments that
replicate not only individual turbines but also entire wind farms, including hybrid resources
such as PV, BESS, and hydropower. Such environments could also incorporate cyber—
physical resilience testing, thereby unifying electrical and cybersecurity validation in a
single platform [35,42,84]. This approach would significantly accelerate the transition of
adaptive control from concept to utility-grade implementation.

8.5. Al- and Data-Driven Adaptive Methods

Artificial intelligence (Al) and machine learning (ML) are poised to play an increasingly
central role in adaptive WPP control. Reinforcement learning-based optimization [25], and
predictive analytics for renewable forecasting [21,85] have all shown promise. However,
their deployment in real-world systems remains limited by data availability, computational
cost, and interpretability.

Future work should prioritize the development of trustworthy, data-driven adaptive
frameworks that balance performance with explainability and resilience. For example,
explainable AI (XAI) could be used to make adaptive decisions transparent to operators,
increasing confidence in automated systems. Moreover, Al-based controllers must be
designed with cybersecurity in mind, as adversarial attacks on ML models represent an
emerging risk in renewable-rich systems [36,51].

By embedding Al into holistic, IEC-compliant frameworks and validating them under
digital twin—HIL environments, researchers can ensure that Al-enhanced adaptive control
is both technically effective and operationally secure.

Figure 10 highlights the major emerging research directions, with holistic adaptive
frameworks and IEC-RTAC integration at the forefront of the field.
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Figure 10. Emerging research themes for future work.

The progressive integration of Al-enhanced forecasting, hybrid multi-source coor-
dination, and cyber-resilient control architectures establishes a unified pathway toward
next-generation adaptive-control ecosystems. Future research should prioritize the devel-
opment of standardized interoperability layers that can synthesize renewable energy data,
cybersecurity analytics, and predictive maintenance intelligence within a single supervisory
framework [86]. Achieving this will require collaborative validation through real-time
digital twin platforms and hardware-in-the-loop (HIL) environments, which enable syn-
chronized optimization across both physical and cyber layers, reflecting the cyber—physical
power system paradigms highlighted in recent digital twin research. By aligning hy-
brid generation assets, Al-driven decision support, and secure communications under
a cohesive, adaptive-control architecture, the envisioned framework promotes resilient,
scalable, and self-optimizing renewable energy systems capable of meeting emerging grid
integration and sustainability goals.

9. Conclusions

The integration of wind power plants (WPPs) into modern electrical power systems
(MEPSs) remains a cornerstone of global decarbonization strategies, but it is accompanied
by complex technical and operational challenges. This review has presented a compre-
hensive synthesis of adaptive control strategies, interoperability frameworks, real-time
automation controllers (RTACs), and validation methods for WPP integration. By consoli-
dating knowledge across these domains, the study has highlighted not only the progress
achieved but also the limitations that constrain the transition from concept to practice.

From the analysis, several key findings emerge. First, adaptive control strategies at
both the turbine and plant levels, including reinforcement learning, cooperative droop-
based control, and hybrid resource integration, have demonstrated strong potential for
enhancing stability, dispatchability, and reliability. However, most contributions remain
confined to turbine-level or microgrid-scale studies, with limited evidence of deployment
at the point of common coupling (PCC) where system-level integration occurs. Second,
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interoperability frameworks based on IEC 61850 and IEC 61400-25 have proven effective
for monitoring and protection, enabling vendor-independent communication and real-
time data exchange. Yet, their application to adaptive operation, unifying monitoring,
protection, and control, remains underdeveloped, leaving SCADA systems as the default
despite their limited adaptability. Third, validation approaches continue to rely heavily on
simulation-only studies. Although real-time digital simulators and hardware-in-the-loop
(HIL) testing have begun to bridge the gap, large-scale validation that incorporates adaptive
logic, communication delays, and cybersecurity considerations remains scarce.

These findings confirm that, while significant advances have been made in each
domain, integrating them into a holistic adaptive framework remains rare. Adaptive
control, interoperability standards, and validation platforms often evolve in parallel rather
than in interaction. This disconnection explains why many proposed solutions remain
proof-of-concept rather than industry-ready implementations.

Looking ahead, the review identifies several priority research directions. The de-
velopment of system-wide adaptive frameworks that unify monitoring, operation, and
protection (MOP) at the PCC is urgently needed to ensure compliance with evolving grid
codes [31,33,38,45]. Extending IEC standards, particularly IEC 61850 and IEC 61400-25, to
support real-time adaptive logic, in combination with RTAC platforms, represents a promis-
ing pathway toward scalable and vendor-independent interoperability [42,43]. At the same
time, embedding cyber—physical resilience into adaptive frameworks is essential, given the
vulnerabilities of IEC-based communication systems [34-36,40]. The integration of digital
twins with HIL platforms offers an innovative route to continuous, life-cycle validation,
enabling adaptive controllers to be tested under both electrical and cyber contingencies
before deployment [49-51]. Finally, the adoption of Al- and ML-based adaptive methods
should be pursued cautiously, ensuring that performance improvements are balanced with
interpretability, explainability, and robust cybersecurity protections.

In conclusion, adaptive control and interoperability represent complementary pillars
for a reliable integration of LSWPPs into future smart grids. This review has under-
scored the need for collaborative research efforts that span multiple domains, integrating
adaptive control, IEC-based communication, RTAC deployment, and HIL validation into
cohesive frameworks. By bridging the gap between simulation and real-world imple-
mentation, the next generation of adaptive frameworks can deliver resilient, secure, and
standard-compliant renewable power systems that support the global transition toward
a low-carbon future.
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