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Abstract: Blockchain-based technology has completely revolutionized the development of the In-
ternet of Vehicles (IoV) framework. This has led to increasing blockchain-based Internet of Vehicles
application over the last decade. However, challenges persist, including scalability, interoperability,
and security issues. This paper first presents the state-of-the-art overview on IoV systems along
with their applications. Then, we explore novel technologies, including blockchain-based IoV and
machine learning-based IoV and highlight how the blockchain technology could be integrated with
machine learning for intelligent transportation systems in the IoV ecosystem. This paper has shown
the potential of machine learning integration in addressing the technical challenges in individual
blockchain-based Internet of Vehicles applications.

Keywords: autonomous vehicles; deep learning; intelligent transportation systems; interoperability;
vehicle data management

1. Introduction

The need for smart transport systems is growing rapidly. The existing transport
system is ladened with recurrent accident issues, coupled with a growing opportunity cost
in regard to traffic congestion in industrialized and developed cities [1] and safety concerns
by users. The VANET system was ushered in to address these concerns and was able to
improve the performance of vehicular networks and overcome their inherent limitations.
Growing demand and technological breakthroughs over the years have now challenged the
VANET system and have ushered in the blockchain-based Internet of Vehicles (IoV) [2]. The
exponential advancement in the development and deployment of intelligent and connected
vehicles has further necessitated and deepened the demand for IoV systems [3,4]. The
IoV is a branch of IoT that is dedicated to vehicular communication and interaction with
the internet. IoV is a growing innovation and researchers project that the number of IoT
devices in use will reach 75 billion by 2025 [5,6]. This surge in usage signals challenges
such as resource management, security etc.

The blockchain is a powerful technology that acts as a distributed ledger, integrated
to provide a solution to the challenges in the IoV [2,7-9]. One of the main benefits of inte-
grating blockchain technology (BC) with the IoV is that they could contribute to improving
the vehicular network environment by providing credit support for intelligent transport
systems (ITS) [8]. BC adoption globally is incremental, and experts project that its market
value would reach USD 39.7 billion by 2025 [10]. This is largely owing to its capabilities
in providing features such as interoperability, security, confidentiality, authentication, and
overall better performance in the IoV domain [8].

Machine learning offered the most promising strategies to detect unauthorized at-
tacks or access in IoV-based enterprise information systems due to its better accuracy and
precision [11]. Its learning capacity makes it adaptable to new forms of security bridge.
ML is a subbranch of artificial intelligence (AI) [10,12] that empowers computers to think,
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study, and act without any human intervention [13]. ML seeks to mimic the human neuron
system in its operation. It learns from input data through a set of neural networks within
the architecture and makes decisions based on feedback process [10,13]. The adoption
and application of ML algorithms are usually on a use basis, and they are specific to the
required outcome for each application [12].

The combination of BC and ML promises cutting-edge opportunity in many techno-
logical domains [12,14-17]. The concept of technological convergence birthed the Industrial
4.0 [16]. Modern vehicles are now beyond mere thermo-mechanical machines; they are
sophisticated hardware and software systems due to combination of IoV connectivity [6].
These have opened innovative business opportunities for manufacturers like Tesla, GM,
Ford, and many others to design autonomous/self-driving cars with increased precision
and accuracy [18,19]. Today, vehicles in the IoV system generate a tremendous amount of
real-time data, which has given rise to concerns such as decentralization, interoperability is-
sues, and scalability issues [16]. Furthermore, big data demands have increased the required
data processing time for ML applications [20]. For efficient system operations, ML and
blockchain technology could be integrated to improve operational performance [10,20,21].
For instance, blockchain can be adapted for a secure and decentralized platform, where
data collection and sharing are screened for privacy and security, which then enables
machine learning models to be deployed and executed in a decentralized and distributed
manner [20,21]. These challenges can be addressed through the convergence of BC and
ML technologies, thus enabling communication between vehicles, humans, sensors, and
road infrastructure [16]. Therefore, we conduct a detailed survey, exploring the prospect of
the convergence of ML, BC, and IoV in addressing the emerging technological challenges
posed by intelligent transport system (ITS).

1.1. Motivation and Paper Contributions

Although quite a substantial number of studies have been reported relating to the ap-
plications of blockchain-based IoV [22,23], nevertheless, none of these studies have focused
on integrating blockchain-based IoV with machine learning for intelligent transportation
systems (ITSs). The review is aimed at addressing this gap and providing readers with a
state-of-the-art review on the convergence of blockchain, machine learning, and the Internet
of Vehicles.

1.2. Contributions

This review focuses on the advances in the IOV ecosystem and highlights the incorpo-
ration of blockchain as well as machine learning to provide a more secured and intelligent
IoV application. The study seeks to identify the merits in the applications of this conver-
gence and the solutions they proffer. Also, the technical challenges are discussed and the
ways to overcome these challenges are highlighted. This study also incorporates some
critical future research needs for successful deployment of these new converging technolo-
gies in the transportation system. The review seeks to address the research question “Can
ML-assisted approach integrated with blockchain techniques, improve the overall system
performance in an IoV system?”. Table 1 provides all summaries of abbreviations used.

Table 1. Summary of acronyms.

Acronyms Definitions
AC Average Correlation
ADASs Advanced Driver-Assistance Systems
ANFIS Adaptive Neuro-Fuzzy Inference System

ANN Artificial Neural Network
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Table 1. Cont.

Acronyms Definitions
Al Artificial Intelligence
AIS Artificial Inmune System
AV Autonomous Vehicles
BC Blockchain
Bi-LSTM Bi-directional Long-Short Term Memory
BPFL Blockchain-based Privacy-preserving Federated Learning
BPNN Back Propagated Neutral Networks
BSM Basic Safety Messages
CAVs Connected and Autonomous Vehicles
CloV Cognitive Internet of Vehicles
C-LSTM Centralized Long-Short Term Memory
CNN Convolutional Neural Networks
CPABE Cipher text Policy Attribute Based Encryption
CRT Classification and Regression Tree
DAG Directed Acyclic Graph
DDL Distributed Deep Learning
DDoS Distributed Denial of Service
DL Deep Learning
DLT Distributed Ledger Technology
DRL Deep Reinforcement Learning
DSRC Dedicated Short Range Communications
ECUs Electronic Control Units
ELM Extreme Learning Machine
EKM Efficient Key Management
FL Federated Learning
GA Genetic Algorithm
IoT Internet of Things
IoV Internet of Vehicles
IPFS Inter Planetary File System
ITS Intelligent Transportation Systems
IVN Intelligent Vehicular Network
k-NN k-Nearest Neighbors
LSTM Long Short-Term Memory
LTE Long Term Evolution
MAPE Mean Absolute Percentage Error
MEC Mobile Edge Computing
ML Machine Learning
MLP Multi-Layer Perceptron
MVAEE Multi-Vehicle Average Error Evaluation
NFC Near Field Communications
NN

Neural Networks
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Table 1. Cont.

Acronyms Definitions
OBUs On Board Units
PDR Packet Delivery Rate
pP2pP Peer-to-Peer
OR Quick Response
RAN Radio Access Network
R-CNN Regions with Convolutional Neural Networks
RNN Recurrent Neural Networks
RSU Roadside Unit
SA Simulated Annealing
SDN Software Defined Networking
SV Support Vector
SVM Support Vector Machine
SVR Support Vector Regression
TA Trusted Authority
TCNN Temporal Convolutional Neural Network
TPS Transactions Per Seconds
UAV Unmanned Aerial Vehicle
UL Unsupervised Learning
VANET Vehicular Adhoc Network
VCSs Vehicular Communication Systems
V2P Vehicle-to-Pedestrian
V2I Vehicle-to Infrastructure
V2R Vehicle-to-Roadside Unit
V2s Vehicle-to-Sensor
vav Vehicle-to-Vehicle
V2I Vehicle-to Infrastructure
WAVE Wireless Access in Vehicular Environments
YOLO You Only Look Once

1.3. Methodology

The content analysis method was used for this review study. Relevant studies were
sourced from the different scientific databases. Some of the searched databases includes
Google Scholar, Science Direct, IEEE Explore, SpringerLink, and Web of Science. The follow-
ing word combination or phrases were used to search for articles for this study: “blockchain-
based internet of vehicles”, “Machine learning in internet of vehicles”, “Blockchain-based
intelligent transportation system”, “Blockchain and ML convergence in IoV”, “Blockchain
in vehicular transportation”, “Blockchain and deep learning integration in IoV”, and
“Blockchain based smart transportation system”. This was done to narrow our search to
only studies on the applications of blockchain or deep/machine learning in the IoV systems.
The resulting articles after sorting were analyzed and used for this review. The materials
used were grouped into three categories:
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e  Studies on blockchain applications for IoV
e  Studies on ML applications for IoV
e  Studies on the integration BC and ML for IoV

1.4. Related Surveys

Several surveys have been written that focused on blockchain-based IoV. We have
summarized existing related reviews in Table 2. The following information is provided
to compare this current review with existing related reviews. It includes authors’ name,
year of publication, title of review /survey, area of focus, discussions on IoV, discussions on
blockchain-based IoV, discussions on ML-based IoV, and discussions on the integration of
ML, BC, and IoV. We have compared these surveys with this current survey and shown
how our review differs from the already-published surveys. It can be observed that a
significant number of studies have been published in the IoV domain, and the number is
still on the increase over the past decade due to the growing attention given to new and
emerging technology globally. Though these survey studies have focused on the integration
of specific technologies in isolation, BC integration in the IoV domain has been extensively
reviewed [6,24-33]. These studies cover different aspects of the [oV system. ML, on the other
hand, has received substantial review from researchers [1,34-36]. Despite these elaborate
overviews on the breakthrough in these integrations, these studies did not consider the
potential in their integration. Several studies have attempted to investigate the prospect
of integrating these technologies for intelligent transportation [10,16,20,37,38]. However,
many of these studies only partially discussed the convergence and its application [21,38,39],
but did not focus mainly on the IoV domain. Dibaei et al. [37] and Zamanirafe et al. [20]
have focused reviews on the IoV domain; however, no discussions on convergence were
reported. From Table 2, we can see that no author has attempted to provide detailed
discussions on the integration of blockchain and machine learning in an IoV system.

1.5. Paper Organization

The organization of the paper is as illustrated in Figure 1. After the introduction
section, it continues with an overview of oV (Section 2), It presents some preliminary
information related to the IoV domain and its development, architecture, and transition
from VANET and the challenges for intelligent transportation systems. Then, blockchain
technology is presented in Section 3, where advances in blockchain-based IoV systems
are discussed. Section 4 (ML-Based IoV) focusses on machine learning application and its
integration prospects for machine learning-based IoV systems. Section 5 (Convergence of
ML and Blockchain in IoV) briefly highlights the prospects of technological convergence,
then further elucidates recent trends and approaches in the application of the conver-
gence of blockchain and machine learning and IoV/VANETs for intelligent transportation
systems. Section 6 (Discussion and Future Directions) discusses emerging trends and
suggests some future research challenges after which the paper is finally concluded in
Section 7 (Conclusions).
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Figure 1. Review organization.
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RSU

2. Overview of IoV

Simply put, IoV is a form of IoT that is dedicated to vehicles solely. While IoV itself is
a vehicular ad hoc network (VANET) that has now been advanced and linked to the Inter-
net [8,44], IoV can be defined as an integrated network platform that enable vehicles and
its environment to interact and exchange information towards an intelligent transportation
system by means of a dedicated communication media. The need to transit into an intelli-
gent transportation system (ITS) demanded that VANET infrastructures be upgraded to
accommodate for the increasing vehicles added to the network [45-47]. Figure 2 illustrates
how a typical IoV system is made up and how vehicles communicate in the network. In
an IoV system, vehicles communicate with other vehicles by means of vehicle-to-vehicle
(V2V) communication, and with RSUs aided by vehicle-to-RSU (V2R) communication [8,20].
The IoV system enables real-time information sharing relating to traffic or road condition;
safety warnings can be relayed, and a better traffic management is achieved [44]. Other
supporting applications that have emanated from IoV include autonomous driving, info-
tainment, smart payment services, and vehicle forensic investigations purposes [8,27,48]. It
is projected that there will be over 2 billion vehicles in the network by 2035 [45]. The main
goal of IoV is to lower the rate of accidents occurrence, drastically reduce traffic congestion,
and provide secure and smart information exchange services [49,50].

Internet

RS

vav

(c?g)) (t:zj)) (c L:))
g A A

- N\

o 0o — 0o o J

Figure 2. Typical infrastructure of IoV network. Adapted from [8].

The first step in formation of IoV is by integrating vehicles into wireless networks.
Some of the existing wireless access technologies includes WLANs, WiMAX, Cellular
Wireless, and satellite communications [46,47,51]. Vehicular communications in IoV are
broadly divided into two main channels: intra-vehicle communication and inter-vehicle
communication [44]. Intra-vehicle communication takes place within the vehicle. It is often
referred to as vehicle-to-sensor communication (V2S) [44]. It is the interaction between the
vehicle and the electronic control units (ECUs) inside the vehicle. The network protocols
that facilitate intra-vehicle communication include CAN Bus, Local Interconnect Network
(LIN), and Flex Ray communication networks [44]. Inter-vehicle communication, on the
other hand, involves the interaction between the vehicles and other road entities connected
in the IoV system [44,52]. Vehicular communications that fall under the inter-vehicle
communication include vehicle-to-vehicle (V2V), vehicle-to-roadside-unit (V2R), vehicle-
to-infrastructure (V2I), vehicle-to-pedestrian (V2P), vehicle-to-sensor (V2S), and vehicle-
to-grid (V2G) [44]. The Dedicated Short-Range Communication (DSRC), the Long-Term
Evolution Vehicular Network (LTE-V), and the 5th Generation mobile networks (5G) are
among the network protocols dedicated to inter-vehicle communications [44,53,54].
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2.1. VANETs to IoV Transition

Vehicular Ad hoc Networks (VANETSs) consist of self-organized sets of vehicles in a mo-
bile network [33]. VANET is a core component of an intelligent transportation system [33].
It was introduced to enhance vehicular communication using Dedicated Short-Range
Communication (DSRC) for vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I)
communication [33,51]. This communication allows users to make timely, safe, and effi-
cient smart decisions with regards to road safety, traffic flow, and overall improved travel
experience. In the VANET system, vehicles are considered as a mobile node that connects
to other vehicles to create a network [33,49]. During operations, vehicles are connected
when they fall within the coverage and are disconnected as they fall outside of the cover-
age range [33,49]. These constraints, coupled with other shortfalls such as the increasing
number of vehicles connected to the network, and several factors such as traffic jams, tall
buildings, and poor driver behaviors, ultimately affect its performance and use [49]. Also,
the VANETs’ framework failed to support the global interconnectedness required of the
smart vehicular system [27], thereby necessitating the transition of the VANET into IoV
system [27,51].

The IoV system leverages on technological advancements such as ubiquitous con-
nectivity, 5G and 6G wireless technologies, sensor devices, smart vehicles, and cloud
computing to provide a more powerful vehicular network [27,37]. In IoV, vehicles are
constantly connected to the internet, to form a network of vehicles to facilitate the provision
of several smart vehicular services [45]. It is made of majorly three basic parts: (1) the
intra-vehicular network, (2) the inter-vehicular network, and (3) the vehicular mobile In-
ternet [27]. The intra-vehicular network is the communication of vehicles within the same
network; inter-vehicular network enables communication between vehicles of different
networks while vehicular mobile network is the connection that links vehicles and mo-
biles devices in the network. Vehicles in the IoV system are usually equipped with smart
functionalities and devices that enable communication and data collection. Some of these
devices include On Board Units (OBUs), sensors, event data records, cameras, electronic
control units, GPS modules, and other wireless communication technologies (i.e., Blue-
tooth). The IoV system ensures that diverse communication dynamics (vehicle-to-vehicle
(V2V), vehicle-to-roadside unit (V2R), vehicle-to-infrastructure (V2I), vehicle-to-pedestrian
(V2P), and vehicle-to-sensor (V2S), are achieved [27,37]. Table 3 summarizes the different
communication dynamics in the IoV system. Although IoV is often confused to mean some-
thing that can be used interchangeably with ITS, it differs in the sense that IoV focusses on
information exchange among humans, vehicles, and the road infrastructures in place [45].
A detailed review on the different communication networks is highlighted by [37].

Table 3. Summary of the different communication dynamics of an IoV system.

Interaction

Description Function Communication Protocol

v2v Vehicle-to-Vehicle

Supports the wireless communication across
vehicles for sharing location data, and it consists
of the speeds, coordinates, road condition, and
traffic information

WAVE

V2R Vehicle-to-Roadside Unit

Supports the wireless interaction between

vehicle and RSUs WAVE

Supports the wireless interaction between

V21 Vehicle-to-Infrastructure vehicles and the supporting infrastructure (base Wi-Fi, LTE, 5G, or 6G

stations, grid, networks, devices, etc.)

V2H Vehicle-to-Human

Supports mobility and awareness for the nearest

. . . NFC
users, such as pedestrians, cyclists, and drivers

Support the bi-directional communication

V2S Vehicle-to-Sensor between different kinds of sensors and onboard Ethernet and Wi-Fi,

terminals for real-time insights
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2.2. Architectural Framework for IoV

Different layered architectures for IoV frameworks have been proposed in the litera-
ture [27,45,51,55], which differ in their design and framework for optimum functionality.
Achieving an optimized number of layers and enhancing the differentiability among layers
are the keys towards efficient IoV framework [27]. Among the vital considerations for
an IoV framework are a strong integration with the internet, a service-based focus, and
a plug-and-play based interface [27,45,51,55]. Some of the major components in an IoV
architectural framework include the perception layer, the coordination layer, the artificial
intelligence (Al) layer, the application layer, and business, security, processing, service, and
physical layers [27,51]. Abbas et al. [27] reports that the six-layer architecture is the most
common design for IoV implementation. The components considered in the framework
include the physical, communication, processing, services, business, and security layers.
Figure 3 vividly depicts the six-layer architectural design of the IoV system.

Physical Layer

(Data collection and transmission)

Processing Layer

(Data storage and analysis)

(Protection and detection)

:/‘; L/ 1y

BuUsiness Layer

(Bud_geting and pricing)

SECUrity

Service Layer

(Sensing and monitoring)

Communication Layer

(Interoperability and heterogeneity)

Figure 3. Six layered architectural frameworks of an IoV system.

2.3. Challenges in the IoV System
2.3.1. Authentication-Related Issues

A secure IoV network must be one that can authenticate the exchanged messages
inside the network [8,27]. It must not be venerable to attacks [8]. Through authenti-
cation, the correct identity of both the sending and receiving nodes in the network are
secured [27,28]. Some of the common attacks an IoV network is often susceptible to include
sybil attacks, masquerading attacks, impersonation attacks, spoofing attacks, replay attacks,
and wormhole attacks [27,28,48].

2.3.2. Privacy-Related Issues

Information exchanged in an IoV system can be personal, private, and sometimes
confidential. Such data should not be leaked or accessed by unauthorized vehicles or
participants in the network [27].
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2.3.3. Integrity- or Trust-Related Issues

From an integrity perspective, the malicious nodes modify the routing information to
misguide the genuine vehicles in the network. By integrity, we mean that data that have
been transmitted from the source node are not modified when they are received at the sink
node. In such types of attacks, the attacker somehow enters the IoV system and accesses the
packets that are being sent in the IoV network, modifies them, and sends them to the sink
node. Trust management is another crucial aspect that significantly impacts the utilization
of IoV system. With the distributed nature of its architecture coupled with high volume of
messages exchanged, the reliability of the system is often compromised [56].

2.3.4. Incentive-Related Issues

As the IoV system is improved, new technologies are integrated into the vehicular
communication, aiming to provide more efficient functionality and adaptability to the
technical challenges in the system [24]. Some of these technologies include SDN, NFV,
mobile edge computing (MEC), Al etc. These additional technologies bring about concerns
around cooperation between vehicles, impeding the accessibility of data between vehicles
for efficient data transmission and sharing. The need for an efficient incentive mechanism to
encourage participating vehicles in the network to cooperate and initiate data transmission
and sharing has now ensued.

2.3.5. Security-Related Issues

The IoV system is ladened with numerous security vulnerabilities; this is owing to its
heterogeneous nature and in combination with the ever-increasing number to vehicles join-
ing the network [45]. The traditional IoV was developed based on PKI technology [50]; this
approach results in huge communication costs [50]. In this system, authentication nodes
are centralized. These nodes have overworked, as they cannot be proxied, thereby making
it easily compromised [27,50]. Aside from authentication concerns, other security require-
ments of a typical IoV system include data integrity, data confidentiality, access control,
data nonrepudiation’s, availability, and anti-jamming requirements [45]. Addressing the
security and other concerns on IoV is critical as the threats are real. Any security breaches
or mishap could compromise the entire system. This has forced researchers into finding dif-
ferent ways in tackling these problems. One such approach is incorporating the blockchain
technology into the IoV system. The proposed blockchain technology boast promising
features that should ensure authentication, data exchange and trading, transparency, and
confidentiality to be guaranteed [56,57]. Participating nodes in the network can now utilize
blockchain’s decentralized, tamper-proof, secure, and traceable characteristics, to promote
the overall system sustainability [57].

3. Blockchain Technology

Blockchain is a recent technology that is currently finding applications in different
fields [6,58,59]. Blockchain is characterized by three unique attributes: decentralization,
immutability, and distribution [8,20,27]. Other characteristics of BC include anonymity,
autonomy, transparency, etc. [10]. The blockchain promises to adequately ensure data
security and privacy for the IoV system [8,60]. It is defined as a group of connected blocks
used to store large data and is maintained by all the participating users distributed over
the network. BC eliminates the need of a central authority, by allowing all users in the
network to generate and validate transactions directly in a peer-to-peer network [10,27].
The blocks in a blockchain are the simplest unit of a blockchain that keeps records of public
transactions that are performed, authenticated, and then stored. The recorded transaction
cannot be altered without the consent of the other participants [10]. Other components of
the blockchain technology are cryptographic hash functions, asymmetric cryptography,
transactions, and the ledgers [10]. Some of the core functionalities of a network peer in a
blockchain system includes routing, storage, wallet, and mining [61].
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The current blockchain technology was first popularized by Nakamoto [62]; though
originally intended for cash systems behind Bitcoin or cryptocurrency, the blockchain
technology has now found application in many domains, covering health, aviation, defense,
and even transport. BC is based on distributed ledger technology, owing to it being hosted
on many databases globally [63]. Earlier BC stored currency transactions of the parties
involved on distributed computers that share a similar database. These computers are
called nodes in a blockchain network [63]. BC stores information in a block-like structure
that builds up in a linear chain as blocks are added to the network starting from the
founding block [58,63]. BC technology eliminates the need for a central authority, as it
enables participants in the network to generate and validate transactions directly in a
peer-to-peer network that helps significantly lower the overall running cost and financial
and time related costs associated with the intermediate party.

3.1. Building Blocks of a Blockchain

In a BC, records of network participants are hosted in blocks of a fixed size [64]. As
blocks are added, every block provides a timestamp, and a hash of the previous block [64].
These continue and result in chains of blocks [64]. The reward could be paid by stake-
holders in the system, which could find some agreement to split the running costs of the
blockchain. The costs of running a blockchain can be extremely high, as shown in the next
section. For this reason, the paying scheme of blockchain systems that has revealed that the
greater success is the creation of new cryptocurrencies (digital currencies) [64]. Typically, a
consensus process is performed before newly built blocks are added to the blockchain [57].
The efficiency of BC is achieved by two main approaches; one way is to increase the block
size of the BC, while the other method is increasing the number of effective neighbors that
each node can connect with [65].

3.2. Types of Blockchain

Typically, blockchains are categorized based on three different categories: based
on data accessibility, based on mode of authentication, and based on core functional-
ity [10,66]. Figure 4 summarizes the different types of blockchain depending on the three
different categories.

Blockchain

ﬁl?i

[—

Figure 4. Classification of the different types of blockchain.
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Based on Data Accessibility

Four types of blockchain exist under this category. They include public blockchain,
private blockchain, consortium blockchain, and hybrid blockchain [10]. Public blockchains
are like open-source platforms without user restrictions. Endless number of participants
can submit and make transaction in the network [10,67]. They are usually permissionless
during authentication, meaning clients can download the blockchain code into their own
frameworks, change it, and use it as indicated by their own prerequisites [14,67]. Its decen-
tralization and transparency while maintaining anonymousness makes it very desirable,
though it can take longer to achieve exchange endorsement during transactions when
compared to consortium and private blockchains [67]. Examples of a public BC includes
Bitcoin, Ethereum, and Litecoin [27].

Unlike the public blockchain, the private blockchains are relatively quicker (usually
less than 1 min), because of the known and limited participants in the blockchain. In this
system, only the authorized group, whose participation has been validated, can access and
submit transactions. Hence, it often requires less time to approve transactions. It operates
under a permissioned framework, meaning that clients are authenticated and granted
access before participation [10,67]. Private BCs are best suited for semi-closed systems like
the banking sector and selected government agencies [27].

The consortium blockchains combine a group of participants and grant them access
to submit and trade on the blockchain. The groups involved in consortium blockchain
typically share common interest and work under a permissioned framework, although not
all participants can access and submit transactions as in private blockchain. Its exchange
endorsement time is somewhat quicker compared to the public blockchain [14,67]. Consor-
tium BCs are seen in Stellar, R3CEV, Hyperledger, and Ripple blockchain [27]. The hybrid
blockchain allows different blockchain types to be combined to achieve fast transactions in
a blockchain [10,66].

3.3. Consensus Algorithms

Consensus algorithms play an important role in deciding how the nodes in a blockchain
participate inside the blockchain network [8,9,67]. These algorithms ensure that there is no
presence of faulty nodes in the network [67,68]. They bring about stability and trust in the
overall blockchain by enhancing agreements between nodes inside the network [27,68,69]
and are defined as the agreement on a common value among participating nodes in a
blockchain system. Some of the most-used consensus protocols incude Proof of Work
(PoW), Proof of Stake (PoS), Proof of Credit (PoC), Alternative to PoW (AltPoW), Proof
of Authentication (PoAh), Proof of Elapsed Time (PoET), Proof of Space, Byzantine Fault
Tolerance (BFT), Proof of Activity (PoAc), Practical Byzantine Fault Tolerance (PBFT),
etc. [8,14,33,42]. Table 4 gives a summary of the different consensus algorithms and their
applications in different blockchain scenarios.

Table 4. Some of the most common consensus algorithms and their application.

Consensus Algorithm Abbreviation
Alternative to PoW AltPoW
Byzantine Fault Tolerance BFT
Byzantine Fault Tolerant Delegated Proof of Stake BFT-DPoS

Delegated Proof of Stake DPoS

Delegated BFT dBFT

enhanced PoW ePoW

Federated Byzantine Agreement FBA

Leased Proof of Stack LPoS
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Table 4. Cont.

Consensus Algorithm Abbreviation
Practical Byzantine Fault Tolerance PBFT
Proof of Activity PoAc
Proof of Acyclic Graph PoAG
Proof of Authentication PoAh
Proof of Authority PoA
Proof of Burn PoB
Proof of Capacity PoC
Proof of Coin Age PoCA
Proof of Credit PoC
Proof of Deep Learning with Hyperparameter Optimization PoDLwHO
Proof of Deposit PoDe
Proof of Driving PoD
Proof of Elapsed Time PoET
Proof of Event PoE
Proof of Importance Pol
Proof of Knowledge PoK
Proof of Learning PoL
Proof of Lock PoL
Proof of Work PoW
Proof of Stake PoSt
Proof-of-Stake Deposit PoSD
Proof of Time PoT
Proof of Useful Work PoUW
Proof of Utility PoU
Proof of Vote PoV
Proof of X PoX
Reliable Replicated Redundant and Fault Tolerant RAFT
Redundant BFT RBFT
Ripple R

3.4. Smart Contract

A smart contract is a type of BC that act as predefined program that facilitates au-
tomatic transaction in a trading system [14,70]. As a computer code, its conditions are
defined, and once met, it automatically executes the function defined in the contract or
transaction. Smart contracts enable blockchain’s ability to govern interactions among
participants independent of a trusted third party [14].

3.5. Blockchain-Based Internet of Vehicles (BloV)

Due to the inherent limitations of the IoV system to manage security and transparency,
IoV platforms are now starting to adopt blockchain for various services. Merging BC with
IoV offers solutions such as transparency, immutability, and high efficiency [8,21]. These
properties of BC provide security, preserves privacy, and guarantee confidentiality of the
IoV system [8,52]. Some of the areas where blockchain have found application in IoV
platforms include data protection and management, data and resource trading; resource
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sharing, vehicle management, ride sharing, traffic control, and forensics applications [25,27].
Integrating BC and IoV promises to address the challenges posed by the decentralized
and heterogeneous nature of IoV [16,21]. BC helps to validate the trustworthiness of
transactions by means of consensus algorithms [16]. It acts as a distributed decentralized
database by using properties such as digital signatures, cryptographic techniques, hash
function, Merkle tree root, and timestamps [52].

In a BC based IoV, blockchain data can be classified into five categories: vehicle
driving data monitored by the RSU, where dynamics monitored could include driver
behavior, speeding, etc.; (2) vehicle sensory data obtained from the internal machinery,
where dynamics could include electronics, air pressure, temperature, etc.; (3) D3 or vehicle
user-generated data, which could include voice audio recording or video recordings inside
the car; (4) vehicle insurance-related data; and (5) vehicle transactional data for users, such
as car refueling, parking, charging, car washing, etc. [71]. Most research on BC-based IoV
has been for authentication [27], although, other application areas have been identified.

3.6. Applications of Blockchain-Based 1oV for Intelligent Transportation System

Though the adoption of BC for loV-based application is still recent [10], its application
for transport management is gaining rapid attention. The application of BC in the transport
domain has been extensively reviewed by researchers [10,40,63]. In the aviation domain, BC-
based solutions have been deployed for operations and information management [72-74],
to improve trust [75]. There are considerations that have been made for its adoption [76,77],
though, others consider it is too early and that it still needs extensive research [10,78].
Another transportation domain where BC is gaining attention is the railway transport
domain [10,79], where is has provided solutions for the efficient management of the railway
system [80,81], as well as in the maritime transportation domain [82].

BC-based IoV approaches have been investigated for different IoV applications [8,27].
Some of the major application areas include vehicle management [83], vehicle platoon-
ing [84,85], forensic investigations [86,87], traffic control [88,89], resource trading and
sharing [83,90], data management [91], ride sharing [92-94], intelligent parking [95], and
infotainment [96]. Table 5 gives a summary of the different BloV applications together
with the type of BC used the performance metric used to evaluate the proposed blockchain
integration as well as the key findings.
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3.7. Challenges in Blockchain-Based IoV

Blockchain-based IoV architectures are predisposed to challenges such as security,
trust and privacy concerns, performance issues, consensus algorithm optimization prob-
lems, and a selection of appropriate incentive mechanisms [8,10,25]. Another challenge
faced by BC-based IoV systems is storage and scalability concerns [10,27,61]. Due to the
voluminous amount of data generated in IoV systems, there is usually not enough storage
capacity to accommodate these data [10]. Choosing the appropriate consensus mechanism
can be one effective way of handling the scalability issues [27]. Proof-based consensus
mechanisms do not suffer scalability concerns as individual components in the network do
not require validation. Other issues with regards to appropriate choice of consensus mech-
anisms include fault tolerance level, mode of communication, and energy consumption
requirements [27].

The use of BC introduces concerns relating to encryptions that limit access to data [10].
Private BC only permits few authorized participants into the network, and this limits access
to data. The use of public BC is limited, and often discouraged by researchers [8]. This is
due to its open nature, which ultimately impacts the privacy and security concerns of the
IoV system. Recent efforts ae now considering lightweight encryption schemes to lower
the communication overhead [8,99].

Choice of Blockchain Architecture

The appropriate choice of the blockchain platform for a particular application could
critically impact the performance of the system [105]. For multi-layered architectures,
testing utilizes several platforms that provide dedicated features to enhance adaptability.
Some of the well-used blockchain platforms include Hyperledger, IOTA Tangle, Ethereum
blockchain, etc.

Researchers are projecting that ML or AI would be an efficient solution to the many
BC-based IoV challenges [25], assisting, particularly, with the huge amount of generated
data in the IoV system.

4. Machine Learning (ML)-Based Internet of Vehicles

The use of ML has infiltrated every aspect of the human sphere. ML is a branch of
artificial intelligence that particularly focuses on the collections of learning algorithms
that enable the learning of a task [9,20]. ML gradually learns from data fed into it, like
how humans learn, without inherently being programmed [9,106]. IoV systems can be
configured to be more efficient by applying ML techniques [20]. Examples of ML techniques
that have been applied in IoV systems include support vector machine (SVM), decision trees
(DT), recurrent neural networks (RNN), and convolutional neural networks (CNNs) [20,21].

4.1. Neural Networks (NN)

NN are a sub-type of ML that adopts the human brain functionality dynamics to
learn and predict outcome from input data [9]. ML approach was popularized by the
NN after it was first proposed in 2012 [9,107]. NN are composed of neurons or nodes
interconnected in layers that perform data processing and yield outcome after learning
from input data [9]. The feedforward neural network is the simplest NN; it is composed
of a single input layer, one or more hidden layers, and a single output layer [9]. They are
configured to accept different types of inputs data and train the data to return an output as
close as possible to the desired one [9,107]. Deep neural networks (DNNs) are the more
complex NN, owing to an increasing number of hidden neurons in the layers [9]. DNNs
are capable of learning from complex data and contain large number of neurons in the
layers. The r hyperparameters that control the learning process of a DNN model include
activation functions, the learning rate, the decay, the number of epochs, the type, and the
sequence of layers arrangement [9].

The ANN was the first NN that was proposed, Consequently, numerous other archi-
tectures have been developed [9]. Some of the more popular NNs deployed for different
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ML applications include convolutional neural networks (CNNs), recurrent neural networks
(RNNSs), etc. ANNSs are nonlinear models; they are also non-parametric and are employed
to determine the approximate functioning of a system for a real-life application [107].

4.2. Types of Machine Learning Techniques

Depending on the desired task, ML can be grouped under three categories: supervised
learning, unsupervised learning, and reinforcement learning [9,20,43].

4.2.1. Supervised Machine Learning Technique

ML models that fall under the supervised learning type include random forest (RF),
k-nearest neighbor (k-NN), linear/logistic regression, support vector machine (SVM), naive
bayes (NB), and many other NN techniques [9,20]. These classes of ML work with a pre-
labeled numerical dataset [15,20,108]. The outcomes of supervised ML are often determined
with mapping functions that relate it to its input data features [20]. SL is the most frequently
used ML approach [43].

4.2.2. Unsupervised Machine Learning Technique

In this type of ML, the analysis does not rely on pre-labeled datasets but instead
analyzes the similarity and dissimilarity between data points to develop a logical pattern.
A data mining approach is favored in this type of ML [20]. Unsupervised learning requires
only the input data to give an output [64].

4.2.3. Reinforcement Machine Learning Technique

This type of machine learning is based on the interaction between the input and the
output decision through trial and error [9,109,110]. Training in reinforcement learning
requires a large amount of data, and this makes it computationally demanding [21,64]. In
RL, data is being collected from the environment, and the model learns from the collected
data and improves on its decision making. Typical application areas of RL in ML-based IoV
include routing, network resource management, content caching, and edge task offload-
ing [20]. A detailed breakdown of ML techniques classification is summarized in Figure 5.

MACHINE LEARNING

@Tﬂ

Supervised Learning

Reinforcement Learning

Unsupervised Learning

: Q-learning |, PQN.
»| Clustering |» k-means, KNN DDQON
Regression |+ svRr, NNR
: — D3,
Classification |+ svM, KNN, Dimensionality | pcp gvp *PADDPG
Reduction

Figure 5. Breakdown of the classification of the different ML approaches.

Figure 6 highlights a typical architecture of a machine learning framework for a neural
network implemented for traffic state predictions. It consists of the input layer, hidden
layers, and an output layer.
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Figure 6. A deep learning configuration for smart transport system application.

4.3. Applications of Machine Learning-Based IoV System

The use of ML in IoV can be deployed into the IoV based on the different architectural
layers. For instance, in the perception layer, ML-based application can be beneficial in the
detection of moving objects (vehicles, pedestrians, cyclists, traffic signs, road markings, etc.)
through input data from visual or sensors with high speed and accuracy [20]. Furthermore,
ML can be applied to improve vehicle position accuracy by analyzing input data from GPS
sensors and other location-based data. Such accurate and improved vehicle positioning
could potentially reduce errors and enhance location information for IoV applications.
Collision avoidance is another aspect of interest for ML-based applications in IoV. ML
model can be built from input data from radar and cameras, and the model could accurately
detect and classify stationary or moving vehicles or objects, predict their speed or trajectory,
and alert other participants in the IoV system to avoid collision and ensure safety in the
system. AV applications, in particular, have ranged from just mediated perceptions like
traffic sign recognition, the detection of the road, and lane change to real-time integrated
decision making from scene understanding [34].

Routing is another area where ML finds application in the IoV system. The ML
model can be deployed to analyze traffic patterns, road and weather conditions, and
user preferences, and make predictions for optimal route planning [111], evaluate traffic
dynamics, and make intelligent decisions. Some of the outputs of a ML-based IoV could be
in accident forecasting or prediction [112-115]. ML-based IoV applied to routing can be
effective in lowering travel time by minimizing traffic congestion [115,116] and guarantee
overall efficiency in IoV routing [117,118]. In the network layer, one way the ML-based IoV
is utilized is in network resource management. ML can enhance the selection of content
cache at the edge network by learning from input data such as traffic patterns, user behavior,
and content popularity [20,119,120]. Such intelligent decisions could yield low latency and
reduce bandwidth consumption in the IoV system.

ML can be integrated into the IoV physical, network, or infrastructure layer for effec-
tive attack, fault, and anomaly detection [20]. Data from sensors and network sources can
be monitored continuously and analyzed for the possibility of a fault, attack, or anomality in
the IoV system. This could ensure overall system security and reliability as security threats
or potential attacks, or system malfunction could be detected early and mitigated in real-
time. An anomality in an IoV system could be detected or estimated in the driver/vehicle
behavior [121,122]. Advanced ML approaches such as FL have been explored for privacy
protection in a data fusion scenario for traffic state estimation application [123]. Vertical
FL was leveraged to ensure that multiple collaborating parties could jointly train a model
without compromising or exchanging their private data. However, authors worked on the
assumptions that parties involved are honest and provided authentic and accurate data.

Table 6 provides a summary of ML-based IoV applications and their commonly
used models.
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4.4. Challenges in ML-Based IoV Applications

Most ML-based IoV applications are often characterized by several technical and
implementational challenges. We will discuss a few of those under this section.

4.4.1. Unexplainable Model Decision

ML based models make decisions that cannot be explained or reviewed [9,10]. ML
models operate as a “black box” [10,136] and do not provide any analysis as to how the
independent variables were influenced throughout the prediction process [10,136].

4.4.2. Data Scarcity Concerns

ML models work with a large dataset with good variability to efficiently extract
meaningful patterns and output accurate results with meaningful generalization [9,20]. This
phenomenon often results in long processing times, network delays, and communication
issues. Another issue with large data is the challenge of scalability and trust in the relayed
data [20].

4.4.3. Latency Concerns

Most ML-based IoV applications require real-time or near-real-time decision making.
In V2I and V2V communications for intelligent transportation systems, real-time decisions
are critical for effective application. Hence, latency is a considerable challenge for several
machine learning applications [43].

4.4.4. Security and Privacy

With the advent of big data came the accompanying security risk breaches [43]. Data
privacy and security is critical in IoV applications. Since ML algorithms process whatever
input data they are fed, events where corrupted and unsecure data are processed by ML
would yield unfavorable outcomes. Input data to the ML algorithms must be secured
and incorruptible. BC has been shown to address some of these data privacy and security
concerns [10,43,48].

Machine learning-based solutions promise great exploits for augmenting the function-
ality and security of blockchain-enabled IoVs. The key features of both technologies could
be harnessed in a complementary manner to analyze data, optimize operations, enhance
trust, and guarantee a user-friendly IoV system [20,43]. They can also unlock a new array
of technological opportunities for safer, more efficient transportation networks. As research
further evolves in this field, it is expected that the synergy between machine learning
and blockchain would be tapped to reshape the future landscape of smart mobility and
autonomous driving, paving the way for intelligent, interconnected vehicles that prioritize
safety, sustainability, and user experience.

5. Convergence of ML and Blockchain in IoV

Researchers have alluded to the tremendous benefit of convergence in technology [9,16,21].
Convergence is the merging of know-hows, features, related tools or methods of different
technologies to solve a more critical problems, discover technologies, and optimize existing
methodology [16]. Convergence often results in the birth of new technology, devices, or in-
dustry [10,16]. It forges innovative endeavors, across different domains and helps improve
overall individual performance and developmental growth. Technological convergence
(TC) as a concept is credited to Nathan Rosenberg in 1960 before it was further developed
in 1991 by Kodama [137,138]. TC brings together ICT, digital information, science, and
electronics [16,137]. Particularly for the IoV domain, integrating BC and ML together could
potentially force a paradigm shift in the IoV domain [9,10]. The integration of ML together
with blockchain into the IoV domain could potentially solve IoV issues including secu-
rity, latency, consensus, scalability, and interoperability [8,9]. The attributes of individual
technology can be leveraged in a complementary design to improve the IoV system. The
resulting application from the merger can be disruptive innovation that can open new
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Features of
Blockchain

opportunities for businesses and industry. Figure 7 illustrates the beneficial contribution of

the convergence of BC and ML to IoV applications.
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Figure 7. Summary of key contribution of blockchain and machine learning in IoV. Adapted from Liu
et al. [139].

5.1. Prospects of ML and BC Convergence for IoV System
5.1.1. Traffic Incidence-Related Applications

ML and BC have been integrated for traffic incident detection [105]. In this study,
the authors proposed a framework to manage traffic incidence and provide evidence for
road accidence situations. The combination of cooperative event correlation and trust
model (Long Short-term Memory (LSTM) and Bayesian model) was employed to predict
the next event label at vehicle based on past sequence, while a three-layer hierarchy
blockchain framework was incorporated to enhance the security of the traffic incident
reporting application. Compared to existing approaches for traffic incident management,
the study reported that average network overhead was lowered by 66.24%. The authors also
highlighted the significance of the ML (LSTM) approach by comparing the performance of
the approach with and without the machine learning in terms of the system overhead.

In a similar study for effective traffic flow predictions, Qi et al. [140] proposed a
consortium blockchain-based federated learning framework. The authors leveraged a
dBFT-based consortium blockchain to develop a decentralized FL framework. While the
blockchain provided a secure defend against poisoning attacks, the FL approach ensured
the protection of the privacy of the vehicle data. The results shows that effective robustness
to data and poisoning attacks. Furthermore, the study illustrated the impact of blockchain
integration by comparing model performance that integrates blockchain and without
blockchain. As seen in Figure 8, blockchain incorporation into the proposed scheme
ensured that attack success rate (ASR) stayed minimum, compared to the scheme without
blockchain, thereby showing the efficacy of blockchain integration with machine learning
methods in achieving the optimization of IoV applications. A similar thread has also been
highlighted for autonomous driving applications, where blockchain proved robust against
a malicious attack with increasing node participation [141]. This is illustrated in Figure 9. It
can be noticed that as the number of nodes increased, the success rate remained constant
with the proposed blockchain approach, while the collective learning without blockchain
showed a decline in the success ratio as the nodes increased.
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Figure 8. Comparison of the impact of blockchain on the different proportions of malicious vehicles
on the attack success rate (ASR). Adapted from Qi et al. [140].
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Figure 9. Comparison of two approaches with blockchain integration and without blockchain inte-
gration for autonomous driving lane change application. Ratio of successful driving with malicious
nodes. Adapted from Fu et al. [141].

For other traffic scenario applications, the DL approach has been combined with
blockchain to enhance cooperative positioning for vehicles [142]. The authors reported
a robust and secured framework with improved distance prediction performance. FL
was deployed in convergence with blockchain for the effective privacy preservation of
traffic data [143]. The proposed model showed improvement in terms of model accuracy,
computation overhead, and effective consensus mechanism in securely preserving the
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privacy of traffic data. Similar findings were observed for the applications to ensure a
decentralized traffic information collection system [144], for crowdsensing traffic data
collection in 5G IoV systems [145], for efficient crowdsensing traffic data management [146],
for effective real-time traffic prediction [147], and to achieve a secure incentive-enabled
traffic information-sharing scheme [148].

5.1.2. Intrusion Detection Systems

An efficient vehicular network’s infrastructure requires that it is built securely and
free from attacks. The increased usage of electronic software has evolved into a surge of
constant cyber-attacks, thus making the security of these network of paramount importance.
Researchers are now finding ways to leverage the convergence of BC and ML to address
this critical challenge. Rajan et al. [149] proposed Blockchain-based Multi-Layer Federated
Extreme Learning Machines (MLFEM) to enhance an intruder-safe system for secure data
transfers. The authors employed FL to develop the MLFEM scheme hosted by the RSU
and connected vehicles to achieve efficient resource use without sacrificing security, while
blockchain is utilized to record and share training models. The results show that the
proposed algorithm after testing on a real-time dataset was able to detect different scenarios
of attacks to an accuracy of 98%. Ferrag et al. [150] proposed an IDS that integrates BC and
ML for an effective cyber security system against the electricity grid. The authors deployed
a recurrent neural network (RNN) for the detection of fraudulent attacks and any network
attack to secure a blockchain-based energy network. A PBFT algorithm was used for the
consensus mechanism and the authors reported improvement in the results.

5.1.3. Privacy Protection

Wang et al. [143] proposed a BPFL scheme for preserving the privacy of sensitive data
in the IoV by means of FL. In this study, Multi-Krum technology was applied to achieve
distributed verification and filtering at the ciphertext level. A consortium-based smart
contract was used to facilitate the privacy protection by incorporating model verification
and a filtering mechanism. A total of 500 clients were selected for the experiment and
simulation was performed on the Go (v-1.10.3) platform. The authors reported model
performance based on model accuracy, the computation overhead of the verification, and
the effectiveness of the incentive mechanism. The proposed model, through its distributed
parallel verification mechanism, improved the accuracy of the model, lowered the runtime
overhead of the verification contract and effectively managed nodes allocation and honest
behaviors of the FL nodes joining the system.

He et al. [151] proposed a fully decentralized ML system combined with FL and
then integrated it with a blockchain for the privacy preservation of CAVs. The authors
developed a Bift model that enabled a distributed CAVs to train ML models locally their
own driven data, using their own while a Proof of Federated Learning (PoFL) was used
as the consensus algorithm to resist a security breach in the system. Their results showed
that Bift model achieved superior performance in terms of privacy preservation, storage
system, and consensus algorithm. Other privacy-preserving approaches have been explored
integrating ML and BC for an efficient learning, and data-preserving applications have
been reported [152-154], with all showing varying success in the different applications.

5.1.4. Cross-Domain Object Detection, Knowledge Sharing, and Training for
Autonomous Driving

A model-sharing approach was developed for training autonomous cars [155]. A
YOLOvV2 model was designed to enhance the performance of autonomous driving in cross-
domain object detection. The authors applied DTL for training the car with a blockchain-
enabled MEC technology. BC provides the reliability of model sharing by means of con-
sensus algorithm while MEC enabled low delay and real-time computational strength.
Simulations were carried out on a public dataset and the results indicate that the proposed
model achieved better efficiency and reliability. Blockchain has also been integrated in the



Future Internet 2024, 16, 449

30 of 43

learning process of autonomous cars to enhance knowledge sharing [156]. In this study,
the authors proposed the concept of collective learning, where the entire car produced in
a batch could be trained simultaneously using RL simply by training only one car and
subsequently using BC to share the knowledge with other cars. The authors concluded
that integrating blockchain features to the ML training of autonomous vehicles enhances
its efficiency and optimize the training process. Similar studies have considered different
framework for efficient knowledge sharing applications.

Chai et al. [157] developed a hierarchical blockchain-enabled federated learning al-
gorithm for effective knowledge sharing in intelligent vehicles. By using a hierarchical
blockchain framework coupled with a hierarchical FL framework, the authors were able
to reduce the computation consumption and improve the learning accuracy and overall
efficiency of the system. Lu et al. [158] combined the DAG-based blockchain together with
asynchronous FL scheme to develop an effective data sharing framework for IoV. In this
study, an asynchronous federated learning mechanism enabled by Deep Reinforcement
Learning (DRL) was utilized for effective node selection, while the blockchain ensured the
reliability of shared data by executing a two-stage verification process. The authors reported
higher learning accuracy as well as faster convergence of the overall process. Similar stud-
ies include efficient traffic data sharing [153], blockchain-based collective learning (BCL)
framework for autonomous lane-changing systems [141,159], effective learning framework
for autonomous cars for efficient heuristic service in the supply chain industry [160], and
efficient adaptive sharding to enhance driving experience [161].

5.1.5. Content Caching

In the Cognitive Internet of Vehicles (CloV), user experience is improved by means of
content caching. It brough about added features such as vehicle-deployment monitoring
and resource allocation. Through content caching, cognitive engines can gauge the content
requirements of users and provide such content to requesters. In this application, privacy is
paramount to both users and requesters as there is a possibility of data leakage. In a bid to
address that, Qian et al. [162] proposed a blockchain-based privacy-aware content caching
approach in CloV. ML provides the perception through deep learning by learning the need
of the participating vehicles, analyzing such perceptual data and sending feedback to the
system. Blockchain is used to ensure secured content sharing transactions. The authors
analyzed the performance of their approach by the cache hit ratio under different Zipf
parameters as well as under different vehicle requesters. They reported that the proposed
approach’s content caching was superior to the traditional content caching scheme. Shen
et al. [163] proposed a privacy-protecting predictive cache method based on blockchain and
machine learning (BML-PPPCM). BML-PPPCM provides a method for obtaining services
by broadcasting cached data via CPs to reduce query requests. In this study, the authors
implemented a Bi-directional Long-Short Term Memory (Bi-LSTM) model is to enhance
query prediction, before a deep Q-learning (DQN) was utilized to determine the optimal
cache decision.

Blockchain was used to improve system protection by securely storing the transaction
and trust data. The authors compared simulated results with similar studies and found
that the newly proposed BML-PPPCM achieved a higher cache hit ratio and a better
malicious response than other similar schemes. By integrating BC and ML, this study
showed improvement in the privacy protection and suppression of malicious and incentive
denial of service attacks. A permissioned blockchain was employed to address the trust
issues in content caching [164]. The authors applied a lightweight Proof-of-Utility (PoU)
approach that served as block verifier selection metric while a e DRL provided the output
for intelligent content caching. The results tested on an Uber dataset showed that the
proposed scheme attained better performance when compared to existing approaches.
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5.1.6. Secure Energy-Trading System

Electric vehicles (EVs) in the IoV system require charging to be operational. During
their charging regime, they establish a vehicular network (VN) that connects them to
charging stations, roadside units (RSU), and other EVs. Participants in this VN share,
among other things, road and weather information, nearby charging EVs stations, and
other important information in RSUs. This predisposes them to issues such as privacy, trust,
or the inefficient use of shared information. To address all these, researchers are exploring
different approaches for privacy-preserving solutions.

Ashfaq et al. [165] proposed a blockchain-based secure energy-trading system that
integrates machine learning for optimal energy trading scheme. In this study, the k-NN
algorithm was used to calculate the shortest distance between a charging station and
an EV, while the blockchain provided a solution to the transaction redundancy problem
through a hashing algorithm. The authors report that the proposed mechanism enhanced
evaluation of the energy request by an EV and suggested the amount of energy and the
closet available at the charging station. A summary of all the different IoV applications
where technical solutions is provided by the integrated approach involving blockchain and
machine learning towards an improved ITS is provided in Table 7.
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6. Discussion and Future Directions
6.1. Consensus Algorithm

A consensus algorithm is defined as a mechanism through which agreement is attained
between nodes in a distributed system. This process ensures that system reliability is
obtained even when dealing with malicious or faulty nodes from different networks [167].
An event leading to a failed consensus between the nodes is called “fork” [167]; this
occurs when no agreement is reached by the different nodes in a network. For integrated
applications of ML and BC, some of the utilized consensus algorithms includes PoK, PoC,
PoFL, PoS, and PoU, among others [164].

6.2. Federated Learning

FL is a type of machine learning strategy that is distributed in its approach, where
models are allowed to be trained over decentralized devices or servers while keeping local
data [8,39,168]. In FL, participants collaboratively receive a global model obtained from the
central server, train the model locally, and submit local update to the central server without
releasing the raw data [140]. The aggregates from all the local model updates are then
collected by the central server to form a new global model [140]. This process continues
repeated until convergence is achieved. This FL approach has enabled the removal of
privacy threats for vehicles by performing TFP tasks locally, though FL still heavily relies
on the central server to collate and manage the local model update [168]. FL was developed
by Google in 2016 to solve the problem of data integration in vehicular networks [140].
One of the shortfalls of FL system is that model updates are obtained from centralized
sources—the global server. This makes the system vulnerable to attacks such as single-point
failure [39].

6.3. Challenges and Considerations
6.3.1. Communication Overhead Cost for FL

For most applications, FL has shown promising success with regard to model accuracy.
In Figure 8, Rajan et al. [149] compared its performance to a traditional ML approach. It
shows that FL was more effective in addressing IDS problems. However, the communi-
cation overhead cost for FL is somewhat expensive [158]. This has an overall impact on
the performance of the FL-enabled framework. To mitigate that, effective algorithms and
frameworks that would lower the communication overhead could be developed.

6.3.2. Scalability Issues in Blockchain-Based IoV

The problem of scalability arises as [oV system expands and the number of vehicles
begin to increase, leading to increased number of blockchain nodes as well [8]. Other factors
that affect scalability include block size, the number of transactions, and the consensus
protocols employed [8,169]. Latency also experiences increment as vehicles are added
into the IoV system. Protocols that seek to address scalability issues in IoV systems often
make tradeoffs between solutions, which leads to an increase in latency at the expense of
high scalability. Finding optimal solutions would involve developing efficient consensus
algorithms designed towards improving scalability in the IoV system.

6.4. Performance Evaluation Metrics

For most applications of IoV, some of the metrics used to evaluate a blockchain
performance include time, cost, key transfer time, power, reputation value, detection rate,
utility, detection accuracy, throughput, end-to-end delay, packet loss ratio, energy, and
network congestion [28]. Time is the more favored metric for BC performance, and the
interval with the average execution rate is 70-80 s [30]. Particularly for data and information-
sharing applications where data privacy, learning accuracy, and the participation of the
vehicles are explored, the performance criteria that researchers try to evaluate include model
accuracy, computational overhead, and the effectiveness of the incentive mechanism [143].
The apprehensiveness of a consensus mechanism can be evaluated by two approaches; the
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first is the communication rounds and accuracy approach, and the other approach is by
evaluating the block confirmation delay [153]. Other evaluation metrics for blockchain
and ML integrated applications include security, communication cost, anonymity, attack
probability, average transaction confirmation time, and average transaction speed [148].

6.4.1. Cache Hit Ratio

The cache hit ratio is an important indicator in privacy-preserving applications [163].
Higher values of the cache hit ratio indicate less possibility of privacy leakage.

6.4.2. Throughput

Throughput is determined by the ratio of the number of trusted data to the number of
services requested [163]. It is measured in transactions per seconds (TPS) and reveals the
number of transactions processed by the blockchain network during a testing cycle [147].

6.4.3. Packet Delivery Rate (PDR)

PDR [170] is the ratio of the total number of data packets successfully received at the
destination pt to the total number of data packets coming from the source node.

6.5. Future Directions

The paradigm of ML-assisted blockchain IoV applications promises groundbreaking
and cutting-edge research prospects. It allows for leveraging the strengths of both tech-
nologies in overcoming the inherent limitations of individual technologies. Some of the
identified prospective research areas are enumerated below.

6.5.1. Incentive Mechanism Exploration

Future research should investigate different combination of ML algorithms, and BC
incentive mechanisms can be explored to achieve optimal efficiency in terms of energy
cost and computational complexity. In AV applications, reinforcement learning can be
integrated with heuristic search methods to enhance the routes planning for self-driving
cars in the IoV system for supply-chain applications. Furthermore, a more efficient IoV
system can be developed by exploring BC-enabled data collection set-ups, and such secure
and reliable data can be utilized to train ML models in autonomous vehicles. This approach
could greatly improve overall system performance.

6.5.2. Further Integration with Novel and Complementary Technologies

The convergence of ML, BC, and IoV promises great potential as a remarkable tech-
nological breakthrough. However, further improvement can be attained by combining
this achievement with other cutting-edge technologies. Some of these high-end technolo-
gies include digital twins, MEC, Fog computing, etc. [171-173]. Consequently, future
research efforts should be directed towards discussing the potential of integration with
other cutting-edge technologies for improvement in intelligent transportation systems.

6.5.3. Exploration of Node Selection Mechanisms

Frameworks that are use-specific are evolving in the IoV integration of BC and ML.
For example, approaches such as hierarchical FL, asynchronous FL, Opportunistic FL,
and synchronous FL have now been proposed to enhance performance and optimize the
FL deployment [153,157,158]. A similar development is witnessed in the deployment of
consensus algorithms. Some of the recently developed consensus algorithms include Proof
of Federated Learning (PoFL) [151], BFT-DPoS [153], PoU [164], etc. These have all shown
to be effective in their application. Future studies could develop novel and innovative
algorithms and adaptable frameworks for optimal implementation. There is also a need
to optimize the mechanism of node selection [153]. Solutions that consider factors such as
energy consumption, scalability, communication cost, computational cost, and the overall
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system running time should be explored in future studies. This will lead to enhancements
in system applicability and performance in ITS.

7. Conclusions

In this review article, we have provided an overview of IoV, blockchain, ML, and the
intersection of these three fields. The benefits to the transportation system while trans-
forming from the traditional, unintelligent, and isolated VANET system to the new smart,
intelligent, and multi-connected one have been expanded. The applications of the conver-
gence of BC, ML, and IoV were also cataloged. The major objective of these applications are
traffic-incidence management and reporting, safe and secure data and knowledge sharing,
intrusion and fault detection, and optimal resource allocation, among others. Now, the
studies predominantly reported have been simulations, and no real-life application has
been deployed yet. Future research should focus on real-world applications and testing.
Though research into the integration of blockchain and machine learning for IoV is still
very recent, its promises to revolutionize the field of the intelligent transport system. It is
expected that passengers, pedestrians, vehicle vendor companies, transportation agencies,
and emergency service providers are among the parties that would leverage these massive
innovations and real-time services provided in IoV.
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