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Abstract: From time to time, a series of unpredictable and conflicting contingencies can lead to
angular instability of the power system and even blackouts if not adequately handled by an out-of-
step (OOS) protection system. The key contribution of this research work, to the theory of out-of-step
protection, is the identification and isolation after a given disruption of many unstable swings. This
paper presents a proposed method to avoid false operation for distance function by out-of-step
blocking to improve the system stability by using optimally placed PMUs for the fast detection
of system analogue quantities. The studies were performed on a modified Eskom transmission
network in the Western Cape with 765 kV and 400 kV voltage levels. The aim is to investigate the IEC
61850-90-5 standard for predictive dynamic stability maintaining systems using PMUs for out-of-step
conditions of synchronous generators. The power system modelling and simulation are performed
in the RSCAD-FX for the proposed multi-area power system network. An experimental lab-scale
implementation is built to test the proposed out-of-step algorithm in a real-time digital simulator.
Software-based PMU is incorporated to test and validate the IEC 61850-90-5 standard sampled values.
Simulation and experimental results are presented.

Keywords: out-of-step protection; dynamic stability; rotor angle; phasor measurement unit;
IEC 61850-90-5

1. Introduction

The power system is often subject to numerous disruptions during steady-state activity,
which leads to voltage instability. System engineers and developers are trying to develop
the most robust power system structure capable of dealing with all potential contingencies.
There is, however, a slight risk of contingencies where an unexpected scenario of complex
events can contribute to power system instability. As an out-of-step regime, angular
instability is one of the most dangerous states of instability in the power structure. Due to
the limited capacity of the transmission lines, the short circuits, and the lack of generation,
the generated power cannot be successfully transmitted to the load. Then, some parts of
the power system generator continue to operate asynchronously with the remaining part
of the system in response to the generation/load imbalance.

The out-of-step condition cannot be sustained for a long duration as it may pose a
negative impact on the power system equipment and its integrity. The last resort to prevent
a potential power grid from failing is the regulated blackouts of the network into many
electrically separated islands. The goal of this division is to try to maintain the balance
within each island [1]. At their inception, power systems were designed to transmit power
to places geographically close to generation stations. This feature made power systems very
stable, which means that power systems worked well beyond their stability limits. A small or
significant disruption would not disrupt the system, nor would the ability to produce power
be affected. As the use of electrical power became more widespread in the early twentieth
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century, the need to transmit power over long distances became inevitable. This, along with
the rise in network size, has changed the way power systems are run. Power grids are now
being forced to run closer to their reliability limits. The higher the energy demand, the higher
the increase in production, and the lack of new transmission lines has caused the system to hit
stressed conditions more frequently and the system to collapse [2].

Government agencies have imposed restrictions on power utilities and system opera-
tors to comply with regulations that seek to guarantee the reliable operation of the bulk
power system. This is one of the reasons why, in recent years, the control and security of
the network have become an important area of research. New and more precise protection
philosophies and operational guidance are being applied around the grid with the develop-
ment and implementation of phasor measurement units (PMUs). The concept of a phasor
synchronized with the power system was introduced in the 1980s and standardized for the
first time in 1995 with the IEEE 1344 standard (Martin, 2011) [3]. In 2011, as a result of joint
work between IEEE and IEC, IEEE Standard C37.117-2007 [4] was split into two parts, IEEE
C37.118.1 [5]: the structured way of calculating the synchrophasor and IEEE C37.118.2 [6]:
the data transfer criteria stated. The establishment of this task force marked the formal
beginning of the IEC TR 61850-90-5 [7] production, which was first published in 2012.

The generator rotor speed has a significant contribution to the apparent power sup-
plied by the synchronous machine to the power system. Its function is to dive and accelerate
the electrical torque which in turn produces the electrical power. When a pole slipping
occurs in the generator, the machine will fall out of synchronism with the rest of the power
system and the rotor will be purely driven by mechanical power; as the rotor speed in-
creases, the rotor angle also mis-aligns. Thus, the study of the electromechanical oscillations
inherent in the power system is referred to as rotor angle stability. The key question to be
answered is how the rotor angle varies in response to a change in power output because,
under normal stable operation, the rotor angle does not change:

• The network’s synchronous machines all run at 2πf electrical speed.
• The phase angle between all machines’ internal electromagnetic forces is constant,

hence the term synchronism.
• All mechanical and electromagnetic torques operating on the spinning masses of the

synchronous machine are equal.

The primary considerations in rotor angle stability studies are to ensure that syn-
chronous generators are in synchronism, that all generators’ electrical speeds are similar,
and that appropriate damping is available if oscillation occurs. The rotor speed is investi-
gated to see if there is an imbalance between the mechanical and electromagnetic torques.
An imbalance is common in the event of a disturbance and, if not resolved promptly, might
cause the synchronous machine to overspeed. When a disturbance is present, oscillation can
be reduced by reducing active power generation, providing dynamic brake resistance when
the power supply is abundant, or shedding a load when the power supply is scarce [8].

As briefly covered above, dynamic resistance braking, excitation, fast valving (i.e., re-
ducing the mechanical torque as quickly as possible), a power system stabilizer, generation
tripping, and load shedding are some of the control techniques needed to stabilize a power
system for transient or small-signal stability [8].

It is possible to see a decrease in synchronizing torque, which causes the machine to
move out of step, as well as a decrease in damping torque, which might result in expanding
oscillations, during small-signal stability events.

• Large (disturbance rotor angle stability or transient angle stability): 3 to 5 s following
the disruption. What is noticeable during these events is that voltage-sensitive con-
sumers may be impacted by generators that desynchronize and huge angle swings
that cause voltage dips.

Power swing detection approaches rely on the observation that the alteration in
apparent impedance, as seen by the relay during a power swing, is gradual in comparison
to the abrupt shift that occurs when a fault occurs in the system. Historically, power swings
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have been detected using traditional methods such as double blinders, concentric polygons,
or concentric circles [9,10]. Figure 1 is an instance of an out-of-step element employing
concentric polygons.

Figure 1. Impedance-based OOS characteristic using concentric polygon.

The (IEEE Power System Relaying Committee, 2005) [11] reports that, in many appli-
cations, the necessary settings for the power swing blocking (PSB) and out-of-step tripping
(OST) elements could be difficult to calculate. To calculate the fastest rate of potential power
swings, detailed stability studies with various operating conditions must be conducted
for these applications. Actually, some transmission line relays may operate for stable
power swings for which the system should recover and remain stable. The committee
complicates matters further when it writes that, during OOS conditions, instantaneous
phase-overcurrent relays can operate if the line current during the swing exceeds the relay’s
threshold setting. Likewise, the ones with directional elements will operate if the swings
surpass pickup and polarizing voltage settings; however, the time-delayed ones are less
likely to operate, although this is dependent on the time-delay setting of the relay and the
current magnitudes of the swings.

The working group emphasizes that impedance relays respond only to positive-
sequence quantities. During an OOS condition, the positive-sequence impedance seen at
a line terminal changes as a function of the phase angle d, amongst the two equivalent
system sources. The distance relay elements most vulnerable to trip during a power swing
would be Zone 1 distance relay elements, with no deliberate time delay; therefore, the
use of concentric characteristic schemes may help prevent such maloperations as these
schemes are capable of detecting and checking the power swing condition before any of
the impedance tripping zones is entered which permits the tripping elements to block if
desired. However, on heavy-loaded transmission lines, this concept may have a drawback
due to load encroachment as this will limit the reach of higher impedance zones.

When utilizing the impedance-based approach, the lowest recorded impedance value
seen throughout the swinging phase can be employed to ascertain the electrical swing
centre during oscillations. If the measured impedance remains within the specified range
for a predetermined duration, an out-of-step condition is identified, and the distance ele-
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ments are deactivated [12]. The out-of-step blocking (OSB) element is commonly assigned
the ANSI device number 68. Out-of-step tripping (OST) techniques are implemented to
safeguard the power system in the event of unstable power swing situations by initiating
separation at pre-set ideal points. The OST element is commonly assigned the ANSI device
number 78. The conventional approach for detecting out-of-step tripping (OST) involves
the employment of a trip duration timer. This timer must reach its expiration point before
the block duration timer, precisely when the impedance exceeds the inner characteristic
(Appendix A). However, this technique is susceptible to network reconfiguration and
changes in load or generation, as it requires specific settings. These settings should be
computed offline, as their calculation necessitates extensive system studies and cannot
accommodate real-time changes in the network [9].

Various OOS detection methods have been proposed in the literature. Table 1 provides
a concise overview of the current strategies employed in the industry and suggested tech-
niques found in the literature for reliably identifying an out-of-step (OOS) state. Also, the
benefits and specific constraints of the methodologies are emphasized. The local measure-
ment detection systems have the option to utilize various monitoring techniques, such as
angle-based algorithms, V cos algorithm, energy function-based methods, integration of the
differential protection technology, distance algorithms, pulsation detection, identification
of the presence of multiple frequencies, and utilization of artificial intelligence [13].

Table 1. Present OOS protection strategies and approaches found in academic literature and industry.

Approach Method Benefit Drawback

Conventional approaches (no
predictive properties)

Angle-controlled OOS protection
[8]

More secure and faster than
impedance-based OOS

Needs predetermined settings
and cannot adapt to system

reconfigurations

Impedance-based OOS [14]
Depending on the application can

distinguish between stable and
unstable swings

Difficulties in detecting very fast
swings and needs extensive

analysis to set blinders

Superimposed current detection
[15] Ability to detect very fast swings Highly dependent on the

estimation of swing centre voltage

Local measurement-based OOS
approaches

OOS detection based on faster
than real-time [16]

Offers highly rapid out-of-step
detection and forecasts the

potential instability of a swing

Requires detailed knowledge of
generator parameters

OOS based on power time curve
[17]

A detection of instability is made
directly from measurements

Can only be applied from
generator terminals; no predictive

properties

Lyapunov function-based
detection [18]

The approach demonstrates
exceptional performance in OOS

detection

Significantly dependent upon the
estimation of swing centre voltage

OOS detection based on
wide-area information

Predictive OOS detection based
on synchrophasors [proposed

approach]

Enhances the current OOS
protection, offers a more secure
and dependable operation than

the present techniques, and
possesses predictive properties

Ineffective in detecting
non-oscillatory unstable swings

Clarke transform-based detection
[19]

It has been prototyped in an
actual industrial system and

offers stingless OOS protection

OOS detection speed is not known
and has no predictive properties

OOS detection based on
PMU-determined impedances

[20]

This method is more reliable and
provides faster detection than

conventional solutions

Requires a step change in the
network to determine network
impedances for OOS detection

and is not predictive

Out-of-step protection based on
discrete angle derivatives [21]

The method does not require
predetermined settings and

provides faster and more reliable
OOS detection

No predictive properties

Voltage fluctuation-based OOS
[22]

The method exhibits fast detection
of instability

Requires a high level of network
observability and has no

predictive properties
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In an earlier study, [23] explored new adaptive OOS detection through neural network
techniques using a stochastic backpropagation training algorithm. The principle used
prediction from various line outages whereby sample values are computed to obtain ideal
discrimination results simulated at five different stages to enhance the response of the
relay under varying network conditions. The author further acknowledges that there are
many benefits of using neural networks for OOS prediction known to literature, as the
schemes provide a capability to trigger early isolation for non-recoverable swings while
avoiding tripping for recoverable ones. The researchers insist that, for certain cases, the
algorithm adjusts the optimal output in the training set which then leads to a different
decision boundary for the neural network trained from this data, which thereby reduces
a large percentage of trips to no-trips causing the scheme to have less false trips. This is
realized by classifying a region with “trip” to 1 and the region with “no-trip” to 0; then, the
algorithm will compute and check the neighbours of every trip to weigh the probability of
the present OOS condition; if at least two of the number of “no-trips” surround a “trip”,
the target trip output will be modified to no-trip.

Additionally to the methods listed in the comparative table, some recent work on
OOS protection based on local, bay level, measurements include [24,25]. These methods,
however, can only be applied on generator terminals since they require direct input from
generator measurements. Analysis from [26] reveals that it is not necessary to monitor the
frequency deviation of the voltage on the local bus to enhance the higher probability of
OOS detection; the authors suggest an implementation of a new frequency difference-based
scheme for a multi-terminal transmission system.

The algorithm uses three criteria for an OOS detection to be performed; the first works
such that the threshold value for frequency difference concerning current and voltage at
the local bus has to be known; secondly, the frequency of the remote and local terminal
should deviate inversely; a regression coefficient is utilized as an indicator for that situation.
The third one checks whether the frequency differences between the local and remote
ends exceed the threshold to avoid a false signal; it also validates whether the signs of the
frequencies are opposite. This approach is said to be universal, as it can handle almost
all of the complex situations that could be presented by OOS. An adaptive OOS relay
design and application that utilizes an equal-area criterion and is based on wide-area
measurements had already been proposed over 30 years ago [27]. To function, this method
necessitates complex operational studies and requires the comparison of measurement data
with pre-stored network, generation, and load data, as well as breaker and line data.

According to [28], synchrophasor measurement began in 1986 with attempts to inves-
tigate whether power system stability monitoring and protection can be enhanced. The
authors highlight that, indeed, the application of phasor measurement units has enhanced
the bulk power system protection whereby the available system quantities such as bus
voltage magnitudes, real and reactive power flows and injections, and status of the breaker
are measured to estimate the state of the system often referred to as “state estimation
algorithms”. However, Ref. [29] argues that the application of PMUs dates back to the early
1980s when measurements were carried out between Montreal and SEPT-ILES for voltage
phase angles, and Bonomi’s parallel efforts in 1981. Nonetheless, the PMU technology
available today was then used by Phadke et al. in 1986 to shed new light on synchronized
clocks which the previous studies did not completely address. The authors of [30] that it is
important to note that PMUs promote ground-breaking solutions to conventional utility
problems and give power system engineers a wide variety of potential benefits, including
but not limited to improved precise snapshots of post-disturbance analyses which are
obtained through GPS synchronization and advanced protection may be applied based on
synchronized phasor measurements, with options to enhance the overall system response
to disastrous events. These authors further concede that PMUs exhibit optimal benefits
when incorporated with FACTS controllers to mitigate sub-synchronous oscillations by
employing global positioning satellite systems to transmit satellite positional coordinates
from which GPS may be used to determine the location of a receiver station on Earth.
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In more recent years, several effective methods have been developed for the detection
of OOS conditions based on wide-area information—some of the most notable work
includes [22,25,31]. However, all of these methods depend on measurements taken directly
at the generator terminals or the matching high-voltage terminals. The lack of coverage
of phasor measurement units (PMUs) in a big power system is commonly disregarded,
which makes it difficult to implement the developed methodologies in real power systems.
IEEE Std C37.118-2007 for synchrophasor measurements highlights that although different
vendors are given commercial platforms to compete against each other they are guarded
under the same standard to promote the use of technology through consistency and create
confidence among users while adhering to assurance conformance.

The introduction of IEC 61850-90-5 has gained enormous interest amongst protection
engineers as it has made it possible to locally measure both magnitude and phase electrical
quantities since it incorporates phasor measurement units (PMUs) that can be optimally
placed in the power system. A more systematic and theoretical examination of the IEC TR
61850-90-5 standard has been studied in the literature, where they searched for a suitable
indicator that would indicate the occurrence of a disruption with a slow onset of 5 s to 10
if an out-of-step condition emerges in a loop or a mesh network connecting two or major
power systems. When an OOS is detected, the program can prevent the OST situation
from occurring by separating the system at a specific point. An out-of-step state can be
established, and the out-of-step condition can be avoided by eventually separating the
system at a specific moment.

In this paper, we describe the novel online detection of out-of-step conditions utilizing
PMU-determined system synchrophasors. This scheme uses phasor measurement data
collected at the Palmiet pump storage generating station busbar, a test model of the South
African utility transmission network. The phasor measurement unit (PMU) is configured to
transmit voltage and current sampled values to the SEL-421 protection device for its local
portion of the power system (Area 3). If the angles seen by PMU surpass a pre-defined
value, the IED will decide that there is an out-of-step condition, thereby triggering the
relevant circuit breaker. However, it is important to note that remote area monitoring
and testing are not possible for this study as the practical testing involves a lab scale test
bench, and wide-area networking involves multiple stations to be tested, which may be
only possible practically in industrial applications where remote sites are available for
commissioning and testing.

2. Proposed Algorithm

The algorithm that has been developed is based on the premise that the aggregate
system can be simplified by employing the conventional assumption that high grid inertia
with minor variations is no longer valid in power networks with significant RES shares.
This is crucial, as it sets the stage for understanding the subsequent challenges related
to frequency dynamics and power system stability. The lack of rotational inertia in RES-
connected devices affects frequency dynamics and power system stability. Understanding
and addressing these issues are essential for ensuring the reliability and security of power
systems with a substantial share of RES as outlined in [32]. This is founded on the widely
recognized power–angle curve and the stability phenomena of the power system under
an out-of-step condition. This assumption suggests that a multi-machine system can be
divided into area groups cantered on a tie line. The parameters δ, ω0, H, Pm, and Pe
can be used to reduce the simplified two-machine system that was constructed around
the observed tie line to a single-machine infinite equivalent system. With the classical
representation, the generator dynamics can be depicted by swing Equation (2).

2H
ω0

d2δ

dt2 = Pm − Pe (1)

where
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H is the inertia constant, ω0 is the angular velocity of the machine, δ is rotor angle, Pm
is the mechanical power, and Pe is the electrical power.

The inertia constant of a synchronous machine varies based on its size, which can be
large or tiny. Even the inertia constant may vary depending on what material is utilized.
The inertia constant (H) can be calculated as follows:

H =
0.5·J·ω2

m0
S

(2)

Power swing detection methods are predicated on the observation that the apparent
impedance change observed by the relay as a result of a power swing is incremental in
comparison to the step change that occurs when the system is faulted. Double blinders,
concentric polygons, or concentric circles were employed in traditional techniques to
detect power swings [33]. The detection of an out-of-step issue and the development of
OOS protection strategies are facilitated by the measurement of fluctuations in system
impedance. The configurations of these schemes are essential for the stability and reliability
of the system. The schemes must be configured to immediately isolate a machine to prevent
instability from spreading to other parts of the system and to minimize damage [32,33].

In the proposed algorithm, to prevent network instability, the virtual PMU is employed
in the test methodology. The flow chart in Figure 2 presents the PMU algorithm data
origination and sending steps from PMU to SEL-421 IED.

Figure 2. Flow chart for PMU algorithm execution.
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The suggested OOS protection technique involves changing the estimated voltage
phasors of two equivalent sources at the remote endpoints of the observed tie lines. The
equivalent system voltage is calculated at both ends of the tie line, as shown below: V.

Eeq1 = Zeq1·Itl + V1
Eeq2 = Zeq2·Itl + V2

(3)

Figure 3 depicts the angle difference between two equivalent generator voltages for
the equivalent system.

Figure 3. Equivalent phasor diagram generated from measured quantities and computed equivalent
system impedances.

The PMU can compute and determine the last stable angle that is fixed by using
the angle difference of the equivalent vectors. This value is continuously recalculated by
using the measurement values and the previously obtained equivalent impedances. On the
power–angle curve, the last stable angle is fixed by using the computed angle difference
between the sources (90◦ < LSA < 130◦). Protection tripping criterion calls for isolation if

δ > δLSA for two consecutive measurements
dδ
dt > 0 for two consecutive measurements

V1 & V2 > 0.5 pu
(4)

The angle difference has surpassed the LSA and is gradually increasing, as indicated
by the first two criteria. The final three criteria are implemented as a safety measure to
prevent the protection from malfunctioning due to a short-circuit occurrence. To confirm
that the tie line is operational and that there are no faults on the line, voltage thresholds of
0.5 pu have been established.

For power transmission networks, each bus is linked to a limited number of lines.
There are a sufficient number of channels in existing phasor measurement instruments. It
is, therefore, reasonable to consider that the installed system not only records the complex
bus voltage but also the complex currents flowing along all the lines that exist on this bus
once the bus is chosen for PMU instrumentation. Each generating source will be placed
with a PMU to detect OSS and subsequently isolate its predetermined protected area to
obtain optimal full device isolation. For the identification of the most susceptible load
buses to voltage stability for a study case, modal analysis of the reduced system matrix and
calculation of the bus participation factors will be used.

In the literature, it is stated that generators can be operated in two modes: lock mode
and free mode. The generators provide electrical power in proportion to the rotating speed
of the prime mover while it is in a locked position [32]. The operation of the generator in
free mode is governed by the mechanical torque exerted on it. The variation in the angular
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velocity of the generator, which is a key characteristic in a prime mover, is crucial when
the generators are under stress. Rotor angle stability is a crucial attribute for ensuring the
reliability of system dynamics. Therefore, out-of-step prevention is a significant feature in
such cases.

3. Settings Configuration
3.1. OOS Element for SEL-421 IED

A detailed description of the process for setting out-of-step (OOS) elements for the
SEL-421 is provided in Ref. [32]. However, in general, the settings are implemented in two
fundamental stages. Initially, the two mho characteristics are zone 1 and zone 2.

The first step is to establish the characteristics, and the second is to determine the
values for the two periods. Typically, the outer polygon must be configured to exclude
the maximal load impedance point. OSB or OST elements must adhere to this condition.
Furthermore, it is imperative to incorporate a specific security margin. The inner blinder
must be configured to encompass all zones of the phase distance protection that require
out-of-step blocking. Once more, a specific security margin should be implemented. The
swing rate should be used to establish the timings associated with out-of-step blocking and
tripping logic for both stable and unstable power swings. Table 2 provides a summary of
the OOS element settings for the test system.

Table 2. SEL-421 OOS protection settings for the test system.

Setting Description Secondary Value Entry

R_1R6 Zone 6 resistance 5.78
R_1R7 Zone 7 resistance 37.57
X_1T6 Zone 6 reactance 11.56
X_1T7 Zone 7 reactance 43.35
OSTD OOS trip delay 1 cycle
50ABC Positive current supervision 1 A

OSB (1, 2, 3) Block zone All zones
OSBD OOS block time delay 1.75 cycles
OOS Impedance crossing 1

Out-of-step protection settings are calculated by examining the probable range of ap-
parent impedance trajectories in the R-X impedance plane, as well as the related swing rate.
Out-of-step protection can be configured using graphical approaches or by conducting tran-
sient stability [12]. While graphical approaches are convenient and straightforward, transient
stability studies can be a useful tool for establishing settings or validating the accuracy of
settings acquired using a graphical method. The dynamic models of power system elements,
specifically rotating machines, and associated control systems, such as the AVR, turbine
governor, and Power System Stabilizer (PSS), are studied in transient stability studies.

3.2. PMU Configuration on RSCAD-FX and SEL-421 Relay

The detailed configuration settings for the virtual PMU on the RSCAD interface
are also given in [33]; however, it is important to note that, in completion of setting up
the device on RSCAD, the PMU communication protocol needs to be configured in the
protection relay to achieve a stable gateway for transmitting the analogue signals seen by
the PMU into the relay for it to subsequently make a sound decision thereon.

When the settings are completed and sent to the physical device successfully, the
metering values of the phasor measurement units are then displayed on the relay’s human–
machine interface (HMI) provided that the hardware-in-the-loop test is running on RSCAD-
FX RunTime. Figure 4 provides a screen capture of the test system metering values seen by
the PMU in steady-state load flow.
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Figure 4. PMU metering values received by the relay.

The PMU used for the case study is the GNET-PMU8 which is already interfaced with
the GNET card through RSCAD internal programming; the component can be found in
the RSCAD-FX library and is designed to perform lab bench studies; otherwise, for utility
testing, there is another one available, i.e., PMU utility test that is interfaced with PMU
wave control for industrial practicality.

3.3. RTDS GTnet GSE Configuration for GOOSE Message Status Event

The relay word bits that were defined earlier in the settings configuration for the
SEL-421 relay tripping functionality for the RTDS simulated network, namely trip (for zone
tripping), OSB (out-of-step blocking), and OST (out-of-step trip), will now be defined by
the corresponding logical node PRO for a GOOSE message to be successfully published
via the Ethernet network. The available LNs corresponding to ANSI relay word bits in the
device are listed in Table 3. The logical device nodes described in Table 3 are utilized to
configure data sets for GOOSE messaging in AcSELerator Architect software (SEL-5032);
the initial configured file in the software is the substation configuration language (SCL); it
hosts the CID file and all the information relevant to the substation. The key parts of the
configuration tool for AcSELerator Architect are detailed in reference [32].

Table 3. List of relay word bits to logical device Pro for SEL-421.

Relay Word Bit Description Logical Node Status

TRIP General trip (Z1 and
Z2) TRIPPTRC1 Tr.general

OSB Out-of-step block OSB1RPSB2 Str.general
OST Out-of-step trip OSTRPSB1 Op.general
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Incompletion of GNET-GSE component configuration, a circuit breaker logic that
will incorporate the IEC 61850 GOOSE messaging, needs to be defined for the complete
implementation of the communication standard; Figure 5 provides a schematic of this
control logic. In Figure 5, the GOOSE trip signals are perceived by the circuit breakers via
the word-to-bit conversion block with the OST_GOOSE, OSB_GOOSE, and GOOSE_TRIP
being the signal attributes published by the SEL-421 external IED to be transmitted to the
real-time simulator by the GNET-GSE component.
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into account by the pickup/dropdown timer that is displayed in the circuit breaker logic in
Figure 5 as it is set to pick up at 50 ms and drop at 35 ms

4. Eskom West Grid Transmission System

The West Grid Interconnected Transmission System of Eskom extends across the
whole of the western and northern region and interconnects bulk consumers and electricity
generators located in South Africa. The transmission system’s primary role is to transport
electricity in bulk from wherever it is generated to load centres throughout South Africa
and the region. From these load centres, the distribution networks owned by Eskom, the
metros, and municipalities deliver electricity to individual end users. The system has to be
expanded and reinforced to connect new loads and more sources of generation to the grid,
as well as to meet the changing needs of customers. The Renewable Energy Independent
Power Producer (REIPP) Programme of the Department of Mineral Resources and Energy
has resulted in increasing amounts of electricity produced from renewable sources, mainly
wind and solar projects located primarily in the Western Cape and Northern Cape. To date,
the REIPP Programme has procured around 6400 MW of energy from 106 Independent
Power Producer (IPP) projects, with about 4000 MW already in commercial operation. It is
anticipated that the transformation of the South African energy mix will continue over the
next 10-year period, as more electricity from renewable sources becomes integrated into
the national grid with the Just Energy Transition program. To test the performance of the
proposed scheme, the Eskom western grid network is modified to a 400 kV 7-bus as seen in
Figure 6, and consists of the following:

• Two peaking stations (Palmiet pump storage and Ankerling gas pump)
• Wind plant (Fransvlei)
• Solar plant (Electra)
• Nuclear generation (Koeberg)
• Transmission sites

o Aurora
o Muldersvlei
o Stikland
o Pinotage
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Figure 6. Modified Eskom 400kV western grid network.

5. Hardware-in-Loop Test Model Data

The RSCAD-FX draft of RTDS was used to build the network diagram in Appendix B.
The dynamic network comprises generator dynamic controls, T-line models, dynamic loads,
and buses to assess the effectiveness of the autonomous generation control and assess the
rotor angle stability of Palmiet pump storage generating units. Tables 4 and 5 provide the
system data and monitored variables, respectively.

Generators can be operated in either the lock mode or the free mode. In the lock mode,
the generators generate power based on the prime mover’s rotational speed. In the free
mode, the generator’s operation is determined by the mechanical torque applied to it. The
angular velocity of the generator, which fluctuates depending on how loaded it is, can be
used to measure the frequency in the generators.

Areas 1, 2, and 3 are the groupings given to the three subsystems in Appendix A. The
multi-generation system is a mesh system with n/o points in a practical aspect so subsys-
tems need to be constructed to cater to these scenarios. Power for Area 1 is generated from
Ankerling generators and it sometimes exports power to Area 2. Ankerling 3 generating
units’ apparent power is 148.8 MW each which is sufficient to cater for load demand in
other parts of the system when required to. Koeberg parallel T-lines are used to export this
power to Area 2.

Likewise, Area 2 power is being generated from Koeberg generators and often exports
power to Area 1 and Area 3 as this is the primary source of the National Grid supply.
Koeberg T-lines and Muldersvlei T-lines are the ones responsible for this power transfer
to the relative areas. The two generating units at the Koeberg station have an apparent
power of 900 MW each. Whereas Area 3 is fed from Palmiet generators, this power is never
exported to any other parts of the system unless there is contingency as it is a peaking
station supply. Palmiet storage generators each generate an apparent power of 200 MW to
be distributed to various loads in Area 3.



Energies 2024, 17, 4086 13 of 23

The nominal frequency of 50 Hz is kept constant throughout the system for simulation
results in this test platform. Appendix A provides an overview of the test system modelled
in the RSCAD-FX draft.

Table 4. List of some generator network data.

Generator Data

Generator Dynamic Controller Models

Name Type MVA
Rated PF Plant

Category

Automatic
Voltage

Regulator
Governor

Power
System

Stabiliser

Ankerling Gen 1 P-V 186 0.8 Diesel IEEET1 TGOV1 STAB1

Ankerling Gen 2 P-V 186 0.8 Diesel IEEET1 TGOV1 STAB3

Ankerling Gen 3 P-V 186 0.8 Diesel IEEET1 TGOV1 STAB3

Koeberg Gen1 Slack 1072 0.9 Nuclear EXST2 GAST STAB1

Koeberg Gen2 P-V 1072 0.9 Nuclear EXST2 GAST STAB1

Palmiet Gen 1 P-V 250 0.8 Pump
storage IEEET1 TGOV2 STAB1

Palmiet Gen2 P-V 250 0.8 Pump
storage IEEET1 TGOV2 STAB3

Standby Gen P-V 250 0.9 Hydro IEEET1 TGOV1 STAB3

Electra PV P-Q 0.91 1 PV - - -

Fransvlei P-Q 2 0.8 Wind - - -

Table 5. The system monitored variables.

Parameter Busbars Generators Dynamic Loads

Frequency X X

Rotor Angle X

Angular Speed X

Torque X

Voltage X X X

Power Factor X X X

Apparent Power X X X

Active Power X X X

Current X X X

Reactive Power X X X
Grey Background color represents those parameter datas are not available for the indicated power system
components; X represents those parameter datas are available for the indicated power system components.

6. RTDS Online Detection for a Predictive Dynamic Stability System in
Hardware-in-the-Loop (HIL) Simulation

Given the current state of computing and communication, as well as the distributed
nature of the method, this model may now incorporate the system’s dynamic behaviour.
On this topic, a practical implementation of the standard is proposed making use of a
virtually placed PMU in RSCAD-FX to create an out-of-step protection scheme in RTDS
for hardware-in-the-loop testing. The phasor measurement unit (PMU) is configured to
transmit voltage and current signal angles to the SEL-421 protection device for its local
portion of the power system (Area 3). If the angles seen by PMU surpass a pre-defined
value, the IED will decide that there is an out-of-step condition thereby triggering the
relevant circuit breaker. However, it is important to note that remote area monitoring
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and testing are not possible for this study as the practical testing involves a lab scale test
bench and wide-area networking involves multiple stations to be tested which may be
only possible practically in industrial applications where remote sites are available for
commissioning and testing.

The developed test bed is configured to integrate the PMU for system OOS tripping
control. The analogue signals transmitted to the phasor measurement unit are measured
at the Palmiet_400kV busbar. The signals are then transported through a communication
medium using an ethernet switch and via a GPS clock. The Giga-Transceiver Network
(GTNET) Communication Card is installed on RTDS, allowing signal transmission and
reception from the virtual device (PMU) specified in the testbed. The PMU also requires a
GTSNC card to operate which is connected to port 7 of the GTWIF card. In Figure 7, the
developed test-bed configuration is displayed. The communication link between the agents
is indicated by the blue arrows on the lines.

Figure 7. Hardware-in-the-loop test bench setup fully integrated with virtual PMU.

RTDS enables the hardware performance of the actual protection device with extensive
simulation into a single loop. It combines hardware and simulation to run in real time. The
GTSYNC card synchronizes the simulation time stamp to the external reference provided
by the GPS clock and synchronizes all the devices under test. Power system modelling
and simulation are performed on RSCAD-FX; to test and validate IEC 61850-90-5 sampled
values, the software-based PMU is incorporated on RSCAD.

When it comes to three-phase sets of instantaneous voltage and current values, the
phasor measurement (PMU) component is suited to delivering the symmetrical component
information. One component contains eight PMUs that each function individually. The
measurement loops supply the voltage, current, and positive, negative, and zero phasor
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information (voltage and current). These plot signals come in magnitude and angle values
as well as real and imaginary ones. Each PMU will deliver a total of 12 phasors; the
measured frequency and the rate of frequency change if all signals are chosen. However,
to reduce backplane transfers and improve the simulation time step, the frequency plot
signal outputs will be disabled on RunTime since they are of less interest to the study as
the system frequency is run at a constant value of 50 Hz.

Each PMU is coupled to the voltage and current signals via six signal name inputs
found in the component menus. This component supports two PMU algorithms; the option
“pmutype” adjusts the algorithm from Annex C of the IEEE C37.118.1TM2011 standard
to P or M class. The angle difference can be detected and monitored, with the output in
degrees. To test the effectiveness of the predictive scheme, the PMU is incorporated into the
RSCAD-FX draft in Area 3 which is solely optimally placed to perform the IEC 61850-90-5
protocol. A schematic diagram with GNET-PMU in Area 3 is illustrated in Figure 8.

Figure 8. Area 3 network with PMU integrated on RSCAD-FX draft interface.

The usual processes taken by the PMU to process the input signals do not include
the anti-aliasing LP filter; a GTNET card supplies the absolute time reference and the
simulation data is sampled at a pre-set sample rate. When the timestamp at the window’s
centre is used, the phasor estimate at its centre is unaffected by the real system frequency
and does not need additional phase correction.

Out-of-step protection testing can now be performed effortlessly and precisely without
the worry of the misconnection of wires for analogue signals or hardwired trip signals
as these signals are being published by the GNET-PMU8 to be subscribed to in the RTDS
hardware interface as seen in Figure 8.
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6.1. Case Study 1—Zone 1 Fault on Palmiet_Pinotage 400 kV Line

For this study, only a zone 1 fault will be simulated on the line as its qualities and
effects on protection are similar to that of a zone 2 fault (just that zone 2 is further on
the line). For completeness, an out-of-step blocking needs to be verified; hence, only one
impedance fault will be injected to confirm the OSB functionality through PMU detection
and GOOSE messaging. It is also important to note that the IEC 61850-90-5 standard often
specifies a Routable-GOOSE for its desired operation; however, for the study, this is not
necessary as the hardware-in-the-loop test bed is housed in one location at the CSAEMS
for a limited period; no cyber-attacks will arise in the scenario. Cyber security as defined
by Routable-GOOSE may be applicable in an industrial network that is always running
live conditions.

A three-phase bolted fault is injected on the Tx line. Figures 9 and 10 illustrate the
resulting plots of RSCAD RunTime as the GOOSE trip asserts with OSB data set blocking
the zone 1 fault.

Figure 9. Resultant plots when a zone 1 fault is exhibited on the Palmiet_Pinotage 400 kV line.
(a) Current and voltage signals with GOOSE digital outputs. (b) Rotor machine control variables
during zone 1 fault.

During this event the relay is set to be able to distinguish between the stable power
swing of zone 1 and zone 2 faults; as a result, the rotor machine speed of Palmiet_Gen1
decreases as does the rotor angle. In this case, besides the Zone 1 trip target, the protection
relay also asserts the OSB alarm as depicted in Figure 9a.

The relay remains stable and blocks the power swing seen by the system during a zone 1
fault; the same goes for zone 2 disturbances as seen above in Figure 10. Now, a case of pole
slipping needs to be simulated to see the protection relay response in a hardware-in-the-loop
testing environment. The next case study looks at a pole slipping scenario.
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Figure 10. Palmiet generation supply and load profiles during zone 1 fault. (a) Palmiet generating
unit supply with zone 1 fault cleared. (b) Palmiet transmission line load during the disturbance.

6.2. Case Study 2—Busbar Fault on Palmiet_400kV Bus

Analysing a pole slipping condition through the adaptive scheme is also of interest to
the dissertation study. Now, a three-phase bolted fault is injected to investigate the reliability
of the published data sets for virtual circuit breakers in the test system. Protection philosophy
calls for the fast detection of out-of-step tripping when generator pole slipping arises on
the Palmiet_400kV bus. When the bus experiences a fault, the synchronous machines will
experience a power transfer capability limit; thus, the electrical torque produced by the rotor
will divert to mechanical torque. As soon as this situation occurs, the machine’s rotor speed
accelerates rapidly which in turn causes the rotor angle to lose stability. When the rotor angle
is gradually increased, the synchronous machine is bound to lose synchronism with the rest
of the system; therefore, an out-of-step trip will be triggered. Figures 11 and 12 show graph
plots resulting in runtime during this occurrence in the test system.
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In Figure 11b, as the speed of the rotor increases, the current in the rotor (IROTF)
declines as the machine is now converting electrical power to mechanical power due to
limited power transfer at the fault location frequently referred to as a zero-voltage crossing
point; Figure 12 shows the power transfer capability during pole slipping.

Figure 12. System generating sources as Palmiet generators lose synchronism with the rest of the system
due to OST being detected. (a) Palmiet generating supply during pole slipping. (b) System power
transfer capabilities with Palmiet generating units losing synchronism with the rest of the system.

7. Discussion of Results

A summary follows of the current available methods for detecting an OOS condition
(Table 1), as determined by prior industrial and academic accomplishments. The benefits of
the conventional and notable non-conventional OOS protection methods that have been
published thus far have been highlighted as well as the limitations of these methods.

From the methods listed in the comparative table, some methods have employed
machine learning techniques to address the OOS issue [18,19]. Nevertheless, these methods
necessitate exhaustive model simulations to train the machine learning algorithms and,
as a result, they do not currently demonstrate significant advantages over the classical
impedance-based protections. Moreover, several efficient out-of-service (OOS) protection
techniques that rely on comprehensive wide-area information have been recently doc-
umented in the academic literature. Prominent recent research can be accessed in the
references in Table 1. These approaches depend on measurements taken either at the
generator terminals or at the equivalent high-voltage terminals. The lack of coverage of
phasor measurement units (PMUs) in a big power system is a frequently neglected limiting
factor that hinders the practical use of established approaches.

In this study, the developed algorithm has been designed to be applicable in any power
system on transmission lines where an out-of-step (OOS) condition is likely to occur. This
method utilizes PMU measurement data from the transmission line where the step change
of voltage phasors is computed and is founded on the widely recognized power–angle
curve and the stability phenomena of the power system under an out-of-step condition.

The protection devices that are optimally placed in the system operate efficiently
for OOS and PSB conditions. However, the results cannot be claimed to universally be
the case for all generating units in the system owing to their dynamic loads though a
similar approach may be applicable. From these simulation results, it is clear that a critical
clearing angle/time plays a critical part in mitigating OOS conditions and thereby saving
the generators from wearing out. The generator speed quickly accelerates to regain stability
once the pole slipping is cleared for the continuation of smooth operation. In the above
results, this is not quite clear owing to the time stamp of the simulation being limited to
15 s for a clear view of the graphs. As mentioned before, the system under test is not a
classical two-machine system so it might take a while for the speed to regain its operating
equilibrium, as seen in Figure 13.



Energies 2024, 17, 4086 19 of 23

Figure 13. RMS/EMT simulation for OOS tripping with a longer timestamp.

This study implemented two combined methods of out-of-step approaches currently
available in literature and industry. While the impedance-based detection from the SEL-421
can differentiate between unstable and stable swings depending on the application, it poses
challenges in detecting fast rigorous swings thereby making it difficult to perform analysis
to set blinders, and has no predictive properties as seen in [32,33]. In [8], a method for angle-
controlled out-of-step (OOS) prevention is suggested. This method simplifies the entire
power system into a two-terminal network and calculates the equivalent voltage vectors
of the generators. This also depends on the pre-established impedance settings of the
comparable networks, making it challenging to adjust to real-time system reconfigurations.
On the other hand, the predictive OOS based on a synchrophasor enhances the existing
OOS protection and provides more secure and reliable operation on an oscillatory OOS
compared to the existing methods; however, this method is ineffective in detecting non-
oscillatory unstable swings and requires a step change in the network to determine network
impedances for OOS detection; then, the PMU-determined impedance-based detection is
integrated in the predictive scheme. Thus, the hybrid prototype implemented in this paper
exhibits a faster detection algorithm as the one would take advantage where the other one
lacks; then, the accuracy and reliability of the scheme are obtained.

Future research would be in the interest of deploying the wide-area predictive algorithm
prototype for industrial application in the South African grid context. The OOS protection
algorithm based on the angle derivates criterion is gaining interest in the power system
protection research area. Power system protection engineers and researchers are now more
interested in implementing a faster algorithm that requires two PMU measurement data from
both ends of the transmission line. This enables the calculation of derivatives of angular
differences, as well as the monitoring of voltage, current, and power levels, and executes a
tripping decision without the involvement of an external protection relay.

8. Conclusions

This paper presented real-time hardware-in-the-loop implementation and testing to
validate the developed IEC 61850-90-5 standard. The adaptive scheme worked for both
power swing blocking and pole slip tripping (OOS) conditions; the implementation of
the communication standard is necessary to replace the hard-wired analogues and binary
inputs for better protection and situational awareness of the predictive dynamic system.
The adaptive technique takes advantage of direct transient stability analysis methods by
computing the angular difference between the system’s voltages and transmitting them to
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the protection device through PMU. As a result, out-of-step events are more predictable
than traditional techniques, contributing to the growing need for a smart grid as it relates
to the IEC 61850 standard and substation automation. This type of scheme will benefit
power utility companies when it comes to rotor angle stability as it may also be applied
over a wide range of areas with the dispatching of Routable-GOOSE messages at various
stations for live situational awareness.

The application of PMUs has been historically limited to transmission systems due
to their cost, but recent developments of PMUs in electronic sectors reduced the cost of
assembling which consequently dropped prices drastically making them attractive tools
throughout the utility, including embedded generation and distribution systems. The
idea behind this practical application was to attract the industry protection engineers and
gain trust for PMU applications; in an industry perspective, the technology and financial
impacts are of the most importance such that when you introduce new technologies you
need to slowly phase out the already-in-use schemes by showing over time that the new
technological advancement is more reliable. Thus, we have two algorithms working
together to achieve the research objective of the South African case study context.

However, the most unfortunate encountered limitation is the unavailability of the OOS
tripping output card in the SEL700GT protection relay that is available for research use at
the CSAEMS lab such that only the SEL-421 relay was utilized for practical implementation
of the adaptive; therefore, we could not test the redundancy of the scheme. Another
limitation of this research work relates to the HIL test-bench capabilities; a wide area of the
dynamic network could not be realized to its full extent as examining angular differences
between different locations would require more than three physical relays optimally placed
in the virtual system stations to receive data transmitted by virtual PMU’s to PDC for an
appropriate protection tripping decision.

Despite this limitation, the findings of this study are important as they contribute both
to academic and industrial applications in an exclusive way as the adaptive scheme was
validated to pose better benefits than that of conventional OOS applications previously
applied in previous research studies.

Future research would be in the interest of deploying the wide-area predictive algo-
rithm prototype for industrial application in the South African grid context. The OOS
protection algorithm based on the angle derivates criterion is gaining interest in the power
system protection research area. Power system protection engineers and researchers are
now more interested in implementing a faster algorithm that requires two PMU mea-
surement data from both ends of the transmission line. This enables the calculation of
derivatives of angular differences, as well as the monitoring of voltage, current, and power
levels, and executes a tripping decision without the involvement of an external protection
relay. The future work will focus on creating a centralized system situational awareness
through a phasor data concentrator (PDC) for system data quantities that can be controlled
remotely in a central control station centre, where if a pole slipping is detected at one
station another generating reserve such as peaking power stations would be automatically
connected to the grid while the problem of pole slipping is being cleared by out-of-step
protection in that disturbed station. Further research into this area may therefore be useful
since this phenomenon in turn will reduce unnecessary unplanned power outages; even in
the light of load shedding there would not be a time delay in switching back customers as
this would be performed rapidly by the phasor data concentrator outputs.
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Appendix A

Figure A1. Modified West Grid Transmission network system model in RSCAD-FX.

Appendix B

Figure A2. OOS algorithm for the protection philosophy.
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