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ABSTRACT 
Cloud computing has emerged as a foremost and influential 
technology driver of business initiatives in recent times. 
Although, security is the most discussed concern on cloud 
platforms, other dependability attributes such as reliability, 
availability, robustness and the likes are also important for 
successful cloud implementations. So far, existing approaches of 
dependability requirements elicitation have focused on eliciting 
individual dependability attributes separately even though 
dependability attributes are known to be interrelated and 
interdependent in terms of their potential impact on developed 
systems. Thus, it is difficult to gain a prompt and holistic 
understanding of the dependability constraints that a system 
must satisfy, which has limited the efficiency and effectiveness 
of the dependability requirements engineering (DRE) process. 
There is a dearth of approaches that can support an integrated 
view of a system's dependability attributes under a single 
requirements elicitation framework. In this paper, we propose 
new visual notational extensions to the existing misuse case 
(MUC) model in order to compose an integrated framework that 
can support the elicitation of various cloud dependability 
requirements. To do this, we conducted an analytical evaluation 
of some proposed notational extensions based on the nine 
principles of constructing visual notations in software 
engineering as proposed by Moody. Also, by using a case study 
from the mobile banking domain, a trial experiment was 
undertaken to assess the capability of the extended MUC 
framework to support the elicitation of multiple cloud 
dependability requirements. The result of the pilot experiment 
shows that the extended misuse case driven technique is credible 
and viable for the elicitation of cloud dependability 
requirements.  

CCS CONCEPTS 
• Misuse Case. • Cloud Dependability Requirements → 
Cloud Security; Cloud Reliability; Cloud Availability; Cloud 
Robustness. 
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1 INTRODUCTION 
The use of cloud computing as a key driver of business 

initiatives in several sectors of business is increasing rapidly. 
Cloud-based offerings like Platform as a Service (Paas), 
Infrastructure as a Service (IaaS), and Software as a Service 
(SaaS) have become prevalent. The security concerns of cloud, 
which deals with ensuring that cloud-based services and 
resources are protected from mischievous activities of intruders, 
have attracted the most attention in the literature [1, 2, 3].  

However, it is equally important that apart from security, 
cloud-based services and resources must possess additional 
attributes such as reliability, availability, and robustness that will 
determine their dependability.  Dependability is the extent to 
which a user may rely on a system to deliver according to its 
objectives, and it includes quality aspects such availability, 
reliability, robustness, safety, security, and survivability [4].  

Central to reliability and availability is the need for a system 
to satisfy the security and robustness requirements in order to 
mitigate intentional and unintentional disruptions when in use. 
While reliability deals with the ability of a system to perform its 
intended functions without experiencing failure [1], availability 
is the measure of the percentage of time that a system is in good 
working condition without breakdown [5, 6]. Hence, security, 
availability, reliability, and robustness are core dependability 
requirements that all mission-critical applications that are cloud-
based must fulfill.  

The history of incidences of downtime of public cloud 
service providers such as Amazon EC2, Google, reveals stories of 
huge losses suffered by subscribers to the services offered by 
these public cloud providers [7]. A breakdown within IBM’s 
servers and software applications brought down the website of 
major Australian retailer, Myer for one week during the 2013 
Christmas period. The monetary loss on the sales was estimated 
to be 31million Australian dollars [7, 8]. Despite the criticality of 
dependability requirements for cloud-based applications, most 
developers are not yet adept in the use of a systematic procedure 
for eliciting critical dependability concerns such as availability, 
reliability, robustness such that they can be discovered early 
during the software development process [9]. Indeed, there is 
lack of expertise for handling dependability requirements in 
most organizations [7, 10]. 

Apart from this, in many cases during system development, 
existing approaches of dependability requirements have focused 
on eliciting dependability attributes such as security, reliability, 
availability, safety individually and separately [3, 4, 11, 12].   But 
these various attributes are interrelated and interdependent, and 
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dependability is actually an integrative concept that 
encompasses these different interrelated attributes [13, 14]. This 
scenario has made it difficult to gain a full understanding of how 
multiple dependability attributes can affect a system in a 
wholesome way, which has hampered the efficiency and 
effectiveness of the dependability requirements engineering 
process [14, 15]. There is a dearth of integrated approaches that 
can facilitate an integrated view of a selected set of system's 
dependability requirements under a single elicitation framework.  

Hence, this paper investigates how an extended misuse case 
model based on some notational extensions can be used to 
engender an integrated approach that will support the elicitation 
of multiple dependability requirements under a single 
framework. The concept of misuse cases is an adaptation of the 
original use case, which focuses on negative usage scenarios of a 
system that stems from malicious intentions. Although, the 
misuse case has been used successfully to elicit other 
dependability attributes apart from security such as robustness, 
reliability, and availability [4], its applicability to the cloud 
context has not been explored. Also, it has not been used to elicit 
multiple dependability attributes under a single framework.  As a 
contribution, this paper seeks to leverage an extended MUC 
approach to elicit various dependability requirements from an 
integrated perspective in the cloud context in order to enhance 
the effectiveness of the DRE process. 

 

2 BACKGROUND AND RELATED WORK 
According to the National Institute of Standards and 

Technology (NIST), the open issues of cloud computing include 
security, reliability, and performance [16]. Thus far, security has 
received the most attention in the literature. In this section, we 
shall give a brief overview of security, reliability, availability, 
and robustness issues as it pertains to cloud computing and an 
outline of previous work on misuse cases.    

2.1 Cloud Security 
Security in the cloud computing entails the protection of 

computing assets of the cloud from malicious intent. Assets 
within the cloud environment will range from hardware and 
software infrastructures such as servers, data centres, software 
applications, services, and databases that are housed in the cloud 
environment. According to [17] security can be classified into a 
nine quality sub-factors, namely access control, attack/harm 
detection, non-repudiation, integrity, security auditing, physical 
protection, privacy and confidentiality, recovery, and 
prosecution. Security is particularly challenging in the context of 
cloud computing because an effective cloud security scheme 
must holistically embrace the externalised aspect of outsourcing, 
which makes it more difficult than traditional information 
security [10, 11, 12]. Because external parties are involved, the 
issues of data integrity, privacy and confidentiality, and access 
control become more complex. The key to potentially viable 
cloud security is to make it a shared responsibility between the 
cloud consumers and the cloud providers and to make it as 
embracing of all aspects as much as possible. Accounts from the 

literature reveals that most of the attention on cloud security has 
been on areas such as access control, data integrity, and privacy 
and confidentiality [1, 12], while areas such as recovery, 
prosecution, non-repudiation, and physical protection are still 
under-researched. This scenario makes it necessary to evolve a 
process framework that will ensure that all critical security 
concerns are considered in the early stages of the development 
of a cloud-based application. This is particularly relevant when 
looking at the SaaS model of cloud deployments. 

2.2 Cloud Reliability 
Reliability is the measure of the attribute of a system to 

provide its expected services without experiencing failure for a 
specified period within a specified environment [2]. Reliability 
considerations are important for cloud-based implementations 
because of the need to provide consistent on-demand services to 
consumers based on established mission goals in the case of 
private clouds, or contractual agreements in the case of a public 
cloud.  Generally, the objectives of cloud reliability are to i) 
ensure maximum availability of services; ii) minimise the impact 
of failure; iii) maximise service performance and capacity; and 
iv) maximise business continuity.  

However, the reliability of cloud is dependent on some key 
factors such as the quality of hardware and software facilities 
offered by the provider, the level of expertise of the personnel of 
the provider, the strength of connectivity to the subscribed 
services, and the level of expertise of the customer’s personnel 
[18]. A deficiency in any of these factors will negatively affect 
the quality of reliability.  Measuring reliability of a specific cloud 
implementation could be a difficult task due to two reasons, 
which are: 

i. Compositeness of the cloud: the cloud is made up of 
various components that have been combined with each 
one inheriting some degree of reliability from different 
external sources. This makes it difficult to evaluate the 
resultant reliability of the cloud as a whole. 

ii. Heterogeneity of the cloud: the cloud is an ecosystem 
that is made up of different contexts (location, spatial, 
task, session, device, etc.) hence, it may be difficult to 
fully understand the entire environment in which a cloud 
operates [19]. 

2.3 Cloud Availability 
Availability is an important issue for data, software and 

hardware resources that may exist within a cloud ecosystem. 
Generally, availability is the measure of how long a system is in 
good working condition to perform its expected task. It is the 
ability of a system to continue to function despite intentional 
and unintentional faults. Although cloud computing offers a 
significant advantage in terms of cost-saving, high performance, 
and scalability, cloud resources need to be highly available to 
maximise the benefits of cloud computing. Availability is a major 
aspect of Service Layer Agreement (SLA) between cloud 
providers and consumers, indicating the number of uptimes that 
is expected of a cloud service, application, or infrastructure. High 
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availability is a key desire for most parties subscribing to cloud 
initiative, therefore availability percentage metrics such as 99.9% 
(3 nines) and 99.999% (five nines) are used regularly to indicate 
the number of uptimes that is expected of a system – and by 
implication downtime. A value of 99.9% signifies a downtime of 
nine hours per year, while 99.999% indicate a 5 minutes of 
downtime per year.  Key factors that are crucial to realising high 
availability of cloud services include mechanisms to minimise 
network vulnerability such as round-robin DNS, content 
distribution network, geographically distributed availability 
zones, and automated failover [20]. It is therefore essential to 
adopt design models that will enable the identification of critical 
needs that may warrant these kinds of intervention as early as 
possible while building cloud-based applications.  

2.4 Cloud Robustness 
Robustness is the measure of the ability of a system to 

withstand abnormal conditions or circumstances [21, 22]. 
Robustness measures how well a system can tolerate a harsh 
environment, erroneous input, and failure conditions. The 
central aim of cloud robustness is to ensure the proper functions 
of cloud services and infrastructure are preserved even during 
adverse circumstances. Firesmith [22] identified four 
perspectives of robustness, all of which are relevant to the cloud. 
These are business robustness, application robustness, software 
robustness, system robustness, and hardware robustness. The 
key objectives of cloud robustness include: 

i. ensuring that graceful degradation occurs in during 
abnormal condition; 

ii. ensuring that stakeholders can enjoy the continuation of 
essential mission-critical services in spite of potentially 
harm-causing events or conditions; 

iii. enabling the identification and specification of 
robustness requirements; and  

iv. providing a basis for evaluating the quality of cloud 
architecture. 

2.5 Related Works 
Misuse cases (MUC) are used to capture the various 

possibilities that a malicious user might use to harm a system 
[23]. MUC extends the regular use case diagram with new 
concepts such as misusers, misuse cases, and mitigation use 
cases in order to identify the security requirements of a system. 
The misuse case has a textual equivalent, which is a detailed 
narrative of the scenario paths that an attacker would take in 
order to harm a system, and the steps required to mitigate such 
attacks. According to [4], some of the previous work on the 
concept to misuse cases have been in the area of applying misuse 
cases for other dependability aspects like safety apart from 
security [24, 25], comparing it with other modeling techniques, 
and making extensions to its notations. In [26], the misuse case 
model was used in an industrial setting, where, during design 
workshops, participants were introduced to the technique of 
misuse cases and then asked to brainstorm on threats and model 
the identified threats with misuse case diagrams and text. The 

study found that misuse case diagrams were easy to explain and 
understand, and was quite effective to use by participants. 

In [27], a controlled experiment involving student 
participants was performed where they compared the Failure 
Mode and Effects Analysis (FMEA) and misuse cases to identify 
safety hazards.  In [28] an experimental comparison of misuse 
cases and attack trees for identifying security threats was 
conducted. The study found that there was no significant 
difference in users' perceptions of the two techniques based on 
the result obtained from the post-experiment questionnaire. In 
[29], a comparison of misuse case diagrams and textual misuse 
cases for identifying safety threats was undertaken. It was 
discovered that participants who used the textual misuses cases, 
identified more threats than those that used the misuse case 
diagrams. In [30], the use of misuse case diagrams and mal-
activity diagram for modeling social engineering attacks was 
compared. The results showed that the two techniques are more 
or less at par, but it was observed that mal-activity diagram has a 
slight advantage in terms of perceived ease of use. The study 
suggests that the advantage of mal-activity diagrams over 
misuse cases is smaller than previously assumed. 

In addition, some authors have proposed extensions to the 
notations of the misuse case. In [31], extensions that seek to 
differentiate outside and inside attackers was suggested, and the 
paper also introduced extra notation for system vulnerabilities. 
In [32] additional aspects that should be added to misuse cases in 
order to adequately cater to the mobile information system 
context were proposed. In [33] some specific notations were 
introduced to misuse cases to be more adapted to security in 
order to help model organizational assets, potential risks, and 
security countermeasures to mitigate these risks.  

In addition, some of the other concepts closely related to 
misuse case include Abuse Case [34], Security Use Case [18], 

Misuse Case Maps (MUCM), and Misuse Sequence Diagram 
(MUSD) [35].  So far, in terms of perspective, none of the 
previous misuse case approaches have focused on the cloud 
context as envisioned in this paper. Also, the concept of 
leveraging an extended MUC for eliciting multiple dependability 
requirements under a single framework is a new concept that is 
advanced in this paper.  

3 EXTENDED MISUES CASE FOR ELICITATION OF 
CLOUD DEPENDABILITY REQUIREMENTS 
In this paper, we argue that in order to apply MUC to elicit 

dependability requirements of cloud-based applications, the 
existing notations of the misuse case have to be extended in 
order to cater for the peculiarity of the cloud when compared to 
the on-premise computing environment. Instances of extensions 
to the misuse case have been reported in the literature. These 
include [31, 32, 33]. However, none of these extensions targeted 
the application of misuses cases to elicit dependability 
requirements of cloud applications. Specifically, until now, most 
of the propositions to extend misuse cases have been largely 
focused on security requirements. To serve the purpose of 
eliciting dependability requirements in cloud environments 
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further extensions are required to cater for the peculiarities of 
the cloud context. To do this, the following issues have been 
considered: 

i. Representation of the Specific Cloud Context: There are 
several variants of cloud implementations. The most 
fundamental being the IaaS, PaaS, and SaaS. It is 
necessary that the existing misuse case is enhanced with 
additional notations that will qualify the specific cloud 
context that is under consideration per time. This will 
enhance comprehensibility of such misuse case model 
(viz. diagram, and misuses case template, narratives etc.). 

ii. Qualification of Dependability Requirements: In order to 
serve the purpose of eliciting different types of 
dependability requirements within a single integrated 
framework, it will be necessary to qualify the type of 
dependability attribute/scenario that a misuse case 
describes. Hence, there is need to distinguish security 
misuse cases, availability misuse cases, reliability misuse 
cases and robustness misuse cases, which will lead to the 
generation of corresponding dependability requirements.  

iii. Capturing the Interplay of Multiple Dependability 
Aspects: In order to successfully execute a system 
function in the cloud context, there is usually a 
compelling interplay of the dependability aspects such as 
security, availability, reliability, and robustness. The use 
of distinct notations for specific dependability attributes 
will facilitate the capturing of the interplay of relevant 
but multiple dependability aspects within a single misuse 
case diagram, which will promote a better understanding 
of the relationship among the equivalent dependability 
requirements and the proposed system as a whole. 

iv. Role Sharing: The heterogeneous nature of the cloud 
ecosystem demands that responsibilities and roles that 
will mitigate threats be shared among the cloud 
stakeholders.  This makes it compelling to extend misuse 
cases with notations for roles sharing, and unique 
qualification of different types of cloud-specific 
stakeholders and actors such as cloud provider, cloud 
consumer etc. 

3.1 Proposed Notational Extensions to Misuse 
Case for Cloud 

Our proposed notational extensions to the misuse case model 
are shown in Fig.1, are premised on previous extensions made by 
[30] and [31].  But, unlike previous extensions, the focus of our 
approach is the cloud computing context. The choice of our 
visual notations was informed by the nine principles of 
constructing visual notations in software engineering as 
proposed by Moody [36].  

3.2 Justification for Notational Extensions 
We conducted a preliminary analytical evaluation of the 

proposed visual notational extensions in order to assess their 
adequacy for capturing information about the cloud context.  

The selected seven parameters that were considered relevant to 
evaluate visual notations based on Moody’s nine principles are:  

Semiotic Clarity (SC):  this determines whether the 
notations have a symbol for every concept. 
Perceptual Discriminability (PD): this measures how easy 
it is to differentiate the symbols for various concepts. 
Semantic Transparency (ST): this assesses whether 
symbols intuitively match their underlying concepts. 
Complexity Management (CM): this determines how well 
the notation handles complexity, i.e. if it gives good 
representation abstraction without unnecessary 
complications. 
Visual Expressiveness (VE): this determines whether the 
notation uses as many visual variables as possible, if it 
increases the number of visual variables used since we 
are only considering an adaptation of an existing 
notation. 
Graphical economy (GE): this determines whether the 
notation uses symbols economically or uses too many 
symbols. 
Cognitive Fit (CF): this determines whether the different 
notations are suitable for different tasks and different 
audiences.  

We evaluated the suitability of selected notational extensions 
based on these seven parameters using a binary scale of Yes/No. 
This is following the examples of a similar effort by 
Gopalakrishnan et al. in [32]. The evaluation results reveal that 
the notational extensions are suitable. The basis for this position 
is presented in Table 1. 

3.3 Description of Notations 
The new notations that have been added to the misuse case are 
the following 

Cloud context: the standard cloud symbol is used with a 
label of the type of cloud context be it IaaS, PaaS, SaaS. 
Availability: a conceivably common icon for availability 
that denotes timeliness of services embedded in an oval 
box is used.  
Reliability: a conceivably common icon for reliability, 
which is pass mark embedded in an oval box.  
Robustness: the upper case letter ‘R' embedded in an oval 
box was used since a common icon for robustness was 
not found.  
Security: a conceivably common icon for security, which 
is key lock symbol, was used.  
Safety: a conceivably common icon for safety, which is 
an exclamation mark (!) in a triangular box, was used.  
In all cases, the equivalent misuses cases for the specific 
dependability requirement was a shaded box that denotes 
a negative inversion of the original dependability case. 
Role sharing: this uses a label and stereotype “<< 
includes >>” to show roles played by multiple entities. 
Actors: this bears a label showing the specific type of 
cloud actor whether it is a consumer or a provider. 
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Table 1: Evaluation of Notational Extension based on Seven Parameters from Moody’s Nine Principles  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4 A CLOUD MOBILE BANKING EXEMPLAR 
Sindre and Opdahl in [4] established a basis for the 

application of misuse case for eliciting dependability 
requirements. However, the focus of the discussion was not the 
cloud context. Hence, in this section, we present the feasibility of 
using misuse case analysis for eliciting dependability 
requirements for the cloud by using a cloud mobile banking 
example. 

4.1  Experiment with our Extended Misuse Case 
By considering, some of the well-known challenges 

associated with security, availability, reliability, and robustness 
as documented in the literature such as in [37, 38, 39], we 
generated several sample scenarios of the interplay of various 
dependability attributes that apply to the cloud mobile banking 
context. We considered typical uses cases of a mobile banking 
App [40],  and possible threats to mobile banking App 
transactions based on well-known misuse case patterns as 
documented in [37, 38]. We came up with MUC diagrams for 
these scenarios based on the new notations that we introduced. 
A few examples are shown in Fig. 2 and Fig. 3. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
In Fig. 2,   an extended MUC for cloud reliability is shown. 
Similarly, models for other dependability attributes were 
generated (not shown due to space constraints). Also, we had 
instances such as in Fig. 3, where one or more dependability 
attributes have been combined in a single extended MUC 
diagram. Fig. 3 captures a security, reliability and robustness, 
availability, (SRRA) requirements scenario, which consist of the 
interplay of multiple dependability requirements. In our sample 
use for our experiment, we have put more emphasis to other 
aspects of dependability such as availability, reliability, and 
robustness instead of cloud security, which has received the 
most attention in the literature till date. 

4.2 Relationship amongst Dependability 
Attributes contained in the Extended MUC 

The scenarios captured in the extended misuse case (MUC) 
diagrams in Fig. 2, and Fig. 3 can be explicated by using the 
concept of Tabular Misuse Case Narrative (TMUCN), which we 
have formulated. The TMUCN provides a description of the 
interactions, relationships and interdependence of various actors 
and dependability aspects captured in an extended MUC, and 
how it affects specific dependability aspects of a system. It shows 

S/No Scenario Notation Used Fitness  Justification 
1. Cloud context Cloud symbol with the label of 

the type of cloud computing 
context – Iaas, PaaS, SaaS. 

Yes A standard graphic icon for cloud is used with the name of the 
specific type of cloud embedded. This concept will also allow other 
specialized cloud contexts other than the basic 3 to be accommodated 

2. Different 
types of 
dependability 
use/misuse 
cases  

A situation-specific icon is 
added to the standard use case 
symbol, which indicates the 
specific type that a diagram 
should elicit 

Yes The same type of concept used by [30] in making extension for the 
security requirements use case was used. However, like security, 
which had a unique and popular icon (the key lock), the other 
dependability requirements have also been annotated as such. Hence, 
the decision to use the respective symbols as shown in the figure 1, 

3. Role Sharing Directed link with label 
annotation (stereotype) 

Yes This is in tandem with existing misuse case notations like mitigate, 
threaten, exploit etc. 

4. Cloud Actors Addition of the cloud symbol 
as a cap for the actor symbols 

Yes This combines the popular cloud symbol with the already established 
actor symbol. It added a label (C) for cloud consumer and the label (P) 
for cloud provider.  

Figure 1: Proposed extensions to Misuse Case Notations to suit the cloud context  

Description of Notations 
Cloud context – the standard cloud symbol is used with a 
label of the type of cloud context 
Dependability use case: this is represented with standard well-
known symbolic notations (e.g. reliability use case is         , 
availability use case is         ) and embedded in an oval box. 
Dependability misuse case: represented by inverting the 
standard well-known symbolic notations (e.g. reliability 
misuse case      ; availability misuse case       ) and embedded 
in shaded box to denote a negative circumstance. For security, 
we retained the key lock symbol used to denote security by 
[30].  
Role sharing: this uses a label and stereotype << includes >> 
with to show roles played by multiple entities 
Actors: this bears a label showing the specific type of cloud 
actor whether it is a consumer or a provider. 
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Figure 3: A Combined Misuse Case for Security, Reliability, 
                 Robustness and Availability, (SRRA) in Cloud  

Figure 2: Cloud Reliability Misuse Case 

the name of individual actors captured in the extended MUC 
diagram, the actions initiated by an actor or its possible activity 
instances, the relationships that exist between the different 
activities of an actor, the shared roles that an actor is involved 
in, and the effect of the dependability-oriented actions/activities 
of an actor. Table 2 shows an excerpt from the TMUCN for 
reliability requirements that is based on Figure 2 (full table is not 
shown due to space constraint). The row (scenario) marked as (2) 
shows that: 

Ensure reliability action (use case) is a shared role 
between Bank Admin and Cloud Host; 
Ensure Reliability  includes other actions – Degrade 
Gracefully, Switch Services to  New Zone, Call Exception 
Handler; 
Degrade Gracefully is a shared role between  Bank 
Admin and Cloud Host (Bank Admin <--> Cloud host) 
which mitigates Bug (a reliability misuse case); 
Switch Services to New zones is a shared role between  
Bank Admin and Cloud Host (Bank Admin <--> Cloud 
host) which mitigates Bug (a reliability misuse case); 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Call Exception Handler is a shared role between  Bank 
Admin and Cloud Host (Bank Admin <--> Cloud host) 
which mitigates → Date/ Time  Corruption (a reliability 
misuse case) 

By applying the same mode of reasoning, the TMUCN can be 
used as a basis to explicate the relationships and 
interdependence captured in an extended MUC for any type of 
dependability attribute. 

4.3 Extended MUC for Multiple Dependability 
Attributes 

In Fig. 3, different scenarios that involve multiple 
dependability attributes under a single extended MUC diagram 
are presented. It is also possible to use the TMUCN in order to 
gain an integrated view of the relationships and interdependence 
amongst various actors and their corresponding actions in Fig. 3. 
Table 3, presents an excerpt of the TMUCN for security, 
reliability, and robustness, and availability  (SRRA) misuse case, 
the relationships between the different dependability aspects 
captured by the SRRA misuse case in Fig. 3 can be explicated. For 
example, with the scenario marked (3*), we have the following: 
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The two provider type actors, Bank Admin, and Cloud 
Host are involved in various actions that pertain to 
dependability, which are: Security::Provide Max. 
Security, Availability::Ensure Unbroken Service, 
Reliability::Ensure Service Reliability, 
Robustness::Activate Fault Tolerance; 
The various actions of Bank Admin and Cloud Host have 
relationships with other actions, requires shared-roles, 
and effect on the system;  
For the availability aspect  of  the SRRA misuse case, the 
following holds: 
Availability::Ensure Unbroken Service includes 
Availability::Automatic Failover. 
Availability::Automatic Failover, is a shared role between  
Bank Admin and Cloud Host (Bank Admin <--> Cloud 
host) which mitigates Bug (a reliability misuse case). 
Availability::Automatic Failover, is a shared role between  
Bank Admin and Cloud Host (Bank Admin <--> Cloud 
host) which mitigates Service Outage (an availability 
misuse case). 

Similar descriptions can be deduced for other dependability 
aspects that are captured in the SRRA misuses case by using the 
TMUCN. 

 

 

4.4 Preliminary Evaluation 
In order to assess, the merit of our proposed extensions to 

the misuse case and its capability to elicit dependability 
requirements, we conducted a preliminary evaluation of the 
notational extensions by sampling the perspective of a few 
subjects in a controlled experiment. The subjects were 
postgraduate students of Covenant University, Nigeria. All the 
students have taken courses in Software Engineering and 
Requirements Engineering, are quite familiar with use case and 
misuse cases and more than 50% of them have above average 
software development experience. 

4.4.1 Experiment Procedure 
The six subjects performed two tasks; thereafter they 

completed a post-experiment questionnaire. 
First Task: We printed four MUC diagrams – Figure 2, 3 and 

two additional ones that are not shown in this paper without 
their captions on a sheet of paper and gave them to the subjects. 
They were asked to study the diagrams and answer a set of 
twelve questions. A key question is to identify the type of non-
functional requirement(s) contained in the four diagrams. 

 
 
 

 

Table 3.  Tabular Misuse Case Narrative for SRRA Requirements  
ACTORS ACTION/INSTANCE RELATIONSHIP SHARED-ROLE EFFECT 

P: Bank Admin ; 
P: Cloud  

Host 
 
 ③ 

Security::Provide Max. 
Security 

Includes:  
1) Security::Apply 
Encryption Mechanism 

Bank Admin <--> Cloud host: 
2: Security::Apply Encryption 
Mechanism 

Mitigates → Security::Hack 
Data Server 
 

* Availability::Ensure 
Unbroken Service 

Includes:  
2) Availability::Automatic 
Failover 

Bank Admin <--> Cloud host: 
2: Availability::Automatic 
Failover 

Mitigates→ Reliability::Bug; 
Mitigates → 
Availability::Service Outage 

Reliability::Ensure Service   
Reliability 

3) Reliability::Switch 
Services to New Zones 
 

Bank Admin <--> Cloud host: 
3: Reliability:: Switch Services 
to New Zones 

Mitigates → Reliability::Bug 
Mitigates → 
Availability::Service Outage 

Robustness::Activate Fault 
Tolerance 
 

Includes:  
4) Robustness::Automatic 
System Shutdown; 
5) Robustness::Degrade 
Gracefully 

Bank Admin <--> Cloud host: 
3: Robustness::Automatic 
System Shut down 

Mitigates Reliability:: Bug; 
Mitigates→ Robustness:: 
Significant Failure  

Bank Admin <--> Cloud host: 
4: Robustness::Degrade 
Gracefully 

Mitigates→ Reliability:: Bug 
Mitigates→ Robustness:: 
Significant Failure  

Table 2. Tabular Misuse Case Narrative for Reliability Requirements 
ACTORS ACTION/INSTANCE RELATIONSHIP SHARED-ROLE EFFECT 

P: Bank Admin 
 
    ① 

Deploy Application None None Success 

Restart Application None None Mitigates → Bug 

Monitor System 
Performance 

Includes: 
1: Terminate Operation 
with Warning Message 

None Mitigates → Bug 

Terminate Operation with 
Warning Message 

None None Mitigates → Incorrect I/O 
Operation 

P: Bank Admin;   
P: Cloud Host 
 
          ② 

Ensure Service Reliability Includes:  
1) Degrade Gracefully; 
2) Switch Services to New 
zones; 
3) Call Exception Handler 

Bank Admin <--> Cloud host: 
 1: Degrade Gracefully 

Mitigates → Bug 

Bank Admin <--> Cloud host:  
2: Switch Services to New 
zones 

Mitigates → Bug 

Bank Admin <--> Cloud host: 
3: Call Exception Handler 

Mitigates → Date/ Time   
Corruption 
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Test Objectives: 1) to know the extent to which the subjects 
could extrapolate their knowledge of misuse cases to understand 
what the new diagrams represent; 2), to capture their first 
impression about the diagrams. 

Second Task: the subjects were presented with the same set 
of diagrams with their caption included, and now with a detailed 
written description of what each of the symbols in the diagrams 
represents. Thereafter, the subjects were asked to generate 
specific dependability requirements from the diagrams by using 
a minimum set of predefined requirements boilerplate templates. 
Requirements can be specified using a whole boilerplate or 
combination of boilerplates. The use of requirement boilerplates 
was designed to impose a uniform structure on the way 
requirements are specified by the subjects and minimize 
ambiguity [41]. The boilerplates used are: 

i. The <user> shall be able to <capability>   - b1 
ii. While <operation condition> the <system> shall be able 

to <capability>    - b2 
iii. The <system function> shall <action> within <quantity> 

<time unit> from <event>  - b3 
iv. The <system function> shall <action> for a sustained 

period of at least <quantity> <time unit> - b4 
v. The <system function> shall <action> at least <quantity> 

times per <time unit> - b5 
Test Objective: To find out, the extent to which the 

customised notations that have been introduced would influence 
the dependability requirements specified by the subjects. 

4.4.2 Experiment Results 
The feedback harvested from the post-experiment 

questionnaire revealed that based on the first task, all the 
subjects were able to identify the fact that the diagrams were 
closely related to misuse case. They were also able to relate them 
to the cloud. All responses (100%) from participants attest to the 
fact that previous knowledge of misuse case helped to 
extrapolate their understanding of the diagrams. In addition, 
over 80% of responses revealed that the diagrams were easy to 
comprehend, gave a clear impression of what they are about and 
that the notations were simple and easy to relate with.  In 
addition, 66.7% of the participants were able to identify the 
security, and availability misuse case diagrams correctly, while 
50% got the reliability diagrams correctly, 16.7% missed it 
narrowly, while 33.3% got it wrong. None of the respondents 
was able to identify the robustness misuse case correctly, 50% 
gave answers that were close, while 50% got it wrong entirely. 

From the second test, we observed that: 
Each of the subjects was able to generate dependability 
requirements from the misuse case diagrams. However, 
the degree of customisations to cloud and correctness 
varied. Also, many of the stated requirements were not 
of high quality, but they were based on scenarios 
captured in the diagrams (see Table 4).  
Compared to the misuse cases, all subjects agreed that 
the extensions were more intuitively stimulating for 
them in helping to retain the consciousness that the 

requirements statements they were to specify were 
meant for cloud-based applications. 
Even though the misuse cases were quite general, they 
were able to come up with additional misuses that were 
specializations of what was presented to them. 
The subjects agreed that the diagrams were more 
adapted to the cloud, although the familiar look and feel 
that is previously associated with the prior misuse cases 
has been retained. 
The subjects agreed that they are positively disposed to 
adopting the proposed additional notations to the misuse 
case in order to elicit dependability requirements for 
cloud. 
The perception of the subjects in the experiment in terms 
of key specific attributes of the newly introduced 
notation as regards the Moody principles and usability 
are shown in Table 5. 

4.5 Discussion 
The preliminary experiment shows that application of 

misuse case analysis for eliciting dependability requirements for 
the cloud is viable. The experiment also revealed that the 
extended notations, once explained to requirements analysts can 
be clearly understood and simple to use. The extended misuse 
case model, when combined with other established concepts like 
requirements boilerplates, can provide a very intuitive approach 
to specify dependability requirements for cloud. Although the 
quality of specified requirements will still depend largely on the 
level of experience of the fellow involved. In the experiment, the 
subjects that had appreciable software development experience 
generally specified more meaningful requirements. However, 
each of the subjects came up with requirements that were based 
on the scenarios captured in the extended MUC diagrams. 

4.6 Evaluation Threats 
First, it is obvious that an evaluation with industry experts or 

software developers who have a practical grounding in 
use/misuse case or cloud development is not likely to yield 
exactly the same outcome. However, we do not expect a radical 
upturn of result from the conclusion reached from our 
experiment because the subjects used are students, they have 
sufficient background knowledge to perform the tasks involved. 
Moreover, it is permissible to use students as subjects for 
experiments even though they may not be as experienced as 
practitioners [42]. Second, six subjects were used in the 
experiment which looks small, whereas a more broad-based 
evaluation with more subjects could provide a basis for more 
profound conclusions. However, since the objective is to carry 
out a preliminary evaluation, the smallness of the number may 
not greatly affect the findings of this study, what is important is 
to have persons who have the adequate technical knowledge to 
make a valid judgment on the fitness or otherwise of proposed 
notations in order to give an objective opinion. The controls put 
in place during the experiment ensured that the feedback from 
the subjects was as independent as possible.  

142



An Extended Misuse Case Approach  SAICSIT’18, Sept. 2018, Port Elizabeth, RSA 
 

 9 

Table 4: Sample Dependability Requirements  
               Generated by Subjects   

Table 5: Rating of New Notations based on Key    
                Attributes    

 
 
 

S/N Requirements Boilerplate 
1 “While <there is a DOS attack> the 

<cloud host provider> shall be able to 
<restart application>” 

b2 - security 

2 “While <there is invalid code input > 
the system shall be able to <report an 
error message>” 

 b2- robustness 

3 “The <automatic failover> shall be 
executed for a sustainable period of 
at least <1hr> in the event of <data 
server requests overload>” 

b4 -Availability 

4 “The <call exception handler> shall 
mitigate <date/time corruption> at 
least <1time> per user” 

b5- Reliability 

5 “The <bank admin> shall be able to 
<restart application> <5mins> in the 
event of <minor failure>” 

b3- Robustness 

 
 
Hence, there is sufficient basis to generalise that the findings 

from the experiment are credible. 
Third, the result from the preliminary experiment only 

indicate that the extended notations are understandable, but not 
that this particular extended MUC technique would be better 
than other techniques that might be used in the same situation. 
For this, a more large-scale comparative experiment with 
additional controls and alternative treatments would have to be 
done in the future. This applies both in the narrow sense, i.e the 
proposed MUC notational extension vs. other visual notations 
that might have been chosen to address the same problem, and 
in the broader sense, i.e the MUC diagrams vs. other diagram 
models that could have been used. 

5 CONCLUSIONS 
In this paper, we have shown that early and accurate 

elicitation of dependability requirements is crucial for the 
holistic implementation of cloud applications. However, to suit 
the cloud context, the already well-known misuse case model 
needs to be extended to customize it for the cloud. Therefore, as 
a first step, some extended notations have been proposed, which 
were then applied to the scenario of cloud mobile banking. The 
application and preliminary assessment show that the proposed 
notations are simple, intuitive and useful for eliciting cloud-
specific dependability requirements. In further work, we shall 
explore how other peculiar dimensions of the cloud can be 
factored into the misuse case adaptations. Also, for the more 
widespread adoption of these notations, it is necessary to 
conduct a more rigorous evaluation using industrial-scale case 
studies. Also, relevant tool support is required to facilitate 
uptake of the proposed notations by stakeholders in the cloud 
application development domain. 

 
 
 

 
 
 

Attributes Positive 
Rating 
(%) 

Neutral 
(%) 

Negative 
Rating 
(% 

Perceptual 
Discriminability (PD) 

83.33 0 16.67 

Semantic 
Transparency (ST) 

100 0 0 

Complexity 
Management (CM) 

83.33 0 16.67 

Visual Expressiveness 
(VE) 

66.66 16.7 16.7 

Graphical Economy  
(GE) 

66.66 16.67 16.67 

Cognitive Fit  
(CF) 

66.67 8.33 25 

Usability 66.67 16.67 16.67 
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