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Chapter  3

Can Near Field Communication 
Solve the Limitations in 

Mobile Indoor Navigation?

ABSTRACT

The navigation ecosystem is rapidly changing. Indoor navigation has attracted attention with the introduc-
tion of mobile devices into the market. Although mobile devices are used more often for outdoor naviga-
tion, they have opened up opportunities for indoor navigation proponents. Near Field Communication in 
indoor navigation is still in its exploratory stage. Despite an increase in the variety of indoor navigation 
research, challenges remain in designing a framework that is neither complex nor expensive. NFC is a 
novel method of navigating in indoor environments. Providing an overview of its benefits and usefulness 
compared with existing indoor navigation technologies is the subject of this chapter.

1. INTRODUCTION

With the advent of the mobile phone, computing 
has become increasingly mobile, ubiquitous and 
context-aware. The mobile phone and smartphone 
in extension, is the most popular and widely used 
mobile device today and is fast becoming an irre-
placeable device. Due to the computational power 
of the smartphone, it can be used for a number of 
functions including alarm clock, calendar, email, 
web search, game and navigation, with navigation 
forming an interesting aspect of it.

Traditionally, road signs and billboards were 
means of navigating outdoors and locating a desti-
nation. With the advent of the Global Positioning 
System (GPS), navigation has metamorphosed 
into a simplified activity. Users have the choice 
of using either or both of the traditional and/or 
technological means of navigation. GPS has been 
widely adopted for outdoor navigation where it 
can be used to locate people or objects effectively. 
It is accurate and precise but has one flaw that it 
has not been able to support indoor navigation 
(Renaudin, Yalak, Tome, & Merminod, 2007). 
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This is due to buildings and walls which serve 
as an obstacle to the satellite’s signals. Thus, 
navigating indoors with mobile devices became 
an interesting subject in the past decade.

An indoor navigation system consists of a 
network of devices used in locating objects or 
people inside a building. Upon knowing where 
something or someone is, a lot can be done with 
the information depending on one’s objective, 
such as tracking and position determination. 
Mobile indoor navigation involves an individual 
finding his/her way around in order to arrive at a 
desired destination using an interactive navigation 
system. The major challenge in indoor naviga-
tion is determining the current location of a user. 
Without this information, a suitable path to the 
destination cannot be routed or re-routed as the 
case may warrant.

Navigating in indoor environments is gradu-
ally attracting wider interest (Aebi, 2012; Chand-
gadkar, 2013; Choo, Cheong, Lee, & Teh, 2012; 
Hammadi, Hebsi, Zemerly, & Ng, 2012; Huang 
& Gao, 2013; Kannan et al., 2013; Link, Smith, 
Viol, & Wehrle, 2011; Rao & Fu, 2013; Wang, 
2012; Zinkiewicz, 2012). Indoor positioning and 
navigation have been investigated over the past 
decades using variety of technologies (Fallah, 
Apostolopoulos, Bekris, & Folmer, 2013; Gu, 
Lo, & Niemegeers, 2009; Lukianto & Sternberg, 
2011; Mautz, 2009). Various challenges and 
limitations exist for indoor navigation solutions. 
There is minimal universal solutions that address 
all of these challenges as there will always be a 
trade-off. However, there are existing solutions 
that effectively address specific indoor naviga-
tion challenges implicitly and we shall provide 
an overview of these solutions.

Fallah et al., (2013, p. 21) noted that people 
navigate considering either or both of path inte-
gration and/or landmark-based navigation. Path 
integration simply involves the use of a reference 
point or landmark only to locate a destination 
where the use of a map is needed. Landmark-based 

navigation, on the other hand, involves the use of 
a ‘physical or cognitive map’ of the environment 
with multiple reference points or landmarks in the 
navigation process. A situation where a visitor 
arrives at a campus for the first time and wishes 
to locate an office within a large building, the 
landmark-based approach is easily preferred. In 
mobile indoor navigation, the landmark-based 
navigation is employed since the user does not 
know his/her destination. Mobile indoor naviga-
tion involves three stages: (1) the current position 
of a user, (2) the most suitable path for the user 
to navigate on and, (3) the destination of the user 
(Huang & Gartner, 2010).

In this chapter, we will discuss the techniques 
and technologies used in indoor positioning sys-
tems. We will give an overview of the strength of 
these technologies, the problems and limitations 
currently inherent in them and how NFC may 
play a role.

2. POSITIONING TECHNIQUES

Positioning techniques are used to localize and 
estimate the position of sensor nodes in order to im-
prove positioning accuracy. They are used to help 
users have easy access to position and navigation 
information. To determine the position of a user, 
two techniques, namely Signal Characteristics/
Metrics and Positioning Algorithm, are employed.

2.1 Signal Characteristics/Metrics

Positioning systems can be classified by the 
measurement techniques they employ. The signal 
metrics has to do with the measurement of geo-
metrical parameters (signal, angle or distance). The 
collection of these parameters allow estimating 
the object’s position using calculations. In general, 
there are various types or methods of measurement 
and some popular methods are discussed below:
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2.1.1 Angle of Arrival (AOA)

It is used to calculate the position of a transmitter 
based on the angle and distance relative to mul-
tiple reference points. But the hardware tends to 
be complex and expensive. AOA is used in the 
triangulation technique. In practice, however, 
few sensor localisation algorithms absolutely 
require AOA information, though several are 
capable of using it when present (Amundson & 
Koutsoukos, 2009; Brás, Carvalho, Pinho, Kulas, 
& Nyka, 2012).

2.1.2 Time of Arrival (TOA)

TOA is sometimes called time of flight (TOF). 
It measures the time taken by a signal to arrive 
at a receiver from a transmitter. It uses the ab-
solute time of arrival at the receiver rather than 
the measured time difference between departing 
from a transmitter and arriving at the receiver. 
The distance between the transmitter and the 
receiver can be directly calculated from the time 
of arrival. TOA provides high accuracy but at a 
cost of higher hardware complexity (Nuaimi & 
Kamel, 2011; Xiao, Liu, Yang, Liu, & Han, 2011).

2.1.3 Time Difference of Arrival (TDOA)

TDOA is an improvement on TOA. It measures 
the difference in TOA at two different receivers. It 
determines the relative position of the transmitter 
based on the difference in the propagation time 
of signals. Thus, modification of the transmitter 
is eliminated. TDOA provides high accuracy. 
Both TOA and TDOA are used in the trilateration 
technique (Brás et al., 2012; Xiao et al., 2011).

2.1.4 Received Signal Strength 
Indication (RSSI)

It is a measure of the power level of the received 
signal strength (RSS) present in a radio infra-
structure, and can be used to estimate the distance 

between mobile devices. RSSI is the relative RSS 
in a wireless environment. The higher the RSSI, 
the better the signal quality. However, in indoor 
environments where it is difficult to obtain line-
of-sight, the RSSI and positioning are affected by 
multipath and shadow. RSSI is normally used in 
the proximity technique (Brás et al., 2012; Xiao 
et al., 2011).

2.2 Positioning Algorithm

Positioning algorithms translate recorded sig-
nal metrics into distances and angles, and then 
computes the actual position or location of a 
target object (Huang & Gartner, 2010). Several 
techniques exist for obtaining bearing, range, or 
proximity information based on signal measure-
ment. The following four algorithmic techniques 
are discussed: triangulation, trilateration, proxim-
ity and scene analysis.

2.2.1 Triangulation

Angles are used to compute the distance between 
fixed points in order to locate an object. The 
object to be located is used as a fixed point of a 
triangle (Brás et al., 2012; Liu, Darabi, Banerjee, 
& Liu, 2007).

2.2.2 Trilateration

The position of an object is computed by using the 
distance between it and three other known points. 
Multilateration is similar to trilateration except 
that four or more points are used in multilateration 
(Nuaimi & Kamel, 2011).

2.2.3 Proximity

A grid of antennas with known positions is used. 
When a mobile device is detected in motion, the 
closest antenna is used to calculate its position. 
But if the mobile device is detected by more than 
one antenna, the antenna with the strongest signal 
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is used to calculate its position (Brás et al., 2012; 
Gu et al., 2009; Liu et al., 2007).

2.2.4 Scene Analysis

Information is collected from a scene and the 
position of an object is estimated by matching or 
comparing the collected information with the one 
in the existing database. Fingerprinting is normally 
used in scene analysis (Liu et al., 2007; Nuaimi 
& Kamel, 2011).

3. POSITIONING TECHNOLOGIES

Trigony (2012) stated that three key problems 
challenge the adoption and widespread use of 
indoor positioning systems. The first one is non-
line-of-sight signal propagation which is due to 
the walls, people and obstacles in indoor environ-
ment. This affects radio signal measurements and 
leads to significant position errors. The second 
one is sparsity of reference points. This results in 
an ambiguity in position estimation and calcula-
tion. The third one is large spatial variation in the 

accuracy of location sensors. This is difficult to 
measure empirically, leading to inaccuracy.

Determining the current position of a user 
is the most important and yet challenging in in-
door positioning. Without the current location, 
rerouting a path to the destination is difficult 
and navigation becomes cumbersome. Henniges 
(2012) classified indoor positioning using three 
topologies – network-based, terminal-based and 
terminal-assisted. However, various technologies 
have been used to investigate and classify position-
ing in indoor navigation (Gu et al., 2009; Koyuncu 
& Yang, 2010; Liu et al., 2007; Nuaimi & Kamel, 
2011; Xiao et al., 2011). These investigations are 
based on the following metrics: accuracy, perfor-
mance, cost, usability, privacy and complexity of 
the technology used. Our classification shall be 
based on Gu et al.’s.

Indoor positioning systems can be classified 
into six major groups namely: Infrared (IR), 
Ultrasound/Ultrasonic, Magnetic, Vision-Based/
Optical, Audible sound and Radio-Frequency (RF) 
(Fallah et al., 2013; Gu et al., 2009; Mautz, 2009; 
Xiao et al., 2011). The classification is based on 
the main medium used to determine location (see 
Figure 1).

Figure 1. Classification of indoor positioning systems
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3.1 Infrared Positioning System

Infrared positioning system (Aitenbichler & 
Muhlhauser, 2003; Lee et al., 2004; Lee & Song, 
2007) is one of the earliest indoor positioning 
systems. It is a method that uses infrared signals 
to determine the position of objects or people 
based on their presence. This makes real-time 
tracking impractical to implement. Infrared light 
is invisible to the human eye and does not pen-
etrate through walls. Thus, an infrared tracking 
system would need several receivers in each room 
or space installed in order to improve accuracy. 
The placement of the infrared tag to the reader can 
cause line-of-sight problems. System architectures 
for positioning based on infrared signals differ 
significantly. Mautz (2012) noted that the three 
general methods of exploring infrared signals 
are: (1) use of active beacons (Atsuumi & Sano, 
2010), (2) infrared imaging using natural (thermal) 
radiation (Hauschildt & Kirchhof, 2010) and, (3) 
artificial light sources (Lee & Song, 2007).

3.1.1 The Active Badge

The Active Badge system (Hopper, Harter, & 
Blackie, 1993; Want, Hopper, Falcão, & Gibbons, 
1992) is an infrared system for the location of 
objects or people wearing a badge. These badges 
transmit signals with a unique code every 15 
seconds. The periodic signals provide informa-
tion about their location to a centralized location 
(server) through a network of infrared sensors. 
The positioning techniques used are trilateration 
and TOA.

3.1.2 Limitations

The accuracy of this system is moderate. More 
receivers will be needed to improve accuracy. This 
will lead to infrastructure complexity and high 
cost of the overall solution. Scaling the solution 
can also become very costly over time. Another 
limitation is the interference of infrared waves 

with fluorescent light and sunlight, this reduces 
the usability of the system. Also, since there is 
a server computing user location, privacy issues 
arises (Ekahau, 2005).

3.2 Ultrasound/Ultrasonic 
Positioning System

Using ultrasound/ultrasonic signal (Hazas & 
Hopper, 2006; Hazas & Ward, 2002; Holm, 2012; 
Medina, Segura, & De la Torre, 2013) is another 
way of position measurement. Ultrasound signals 
are used by bats to navigate at night. This inspired 
researchers to design similar navigation system. 
The ultrasonic positioning system is based on 
the principle of trilateration and in some cases 
triangulation. Triangulation based methods do 
not usually produce very accurate positioning 
results and are very susceptible to errors due to 
walls, furniture and other obstacles in the building 
(Ekahau, 2005).

3.2.1 The Active Bat

The Active Bat (Koyuncu & Yang, 2010; Wood-
man & Harle, 2010) is an ultrasonic positioning 
system that improves accuracy over Active Badge 
by using radio and ultrasound signals. Users and 
objects are tagged with ultrasonic tags. Signal 
receivers, mounted across the ceiling, detect the 
ultrasound signal from the Active Bat tags. This 
signal is sent to a centralised location (server). The 
exact position of a user is computed by finding 
the distance to about three reference nodes using 
the time of arrival lateration technique.

3.2.2 Cricket System

Cricket system (Priyantha, 2005) is an ultrasonic 
positioning system that consists of cricket nodes. It 
improves upon the Active Bat system by using the 
radio signal arrival time to narrow the time window 
in which arriving signals are considered (Xiao et 
al., 2011). The ultrasound emitters (beacons) are 
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fixed to the ceiling or wall of a building while the 
receivers (listeners) are attached to target objects 
or people for position determination. The beacons 
transmit messages to the listener intermittently 
while the listener ‘listens’ for transmissions and 
uses the information to determine its position. 
This approach provides user privacy by perform-
ing position triangulation calculation locally in 
the located object. The Cricket system uses less 
number of emitters fixed on the ceiling. It addresses 
the issue of fault tolerance by using RF signals 
as a second method of proximity positioning if 
enough emitters are not available. The system is 
scalable for implementation in a large building 
and offers efficient performance and low cost 
deployment. It uses TOA measuring method and 
triangulation location technique to locate a target 
(Gu et al., 2009; Priyantha, 2005).

3.2.3 Dolphin System

Dolphin – Distributed Object Locating System 
for Physical-space Internetworking – (Fukuju, 
Minami, Morikawa, & Aoyama, 2003; Minami et 
al., 2004) is another ultrasound positioning system 
based on a hop-by-hop locating mechanism. The 
position principle is similar to that of active bat 
and cricket. There are two types of nodes namely: 
reference node and normal node. Dolphin requires 
only a few pre-configured reference nodes for 
locating all other nodes in the system. The system 
consists of nodes with RF, ultrasound transmis-
sion function and one-chip Central Processing 
Unit (CPU). The location of a few nodes is known 
while the remaining nodes can determine their 
location based on the location of reference nodes 
by using RF and ultrasound transmission function. 
A reference node transmits RF signal while other 
nodes start internal pulse counter on receiving 
the signal. The RF signal contains predetermined 
position of the reference node. The reference node 
also transmits ultrasonic pulse to other nodes. 
The nodes stop internal counter and compute 
distances to the reference node on receiving the 

ultrasonic pulse. The advantage of this system 
is that it requires only a few nodes to determine 
all position of nodes. (Fukuju et al., 2003; Gu et 
al., 2009; Minami et al., 2004; Xiao et al., 2011).

3.2.4 Limitations

One general problem that is still inherent in this 
system is low accurate positioning due to multipath 
effects and line of sight (Fallah et al., 2013; Gu 
et al., 2009; Medina et al., 2013). In some cases, 
privacy concerns could be an issue where a server 
stores users’ position information.

3.3 Magnetic Positioning System

Magnetic Positioning System (Blankenbach, 
Norrdine, & Hellmers, 2012; Kim, Kim, Yoon, 
& Kim, 2012; Paperno, Sasada, & Leonovich, 
2001) involves the use of magnetic signals for 
position determination. This is an old way of 
position measuring and tracking. This method of 
positioning is based on previous works on magnetic 
fields, the earth’s magnetic field and the compass 
(Li, Gallagher, Dempster, & Rizos, 2012). The 
loggerhead sea turtle and pied flycatcher are two 
animals that use the earth’s magnetic field for 
position determination and navigation. This has 
helped researchers understand how animals use 
magnetic signals for positioning and navigation 
(Storms, 2009). The magnetic system consists of 
fixed transmitters, and receivers mounted on the 
user. The receivers receive magnetic signals from 
the transmitter and send the position information 
to a centralised location for position determina-
tion. The magnetic positioning system has high 
accuracy and does not suffer from non-line of sight 
(Chung et al., 2011; Gu et al., 2009).

3.3.1 Limitations

One issue with the magnetic positioning system 
is that of limited coverage. This affects the ef-
ficiency and robustness of the system. In order 
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to improve the coverage range, an increase in 
magnetic sensors and infrastructure may be needed 
to cover sufficient areas. This will likely increase 
the complexity of the system (Li et al., 2012).

3.4 Optical/Vision Based 
Positioning System

Optical/Vision based Indoor Positioning System 
(Klopschitz, Schall, Schmalstieg, & Reitmayr, 
2010; Mautz & Tilch, 2011; Tilch & Mautz, 2011) 
involves the position determination of a person 
or object in a building with the aid of a mobile 
sensor or camera carried by the user. It can be 
done in two ways. The visual information can 
be gotten from the mobile phone camera (Chang 
& Tsai, 2007; Vazquez-Briseno et al., 2012) or 
via Augmented Reality (Jang, 2010; Klopschitz 
et al., 2010), by seamlessly overlaying a user’s 
view with location information linked to an image 
database in a centralised location or server. The 
server performs optical marker detection, image 
sequence matching, and location recognition. It 
transmits the recognized location information to 
the mobile device. This enables real-time posi-
tioning and navigation. The system provides the 
ability to identify similar locations in the image 
database and display location-related information. 
With Quick Response (QR) code, positioning is 
not real-time. The position determined is the po-
sition of the marker. The markers are distributed 
around the navigation environment and position 
is determined by placing the mobile device in 
close proximity to the marker (Kim & Jun, 2008; 
Lukianto & Sternberg, 2011).

3.4.1 Limitations

In some cases, privacy concerns may be an issue 
since a server stores position information. The 
system suffers from interference from multiple 
effects, bright light and significant accumulative 
errors which could lead to poor performance. 
Accuracy is not impressive. With QR code, the 

accuracy depends on the range of the marker posi-
tion to the device; the range depends on the reso-
lution of the device’s camera. Significant amount 
of computing power may be required to perform 
image matching thereby affecting performance 
(Huang & Gao, 2013; Klopschitz et al., 2010).

3.5 Audible Sound 
Positioning System

Audible sound positioning system (Liu, Liu, & 
Li, 2013; Mandal et al., 2005; Rishabh, Kimber, 
& Adcock, 2012; Rossi, Seiter, Amft, Buchmeier, 
& Tröster, 2013) consists of sensor network and 
end user mobile device. Most mobile devices, 
like Smartphone and Personal Digital Assistant 
(PDA), are able to emit audible sound. Audible 
sound is omni-directional. The use of audible 
sound eliminates the need for additional infrastruc-
ture by the user. The audible sound system uses 
acoustic sound to measure distance by calculat-
ing time of flight for sound pulses. The acoustic 
sensors, which are mounted in the building, are 
connected to a central server through a wireless 
network. Each sensor has a processing unit and a 
microphone for sensing acoustic signals (Lopes, 
Haghighat, Mandal, Givargis, & Baldi, 2006). 
They receive audible sound from the user’s mobile 
device and send these data to the central server 
through the wireless connection. After computing 
the device’s position, the server then sends the 
position information to the mobile device. TOA 
and triangulation methods are used to estimate the 
position of the device. A relatively good accuracy 
is achieved (Gu et al., 2009).

3.5.1 Limitations

One concern with this system is the audio trans-
mission issue like interference, noise, reflection 
and low penetration power through walls and 
obstacles. These have a negative effect on the 
system’s accuracy. Privacy is also a concern (Liu 
et al., 2013; Lukianto & Sternberg, 2011).
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3.6 Radio-Frequency 
Positioning System

Radio-Frequency Positioning Systems consists 
of Bluetooth, Ultra-wideband (UWB), Sensor 
networks, Wireless Local Area Network (WLAN), 
Radio-Frequency Identification (RFID) and Near 
Field Communication (NFC). These formed the 
bulk of research in the past decade (see Figure 2).

The advantage of this technology is that radio 
waves can penetrate walls and other obstacles, 
resulting in a larger coverage area. RF-based 
positioning systems can reuse existing RF infra-
structure, thus reducing cost. Radio wave-based 
methods work in two ways: by proximity detection, 
in the case of RFID/NFC tags, and by measuring 
the received signal strength indicator (RSSI) of 
installed infrastructure nodes such as WLAN, 
UWB, Bluetooth or sensor networks (Lukianto & 
Sternberg, 2011). Triangulation and fingerprinting 
techniques are widely used in RF-based position-
ing systems. Gu et al. (2009, p. 22) noted that, 
“For complicated indoor environments, location 
fingerprinting is an effective position estimation 
method, which uses location related characteris-
tics such as RSS and location information of the 
transmitters to calculate the location of a user or 
a device”.

3.6.1 Bluetooth Based 
Positioning System

Bluetooth-based positioning systems (Aung, 
Yang, Cho, & Gerla, 2008; Diaz, Maues, Soares, 
Nakamura, & Figueiredo, 2010; Fernandes, 2011; 
Scheerens, 2012) locate and track objects and 
people inside a building by providing real-time 
location data of radio and mobile phone users us-
ing Bluetooth beacons connected to a LAN. The 
Bluetooth beacons are installed in strategic loca-
tions within the building such that they can track 
the position of any discoverable device, record 
and send information to a centralised server (Cha-
wathe, 2008; Muñoz-Organero, Muñoz-Merino, 
& Kloos, 2012; Zafeiropoulos et al., 2010). Most 
mobile devices have Bluetooth embedded in 
them. Bluetooth provides three connection status 
parameters namely: Link Quality (LQ), Received 
Signal Strength Indicator (RSSI) and Transmit-
ted Power Level (TPL). Devices cannot support 
more than a single Bluetooth connection, making 
triangulation difficult (Subhan, Hasbullah, Ro-
zyyev, & Bakhsh, 2011). Also, more devices will 
be needed in order to provide adequate coverage. 
One drawback of Bluetooth-based localisation 
methods is that device discovery is inherently a 
slow process (Bekkelien, 2012; Bielawa, 2005).

Figure 2. Types of radio-frequency positioning system
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3.6.2 Ultra-Wideband Based 
Positioning System

UWB based positioning systems (Meissner, Leit-
inger, Fröhle, & Witrisal, 2013; Senger & Kaiser, 
2006; Waldmann, Weigel, Ebelt, & Vossiek, 2012; 
Ye, 2012) send ultra-short pulses to transmit signal 
which has the magnitude of the bandwidth. The 
position estimation is based on TOA technique. 
UWB can be used for precise indoor positioning 
and can operate across a broad area of the radio 
spectrum. The use of more UWB readers and 
their strategic placement could reduce the effect 
of signal impairments, such as interference and 
multipath, which makes close proximity use with 
Wi-Fi networks and other RF signals possible. 
UWB makes use of technologies that are not in 
line with existing standards, hence its public use 
is not certain. UWB could be expensive to scale 
and battery use could be costly. It has high pen-
etrating power, low power consumption and good 
positioning accuracy. (Canovic, 2007; Liu et al., 
2007; Mautz, 2012; Xiao et al., 2011).

3.6.3 Sensor Network Based 
Positioning System

Sensor network based positioning system (Chen & 
Wang, 2009; Giorgetti, Farley, Chikkappa, Judy, 
& Kaleas, 2012; Lazos, Poovendran, & Čapkun, 
2005) consists of a large number of sensors fixed 
in predefined locations. The location of a person or 
object can be determined by sensor signals. Sensor 
network positioning systems are quite challeng-
ing to implement. This is because the sensors are 
quite limited with respect to transmission range, 
computing resources and processing power. If 
several sensor nodes try to know their position at 
the same time and send the positioning informa-
tion through the network, the performance of the 
system may be impeded. The network protocol, 
which determines how the nodes communicate 
during the positioning process, comes in handy 
at this point.

Positioning systems based on Received Signal 
Strength Indicator (RSSI) are preferred for mea-
suring signal strength because of its low cost. The 
low cost of the sensors facilitate scalability and 
highly parallel computation. However, each node is 
likely to have limited power, limited reliability, and 
only local communication with a modest number 
of neighbours. The disadvantage of RSSI - based 
systems is that its position accuracy is quite low 
compared to other approaches (Bachrach & Taylor, 
2005; Giorgetti et al., 2012; Robles, Munoz, De 
la Cuesta, & Lehnert, 2012).

Self-localisation and self-organisation are im-
portant traits in sensor networks. Sensor network 
positioning algorithms determine the position of 
sensors by using knowledge of the absolute posi-
tions of a few sensors and inter-sensor measure-
ments. Sensor nodes can operate as coordinator, 
anchor nodes (static) or non-anchor nodes (mo-
bile). The coordinator is connected to a centralised 
location or server which gathers position informa-
tion for position estimation (with the help of the 
positioning algorithm) and configuration of the 
network. Sensors with known location information 
are called anchors and can be powered externally 
while those with unknown location information 
are called non-anchor nodes and can be powered 
with batteries. In sensor network applications, 
one of the essential problems is the localisation 
of non-anchor nodes for location based service. 
Thus sensor network positioning system is used 
to determine the position of the non-anchor nodes 
(Mao, Fidan, & Anderson, 2007; Robles et al., 
2012; Yick, Mukherjee, & Ghosal, 2008; Yun, 
Lee, Chung, Kim, & Kim, 2009).

3.6.4 WLAN Based Positioning System

WLAN-based positioning system (Cypriani, 
Lassabe, Canalda, & Spies, 2011; Ma, Li, Tao, & 
Lu, 2008; Vicent, 2013; Wierenga & Komisarczuk, 
2005) is mostly used where GPS is inadequate due 
to various causes including multipath and signal 
interference indoors. It uses existing WLAN in-
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frastructure in indoor environments to determine 
a user’s position or location. Also, WLAN is not 
affected by line of sight. Position determination 
using WLAN technology has the advantage of 
performing indoors and outdoors, whereas GPS 
can only work outdoors.

The calculation of a user’s location can be done 
in two phases namely: offline and online phase. 
In the offline phase, grid points are computed at 
different locations in the building, each with a list 
of RSSI values for visible access points at that 
particular location. This process is also known as 
fingerprinting, which is a time consuming process. 
In the online phase, the grid points are used to 
compute the most feasible position of the user. 
The accuracy of location estimations in WLAN 
positioning is based on measuring the intensity of 
the received signal strength or on fingerprinting. 
The use of RSSI with WLAN can be grouped into 
four approaches namely: Propagation modelling, 
Cell of Origin (CoO), Fingerprinting (FP) and 
multilateration (Mautz, 2012; Retscher, Moser, 
Vredeveld, & Heberling, 2006; Wang & Jia, 2007). 
However, the positioning techniques based on 
Received Signal Strength (RSS) could sometimes 
be less accurate (Sayrafian-Pour & Perez, 2007).

More attention is given to the WLAN technol-
ogy for positioning because of its better perfor-
mance. Due to the complexity, inaccuracy and high 
cost of this technology indoors, more researchers 
tend to now favour the hybrid model (Galván-
Tejada, Carrasco-Jiménez, & Brena, 2013; Wang 
& Jia, 2007) in order to compensate for the limi-
tations of single model positioning technologies. 
The hybrid model is a combination of two or 
more positioning technologies and/or positioning 
techniques. It is also complex and expensive but 
improves accuracy. Some WLAN-based position-
ing systems are commercially available and include 
RADAR (Bahl & Padmanabhan, 2000), WIPS 
(Kitasuka, Nakanishi, & Fukuda, 2003), Ekahau 
(Ekahau, 2005) and Skyhook (Mautz, 2012). 
Although these are viable systems in improving 
distance estimation, speed and accuracy are still 

issues. Also, wireless information access is not 
readily available in developing countries due to 
the high cost of equipment and deployment.

3.6.5 Radio-Frequency Identification 
Based Positioning Systems

Radio-Frequency Identification (RFID) is an au-
tomatic identification process of objects through 
radio interface. It is quite similar to the QR code 
or barcode in operation except that the barcode 
is replaced with an electronic microchip attached 
to an antenna, and the identification process is 
by radio instead of optics (Grover & Berghel, 
2011; Renaudin et al., 2007). An RFID system 
consists of three main components namely: tag, 
reader and server. The tag stores data while the 
reader reads or writes tag data. The server is a 
centralised location where position computation 
is done. The RFID tags can be classified into 
two namely: active and passive tags. Active tags 
are battery powered transceivers and thus have 
a wider transmission range, hence reducing the 
number of tags required for an installation. The 
limitation with active tags is that the batteries 
need to be replaced from time to time. On the 
other hand, passive tags do not use batteries, they 
get their power source from the reader’s signal 
before they can respond with information. They 
have a shorter transmission range. They are simply 
receivers. The passive tags are cheaper than the 
active tags (Fallah et al., 2013; Grover & Berghel, 
2011; Harper, 2004) (see Table 1).

RFID positioning systems (Ni, Liu, Lau, & 
Patil, 2003; Saab & Nakad, 2011; Wang, Wu, & 
Tzeng, 2007; Wang, Huang, Chen, & Zheng, 2009) 
are usually used in complex indoor environments. 
In an ‘active’ positioning system, either the reader 
or active tags can be mounted within the building. 
That is, either of them can be mobile while the other 
is stationary. The same concept can also be used 
in the ‘passive’ positioning system with the reader 
and passive tags. The major limitations with the 
RFID positioning system are security and privacy 
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concerns (Ahuja & Potti, 2010; Berghel, 2013; 
Darcy, Pupunwiwat, & Stantic, 2011; Langhein-
rich, 2008). Privacy has been described as the right 
to be left alone. Users do not want to be tracked 
to the point that every information about their 
private lives is known to others. More so, if they 
do not want their location to be monitored. This 
made Ann Cavoukian, who was once Information 
and Privacy Commissioner of Canada, to develop 
the concept known as “Privacy by Design”. He 
postulated seven foundational principles of the 
concept. Privacy by Design refers to “the phi-
losophy and approach of embedding privacy into 
the design specifications of various technologies” 
(Cavoukian, 2009). Eavesdropping, spoofing and 
sniffing are security concerns in RFID (Grover & 
Berghel, 2011; Khor, Ismail, Younis, Sulaiman, 
& Rahman, 2010; Sarma, Weis, & Engels, 2003).

3.6.6 Limitations

Although, each one of the RF based positioning 
system possess unique problems, there are how-
ever those that are common to all of them. Both 
the range (coverage) and signal for radio waves 
are limited. They are also prone to disturbance by 
almost anything. Certain electronics, storms, and 
even organic matter can disturb or distort radio 
signals. As an RF signal travels through the air 
and other mediums in an indoor environment, it 
exhibits certain behaviours such as absorption, 

reflection, scattering, refraction, interference, 
multipath and attenuation. These behaviours, also 
known as propagation effects, are signal impedi-
ments which affect a signal’s transmission between 
two locations thereby causing significant loss and 
degradation of the received signal. Their effects 
could sometimes be unhelpful and have a negative 
effect on performance and accuracy (Coleman & 
Westcott, 2009; Ekahau, 2005; Mautz, 2012). To 
improve performance and accuracy, more infra-
structure will be needed leading to increase in 
system complexity and increase in cost. Scaling 
the solution could also lead to high cost. Also, 
privacy is a concern since positions are computed 
with a server.

4. NEAR FIELD COMMUNICATION

There is a growing number of applications where 
a form of very short range wireless communica-
tion is needed. One short range technology that 
can meet this need is Near Field Communication 
(NFC). NFC is an interesting technology that has 
emerged in recent years and seems an ideal pos-
sibility to the development of pervasive, ubiqui-
tous and context-aware systems. The number of 
mobile devices integrated with NFC is growing 
every year. NFC is based on the technology used 
for RFID. It is a short-range radio technology that 
operates on the 13.56 MHz frequency with data 

Table 1. Comparison of active and passive tags 

Active Passive

Power Battery Powered No Battery

Signal Strength Low High

Transmission Range Wide Short

Storage 128 kb (Larger) 128 b (Smaller)

Tag Life Long Short

Cost High Low

Size Large Small

Operation Transmitters Receivers
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transfers of up to 424 Kbit/s at a distance of up to 
10cm. NFC works in four ways namely: Phone to 
phone, Phone to device, Phone to tag and Phone 
to reader. For two devices to communicate using 
NFC, one device must have an NFC reader/writer 
while the other could be an NFC reader or tag 
(Agrawal & Bhuraria, 2012; Al-Ofeishat & Al 
Rababah, 2012).

NFC has two communication terminals 
namely: the initiator and the target. The initiator 
starts the communication process while the target 
receives the initiator’s request and responds ac-
cordingly. Two communication modes exists in 
NFC, they are passive mode and active mode. In 
the passive communication mode, the initiator 
is active while the target is passive. In the active 
communication mode, both initiator and target 
are active as they communicate.

There are three main operating modes in NFC:

1.  Card Emulation Mode: An NFC device 
acts as Proximity Inductive Coupling Card 
(PICC) (Mulliner, 2009) in this mode. In 
other words, an external reader reads the 
content of the NFC chip which is the same 
as that of a contactless smart card. This 
makes NFC a good medium for contact-
less transactions without changing existing 
infrastructure.

2.  Peer-to-Peer (p2p) Mode: This mode en-
ables a link-level communication between 
devices. Mobile devices easily interact with 
each other in order to share data, exchange 
business cards, documents, photos or other 
types of personal information in p2p data 
transfers.

3.  Reader/Writer Mode: Mobile devices read 
data stored in NFC passive tags embedded in 
public posters, displays and products. This 
mode also enables mobile devices to write 
data to tags (Benyó, Sódor, Fördos, Kovács, 
& Vilmos, 2010).

NFC is useful in mobile payment, authenti-
cation and access control, data transfer between 
NFC enabled devices like Smartphone, digital 
cameras, notebooks, etc. It can be used to unlock 
a service (such as opening another communication 
link for data transfer like in Bluetooth or Wi-Fi), 
access digital information (read contents from 
smart poster to NFC phone, download maps from 
smart poster to NFC phone, record location e.g. 
a parking in NFC phone), and ticketing (Miraz, 
Ruiz, & Gomez-Nieto, 2009; Mulliner, 2009). 
One advantage of NFC technology is that mobile 
devices can be used both as an information stor-
age and an NFC reader. NFC is compatible with 
existing RFID infrastructures, existing RFID tags 
and contactless smart cards. It is easy to use. The 
transmission range is so short that, when a user 
separates two devices, the communication between 
the devices is broken. This brings inherent security. 
NFC raises the bar for security, performance and 
convenience. Since this technology has a very 
short range of operation, it is hard to eavesdrop 
(Coskun, Ozdenizci, & Ok, 2012; Pampattiwar, 
2012).

5. NFC POSITIONING SYSTEM

An NFC positioning system consists of three main 
components namely: tag, reader and server. The 
tag stores data while the reader, which is a mobile 
device, reads the content of the tag. The server is 
a centralised location where indoor map data of 
the building is stored. NFC positioning system 
(Bolz, 2011; Hammadi et al., 2012; Ozdenizci, 
Ok, Coskun, & Aydin, 2011) is a novel area in 
indoor positioning. Indoor positioning using 
NFC tags is gradually gaining traction. An NFC 
tag, also referred to as a smart tag, is a passive 
device which contains a small microchip with an 
antenna. It has a small amount of memory that 
can store small amount of data in the NFC Data 
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Exchange Format (NDEF). The NFC tag contains 
the position information, such as coordinates, at 
that point of the building. It also contains the 
Uniform Resource Identifier (URI) of the map 
data location. The Unique Identifier (UID) of the 
NFC tag could be associated with the position 
information. The tag is usually stuck to the wall.

NFC positioning involves a user tapping an 
NFC embedded mobile device to NFC tags spread 
within a building in order to determine current 
position. A user entering a building can tap the 
NFC tag at the entrance with a mobile device. 
The map data of the building is downloaded from 
the server via mobile network and displayed on 
the navigation system in the mobile device. The 
navigation system starts automatically because 
it communicates with the NFC Application Pro-
gramming Interface (API). The position of the 
user is computed within the navigation system 
on the mobile device. Since all the tags contain 
the same information, a user who forgets to tap 
the tag at the entrance of a building can do so 
within the building after tapping any tag and the 
map data can be downloaded. Once the map data 
is downloaded, subsequent tapping of tags will 
only display the user’s current location without 
downloading the map again. At the point where a 
user taps a tag, the location of the tag is the loca-
tion of the user. This is a simple and effective way 
of accurate location determination. The position 
accuracy is quite high (Bolz, 2011; Hammadi et 
al., 2012; Ozdenizci et al., 2011).

Ozdenizci et al., (2011, p. 12) noted that the 
described system above can work seamlessly with 
GPS if a user navigates outdoors and then continues 
indoors. They posited that, “NFC technology is a 
seamless solution for indoor navigation systems 
when compared with all other existing solutions.” 
Reducing cost, improving speed, accuracy and 
effectiveness are the goals of developing a posi-
tioning system. Indoor positioning using NFC tags 
is cheap, fast and accurate. However, real-time 
navigation is not achievable with NFC.

5.1 Benefits of NFC 
Positioning System

5.1.1 Cost

One of the most important benefits of NFC in 
indoor positioning is cost savings. The passive 
tags used are cheaper compared with that of other 
technologies, because they do not use batteries. 
Only the tags and the map data are set up, no 
other infrastructure is required. The user uses his 
mobile device as the reader or transmitter. For 
any organisation implementing this solution, it 
is cost effective. Also, the cost of maintenance is 
very minimal. There is little or no maintenance 
done for the tags, and minimal maintenance for 
the server with the map data. The cost factor is 
very important for developing nations. Due to 
the high cost implication, including maintenance 
costs, of other technologies, it may be expensive 
to implement in developing countries. Thus, NFC 
is a viable and pervasive alternative.

5.1.2 Accuracy and Precision

The position estimation is very accurate, more 
accurate than other technologies’ because the 
tags are stationary.

5.1.3 Simplicity and Performance

The system is a very simple one consisting of NFC 
tags and the map database. Position estimation is 
done on the mobile device and not on the server. 
This increases speed and improves performance.

5.1.4 Usability

This is an important factor in the navigation 
system. NFC makes a navigation system usable 
by the physically challenged also. The processes 
involved are not cumbersome and complicated. 
It can also be designed in such a way that the 
visually impaired can also use it.
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5.1.5 Scalability

Scaling the system is easily achievable. All that 
is needed is to install more NFC tags and nothing 
more. This is also friendly on cost.

5.1.6 Privacy

Privacy is guaranteed in this system because posi-
tion computation is not done in the server. The 
server is meant to store the map data, and retrieve 
it when necessary.

5.2 Summary

Based on Table 2 below and the aforementioned, 
NFC positioning system is an ideal possibility for 
a pervasive and ubiquitous system. NFC can solve 
the limitations in other positioning technologies 
based on the following performance metrics: cost, 
accuracy and precision, simplicity and perfor-
mance, usability, scalability, privacy and security.

6. FUTURE RESEARCH DIRECTIONS

In order to manage the limitations presented in 
this paper, it is necessary to have a thorough un-
derstanding of positioning technologies, and their 
strengths and weaknesses from a localisation and 
navigation point of view. Then, it becomes neces-
sary to implement and improve on these technolo-
gies. This will result in simplicity, usability and 
great value to users. One positioning technology 
that seems promising is WLAN, because of its 
coverage and existing infrastructure. However, the 
presence of this infrastructure does not necessar-
ily reduce cost especially in developing countries. 
Due to restriction in WLAN access, implementa-
tion of WLAN could lead to complexity and high 
cost. One possible area of future work is to find a 
way of using WLAN as a cost effective solution 
for indoor positioning in developing countries in 
order to improve robustness and usability.

In addition, we pointed out that the hybrid 
positioning model is becoming more popular and 
will improve accuracy and reduce complexity. This 

Table 2. Summary and comparison of indoor positioning technologies 

Technique Algorithm Accuracy Cost Complexity Scalability Privacy/ 
Security

Real- 
Time

Infrared Trilateration TOA/TDOA Medium High High Medium Low Yes

Magnetic Triangulation AOA/TOA High High High Low Low Yes

Optical/Vision Scene Analysis & 
Proximity

RSSI Low Medium Medium Low Low Yes

Audible Sound Triangulation AOA/TOA Medium Medium Medium Medium Low Yes

Ultrasound/Ultrasonic

Active Bat Trilateration TOA/TDOA Medium Medium Medium Medium Low Yes

Cricket Triangulation AOA/TOA Medium Low Medium Medium Medium Yes

Dolphin Trilateration TOA/TDOA Medium Low Medium Medium Low Yes

Radio Frequency

Bluetooth Scene Analysis RSSI Low High Medium Medium Low Yes

UWB Trilateration TOA/TDOA High Medium Medium High Low Yes

Sensor 
Networks

Scene Analysis RSSI Low Medium Medium Medium Low Yes

WLAN Scene Analysis RSSI Low Medium High Medium Low Yes

RFID Scene Analysis RSSI Low Medium Medium High Low Yes

NFC Proximity RISSU High Low Low High High No



66

Can Near Field Communication Solve the Limitations in Mobile Indoor Navigation?
 

model merges two or more technologies, thereby 
compensating for their weaknesses. Due to ongo-
ing research work on NFC, it will be very popular 
in the nearest future because of its low cost and 
ubiquity. In order to tap into the potentials of NFC, 
it can be used in a hybrid make-up with WLAN 
or Bluetooth in order to achieve real-time mobile 
indoor navigation since NFC cannot work real-
time. Although, there is the likelihood of system 
complexity, NFC will reduce system complexity 
thus balancing the trade-off.

In all the positioning technologies we dis-
cussed, we noted that map and position data are 
stored in a server, except NFC which stores only 
map data in the server. It is not impossible that 
the NFC technology would grow to a point where 
map data could be stored directly on the NFC 
tags thus bypassing the database of map data and 
server. However, due to the size of the NFC tags 
presently, map data cannot be stored on the tags. 
Eliminating the server completely and compress-
ing the map significantly into the NFC tag is a 
consideration for future work.

7. CONCLUSION

In this chapter, we have provided a comprehensive 
overview of state-of-the-art positioning techniques 
and technologies used in indoor positioning and 
navigation systems. We noted that GPS has dras-
tically influenced orientation and wayfinding in 
outdoor environment, helping people navigate with 
good accuracy and precision. However, the same 
cannot be said of navigating in indoor environ-
ment. Neither GPS nor current indoor positioning 
technologies have worked well indoors. Each 
positioning and navigation technologies provide 
different benefits to users in their unique and 
dynamic scenario.

The positioning technologies were discussed 
based on six different classifications namely: IR, 
Ultrasound/Ultrasonic, Magnetic, Vision-Based/
Optical, Audible sound and RF. We discussed 
these positioning technologies based on the main 
medium and techniques used to determine position. 
The RF-based positioning system were classified 
into: Bluetooth, UWB, sensor networks, WLAN, 
RFID and NFC. We compared the different tech-
nologies and discussed their strengths and weak-
nesses based on the following factors: positioning 
technique, cost, accuracy and precision, simplicity 
and performance, usability, scalability, privacy and 
security. While some of these technologies suffer 
from line-of-sight or multipath effect, others suf-
fer from inaccurate positioning. Indoor navigation 
systems have not been widely adopted mainly due 
to issues pertaining to these factors.

We focused on the limitations that these posi-
tioning technologies face specifically in their us-
age scenarios. These limitations tend to affect the 
functionality and performance of the positioning 
system. Thus, certain trade-offs exist. For instance, 
a system that will have a very good accuracy in 
real-time will tend to increase complexity and/or 
cost in order to achieve this. Therefore, a trade-off 
between accuracy and complexity or cost exists.

We posited that NFC is an ideal possibility to 
the development of pervasive and ubiquitous sys-
tems. NFC positioning system is able to take care 
of all the limitations that exist in other positioning 
technologies. NFC has the advantage and benefits 
of cost, accuracy and precision, simplicity and 
performance, usability, scalability and privacy. 
However, we noted that NFC cannot determine a 
user’s location in real-time while navigating. In 
future research, this could be eliminated by an 
NFC hybrid positioning system in order to provide 
good user interaction.
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KEY TERMS AND DEFINITIONS

Global Positioning System (GPS): GPS is 
a satellite based system that makes use of GPS 
receivers, like Garmin and TomTom, for timing, 
positioning and navigation purposes in an outdoor 
environment.

Navigation: Navigation is the orientation 
from a point of departure and travelling through 
a path towards a destination without colliding 
with an obstacle.

Near Field Communication (NFC): NFC is 
a short-range wireless technology that aids con-
tactless communication between NFC embedded 
mobile devices and NFC tags and contactless smart 
cards in close proximity of not more than 10cm.

Positioning: Positioning is the process of 
determining the location of a person, place or 
object by employing positioning techniques within 
a network.

Radio Frequency Identification (RFID): 
RFID is a wireless and contactless technology that 
uses radio waves to read and capture information 
stored in a tag for the purpose of tracking and 
identification within a 100m radius.

Reader: A reader is a device that reads com-
patible information from a tag. For example, a 
mobile phone.

Server: A server is a computer system that 
stores, processes and manages access to resources 
by other devices that connect to it.

Tag: A tag is an integrated circuit or microchip 
that stores information that is read by a reader.


