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Abstract 
 
The World Wide Web (Web) and Internet plays a crucial role contributing to the success of 
companies operating in the information age. Competitive prices of computer and Internet 
technologies are compelling companies of different sizes to rethink the way they operate. It 
is no different for hospitality SMEs also following this trend. Companies, even more so 
now, need to be connected to the Internet if they want to be accessible to consumers from 
all over the world. In South Africa, the volume of Internet traffic has increased steadily over 
the last few years supported by the expanding deployment of cellular smart phones. For 
example, over the past year Internet usage grew by 25 per cent in South Africa. Internet 
access ideally suits the hospitality industry by providing both, information retrieval and 
electronic transactions. Online applications used by hospitality companies have become 
more common, resulting in applications being more reliant on Internet services to reach a 
broader customer base. Being without it is not an option. However, this development 
resulted in the cyber world becoming the breeding ground for criminal activities. e-Security 
is a focal point requiring companies to deal with many online security issues and 
companies are suffering financial loss due to security breaches. Previously, SMEs 
believed they were not likely targets and considered hackers only to be interested in larger 
enterprises. However, this is not the case as literature reveals that SMEs are not immune 
to ever increasing security breaches. At least 47 per cent of SMEs have been victims of e-
security breaches. This paper investigates security risks facing hospitality SMEs as they 
continue to adopt Internet based technology to succeed in today's volatile business 
environment. 
 
Key words: Hospitality industry, e-security, security, hacking, threats, Internet, SMEs, IS, 
IT. 
 
1 Introduction 
 
Information systems (IS) have become pivotal for companies relying on systems in most 
cases, being central holding valuable enterprise data (Ifinedo, 2012:83). Growth of IS 
usage is on the increase for both, personal and company use. This growth can be 
attributed to the increase of electronic applications, as well as regular information sharing 
activities. This is found in computer networks, accessibility of information from many 
external access points, increasing threats of loss of information and the increase of 
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personal and corporate loss (Yildrim, Akalp, Aytac & Bayram, 2011:360). Furthermore, the 
rapid growth of electronic storage, transmission of information and the need for e-security 
has become prominent. e-Security has recently become a focal point of many companies 
(Lo & Chen, 2011:247). To ensure e-security in business environments is challenging 
according to Doherty, Anastasakis and Fulford (2009:449). Public agencies and private 
organisations have struggled to ensure that they fully understand e-security and the 
associated risks that affect their operations (Mylonakis & Malikukis, 2010:1). The 
hospitality industry is amongst the leaders in adopting information technology (IT), but also 
forced to manage security efficiently by not breaching customer confidentiality. This has 
become necessary since most of the hospitality companies have to manage customer 
information, often in large customer databases (Kim, Lee & Ham, 2012:1). As a result of 
the recent increase in customers who conduct online bookings, the importance of security 
pertaining to customer information in the hospitality industry, has become much greater 
(Kim, Ma, & Kim, 2005:890).  
 
2 Literature review 
 
Companies are increasingly relying on interconnected computer systems, to conduct their 
daily activities. Some of these activities may be improved information processing, 
communication and providing more reliable services to their customers (Mylonakis & 
Malikukis, 2010:1). There is a link between Information and Communication Technology 
(ICT) and Tourism. Both, play a decisive role providing a sound platform for economic 
growth, redistribution of wealth and advancement of equity around the world. The rapid 
development of the Internet could also be due to the expansion of e-commerce, market 
place existence and online markets. Online transactions are now common, especially 
within the tourism industry. This has also contributed to provide a better working 
environment (Kim, Chung & Lee, 2011:256). Researchers predict that the Internet, will 
increase its users and functions, consequently, transforming the hospitality industry. As a 
result, this will reduce the cost by providing real time information for both, companies and 
customers (Kim & Kim, 2004:381). Although the Internet offers numerous advantages and 
opportunities, it also brings security risks. 
 

• e-Service benefits to hospitality SMEs 
Over the past few years ICT usage has significantly changed the way companies conduct 
their business (Andoh-Baidoo & Osei-Bryson, 2007:703; Haug, Pederson & Albjorn, 
2011:490).  Customer behavior has also changed as the Internet has become one of the 
most significant sources of information, especially for the tourism industry (Vladimirov, 
2012:176). ICT is therefore significant and of strategic importance to most companies 
(Haug, et al., 2011:490). The hospitality industry has recently joined the trend by investing 
significantly in Internet technology in order to improve business and services (Thao & 
Swierczek, 2007:190). The use of e-service in international travel agencies is growing in 
many countries, but also in Africa (Thao & Swierczek, 2007:190). Many hospitality 
companies connect to the Internet provide useful information about services to travel 
agencies and tourists (Sigala, 2007:336). SME adoption of e-service has proved to be an 
“…Achilles heel…” (Andoh-Baidoo & Osei-Bryson, 2007:703).  The biggest challenge 
identified is to protect their information systems resources, customers and supplier data 
(Andoh-Baidoo & Osei-Bryson, 2007:703; Robinson, 2005:12). 
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• e-Security 
The rapid rate at which technology changes, results in less companies claiming that they 
are 100 per cent up to date with security measures. Even a minor adjustment in 
technology can render an entire security system useless (Lee, Rao, Naas, Forssell & 
John, 2012:364). According to Coertze, Van Niekerk & Von Solms (2011:1), it is critical for 
companies to ensure that they combat security threats to acceptable (and manageable) 
levels.  
                                                                                                                                                          
Creating a secure ICT service is a major challenge for both, private and government 
entities. It is becoming more difficult as cyber attackers are increasingly becoming 
knowledgeable, more determined and bolder in their efforts to compromise systems (Rake, 
Deane & Rees, 2011:79). Threats to company IS resources have the potential to cause 
serious damage. Furthermore, threats to information and system security ranges from 
natural and man-made disasters, errors caused by internal staff members to some overt 
act of hackers and competitors. These threats can be grouped into three categories; 
natural disasters, errors or omissions and intentional acts (Jung, Han & Lee, 2001:488). 
Internet security breaches can affect companies negatively, which may result in lower 
sales revenue, higher expenses and decreased future profits and dividends to name a few 
(Andoh-Baidoo & Osei-Bryson, 2007:703). Security breaches may further prompt 
companies to invest more on e-security (Kim et al., 2012:2). Lo & Chen (2011:247) finds 
most companies in the United States of America (USA) are investing in e-security. This is 
evident by companies assigning more than three per cent of their annual budget on 
security. Over a two year period, it increased from 40 per cent in 2006, to 55 per cent in 
2008. 
 

• Examples of e-security breaches 
e-Security has become a focal point due to increasing numbers of credit card transactions. 
Today it is difficult to imagine a tourism company competing in the global market without 
accepting credit cards (Berezina, Cobanoglu, Miller & Kwansa, 2012:992). On the other 
hand, the convenience of the cashless society has raised many security concerns, 
particularly to the hospitality industry. This industry is particularly attractive to hackers 
because traditionally, these companies tended to deploy few e-security applications 
(Cobanoglu & DeMicco, 2007:44). Approximately 55 per cent of e-security breaches take 
place in the hospitality industry (Berezina et al., 2012:995). For example, recently hackers 
disrupted access to the website of one of the hotels in Tel Aviv. Hackers also attacked the 
El Al Israel Airlines website which resulted in the crashing of the website (Reuters, 2012).  
 

• Level of SMEs security awareness 
Customer relations management (CRM) systems and websites are particularly noteworthy 
in relation to information security managing and archiving customer information. Hospitality 
companies make use of CRM to provide customers with distinguished and sophisticated 
services. CRM is a useful marketing tool for these companies but contains personal 
information. Stricter security measures must therefore, be considered to protect customer 
data. The hospitality industry uses websites for reservations and transactions, and client 
personal information may become accessible through this channel (Kim et al., 2012:2). 
Most hospitality SMEs are under pressure to provide e-service in order to remain 
competitive, but are entering the cyber space on an ad-hoc basis. They often do so without 
thinking about the implications of security (Robinson, 2005:12). A recent study by GFK (A 
World Wide Market Research company), revealed that SMEs spend more cash on coffee 
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and tea for their staff members than on e-security (Goodwill, 2012). A significant number of 
hospitality SMEs are finding it difficult to deal with security threats due to costs 
implications. Owing to this lack of resources, SMEs are experiencing challenges in drafting 
e-security policies as well as monitoring their implementation and compliance levels 
(Coertze, Van Niekerk & Von Solms, 2011:1). 
 
2.1   Barriers to improving e-security 
 
No company can claim to be 100 per cent protected from cyber threats and therefore, it is 
essential to raise security awareness to higher levels (Lee et al., 2012:364). Companies do 
encounter barriers in their quest to address security threats (Alfijiri, Pons & Collins, 
2003:131). Some challenging barriers include misaligned incentives, information 
asymmetries and externalities. In this paper the authors only considered misaligned 
incentives and information asymmetries. 
 

• Misaligned incentives 
Anderson and Moore (2006:610) posit that it is common in ICT systems that misaligned 
incentives exist between those hired to provide security and those who benefit from the 
protection received. Therefore, an analysis of e-security should first start with an analysis 
of stakeholders (Anderson & Moore, 2006:105). IS are likely to fail if persons in companies 
responsible for e-security, are not the ones who suffer when systems fail. In many 
instances, companies are not managing e-security protection well. For example, ICT 
experts from outsourced ICT companies mainly attend to ICT vulnerabilities in hospitality 
SMEs. Many of these external companies are not well aligned with hospitality SMEs’ 
interests, especially their e-security, cost control and research activities. Changes in 
architecture could also leave systems more susceptible to failures and attacks. In these 
cases, it is the clients who suffer most in the event of a security breach (Moore, 2010:105).  
 

• Information asymmetries 
It is common that companies tend to underreport security incidents. For example, Banks 
do not normally report fraud losses for fear of scaring customers from conducting online 
transactions with them (Tuyikize & Pottas, 2010:166). Companies also do not want to 
cooperate with the police on e-security espionage incidents because their reputation could 
be at stake. Managers in charge of departments dealing with sensitive information, do not 
want to reveal details of outages caused by malicious attacks. Generally, the fear in 
reporting would draw attention to systemic vulnerabilities (Moore, 2010:108). 
 
3. Research question 
 
Using the above literature as background, the authors formulated the following research 
question: What are hospitality SMEs doing to address e-security considering that online 
cyber threats are on the rise? 
 
4. Research methodology 
 
The researchers selected a qualitative research design method for this paper based on 
previous studies of how SMEs addressed information security issues (Kim et al., 2012:5). 
Three cases were selected (Yin, 2009:3-23). Considering that e-security is a complicated 
and sensitive topic, for this research a qualitative research method was deemed to be the 
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most suited. This would allow the researchers to interact with respondents (Woods, 2006). 
Qualitative research design provides researchers with insight into why hospitality SMEs fail 
to protect their client information, although previous research shows that this is a costly 
route (Pope & Meys, 2000:1). Furthermore, this method is effective to obtain specific data 
about e-security values and opinions from managers (Bernard, 1995:23). This effectively, 
pays attention to detail and embraces both, verbal and non-verbal behavior obtained using 
interviews (Woods, 2006). 
 
•      Interviews 
A vast amount of qualitative data can be obtained by talking to informants, whether by 
formal interviews or casual interviews (Woods, 2007). However, interviews allow 
researchers to collect data as well as understanding SME’s perspectives on e-security. 
The authors used semi-structured interviews for the data collection. The authors probed 
the interviewees where necessary, and asked them to explain security aspects in more 
detail, or to give examples where possible. Semi-structured interviews also provided 
researchers with an opportunity to rephrase or explain some questions that interviewees 
did not grasp initially (Kajornboon, 2005:20).  
 
5. Conducting the research and findings 
 
In this section, the authors describe how data was collected from three cases as well as 
presenting preliminary findings. Briefly, the case interview findings are discussed: 
 

• Case 1 
Most of the company’s transactions are based on e-commerce as many are International 
clients. An Internet service provider (ISP) provides e-security to the company. The full time 
network administrator ensures the network is maintained to avoid compromising clients’ 
information in online transactions. e-Security is a high profile activity in the company and 
managers ensure that sufficient funding is allocated for the security budget. The company 
sends employees on security training, on a rotational basis every three months. Training 
could range over a period from three to six months part time. The training also makes use 
of the latest technology to avoid compromising security. Employees are required to sign 
confidentiality contracts at the beginning of their contracts. That being the case, the 
company still experiences some minor problems such as attempted credit card fraud which 
seems to be troubling the company quite frequently.  
 
Employees make use of usernames and passwords to gain access to the network. The 
company also monitors employee Internet usage. Firewalls minimise downloading 
malicious documents from the Internet. These firewalls therefore, restrict employees from 
downloading unrelated files from the Internet. Although employees are not allowed to 
download files from the Internet, there was one incident where an employee managed to 
bypass systems and downloaded music files from the Internet. The company does not rely 
on security standards such as SABS, COBIT 5 and ISO 27001 as it believed that it had a 
team of experts who can drive the company forward. The ISP assists to formulate the 
company’s information security policies. 
 

• Case 2  
This company follows a norm set by most hospitality companies, making use of e-
commerce. Online transactions account for 75 per cent of its daily business. To minimise 
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theft, all computers are kept at reception where there is always a staff member present. A 
problem that concerns the company is computer virus attacks. Viruses still find their way 
into the company’s information resources, although the company makes use of anti-virus 
software. This is a serious challenge, manifested by a serious virus attack that recently 
crashed the computer system. Making matters worse, no serious effort is made to allocate 
funding for e-security. The company does not have a dedicated IT employee as it does not 
regard e-security being part of its core business. Temporary IT consultants simply repair 
any faults as they appear. Furthermore, the company does not have any arrangement to 
detect network intrusions from outsiders. 
 
No passwords or usernames are required for the 14 people employed to gain access to 
the company’s computer system. Managers believe that their workforce does not need that 
level of security. No rules or e-security policies are evident anywhere and they rely solely 
on word-of mouth support. The only documents that employees rely on are their 
employment contracts signed when they joined the company. Employees are expected to 
thoroughly read the contents of the contract because it contains all the rules concerning 
their condition of employment. Some e-security training is provided to employees, but then 
again, not taken too seriously. The cost of sending staff members on training is a major 
hampering fact, not providing staff members with adequate security training.  
 

• Case 3 
e-Commerce is applied in most of the company’s daily business. Customers make online 
reservations and send emails to the company. Passwords are used to authenticate users 
into the system, especially customers. Staff members have two passwords. The first is a 
personal password and gives them authority to access the system. The second password 
is used to access the online booking system. The password for accessing the online 
booking system does not change. However, staff members can change their personal 
passwords at any stage. The company’s system does not allow downloading of documents 
from the Internet in order to avoid malicious software being downloaded to their network. 
Employees are encouraged to join social networks in order to advertise company activities 
and business. Employees are not provided with e-security training. New staff members are 
only provided with induction courses to introduce them to their new environment. The 
company does not do anything special to make sure that employees do not compromise 
the company’s e-security. However, where possible, regular meetings are organised to 
discuss issues affecting the company, including security. 
 
To address the virus issues bothering the company, anti-virus software is used and 
updated about every 3 months or when needed. The company does not have a dedicated 
IT staff member, but hires an IT company to take care of IT related issues. The company 
does not spend much on security as it believes it is not that essential. Most of the money 
budgeted for e-security is spent on the outsourced company. 
 
6. Discussion  
 
The research question for this paper is: “What are hospitality SMEs doing to address e-
security considering that online cyber threats are on the rise?” This paper explores this 
and identifies some of the procedures used by hospitality SMEs. Based on the data 
collected from in-depth interviews from three cases, virus attacks is a common problem for 
two of the companies. Although, all three of the companies indicated that they make use of 
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the anti-virus software, two of them still experienced such a problem. One of the 
companies experienced a serious virus attack that crashed its computers. This company 
only updated its anti-virus software after one year, even after one of the computers 
crashed as a result of virus attacks. Unless this company improves its anti-virus update 
schedule, it will forever experience these types of problems. The company that updated its 
anti-virus software on a daily basis did not have any virus attack problems. The network of 
one of the companies was intruded by an insider, alarming them that their network is not 
secure. The two companies that indicated that they do not provide their employees with e-
security training are further exposing themselves to cyber attacks. These companies cite 
lack of money as the reason for not providing training to staff members. Rake et al., 
(2011:79) warn that companies should be more vigilant as hackers are becoming more 
knowledgeable and bolder. These companies seem to adopt a wait and see approach, 
which can prove to be costly. Zhao and Zhao (2009:50) indicate that cyber attacks keep on 
changing and therefore, staff members need regular training to keep abreast with e-
security threats. Attempted credit card fraud was problematic for one of the companies but 
because the company provides regular training to staff members, it has been successful in 
dealing with such problems.  
 

• Usernames and passwords 
Two of the companies indicated that no passwords or usernames are required to access 
their systems. This means that anyone who can gain access to the computer room, could 
get hold of confidential information. It is surprising because the same companies admit 
that they deal with confidential client information. e-Security appears not to be a top priority 
as revealed by the companies that were interviewed. Two of the three companies 
indicated that they do not assign much budget to take care of their security demands. In 
one of the interviews, the interviewee indicated that security is not the company’s main 
priority. Robinson (2001:12) posits that it might appear to SMEs that their companies are 
small and therefore security should not be a priority. However, according to literature, this 
is totally the opposite. SME who do not have proper security measures in place, once 
attacked, the company could go offline for some time, and even face going out of 
business. Another mistake committed by companies is failing to subscribe or make use of 
security standards such as SABS, COBIT 5.0 or ISO 27001. None of the companies 
indicated that they make use of any of these security standards. They all indicated that 
they believed they are on track with their security applications. According to Allam & 
Flowerday, 2010:113, companies should subscribe to at least one security standard to 
avoid serious security breaches. These matters discussed, raises many questions with the 
commitment of these companies to e-security. 
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7. Conclusion 
 
In conclusion, clients expect companies to handle their personal information in an 
acceptable and secure manner. Even though the companies interviewed indicated that 
they were concerned about safeguarding client information, only one allocated sufficient 
budgets for e-security. Hospitality companies are trying to cut costs, but by not spending 
sufficiently on e-security, the results could be disastrous. Training of staff members are 
largely omitted even though it has been indicated that hackers are becoming more 
sophisticated and bolder with security breaches. Furthermore, companies fail to provide 
staff members with password management, which further exposes companies to threats. 
Relying on consultants might introduce problems such as misaligned incentives, whereby 
the interests of hired companies do not necessarily coincide with the interests of hospitality 
companies supposed to receive such services. Furthermore, it is a risk to involve a third 
party when dealing with confidential information unless there is a binding contract that 
safeguards both parties, and to keep confidential information secure.  
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