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Abstract: Information is power, and the control of access to confidential data is key 
to safeguarding an organisation’s edge in today’s competitve, information-based 
economy. While access control is like a useful fence around your house, there is 
always a risk of someone leaving the gate open or breaking the lock. Without 
additional security there is no way of knowing if security is/was breached. This study 
investigates the effectiveness of intrusion detection systems as an access control 
supplement in protecting electronic information resources and networks in 
infromation-centric organisations. The study focuses on the strengths and 
vulnerabilities of intrusion detection systems (IDS). A case study is conducted with a 
retail organisation, and an educational institution in Cape Town, South Africa to 
understand security priorities in retail, and the functionalities of IDSs, the 
significance of the system in concept, the cost factor, and whether it is really an 
answer to all possible security challenges. The findings are clear. No security 
measure is altogether “fool-proof”. Although IDSs have vulnerabilities, they offer an 
added cushion to conventional network access control efforts. Access control for 
example, guards the gate but IDSs are the watchdogs in your yard, and IDS closes a 
gap in a network security that only IDSs can. It alerts you of a potential attacker, 
enabling you to respond timeously, in whichever way you like. It does however 
require deliberate reaction against a detected intrusion to be effective, but remains a 
useful security tool that should become standard to all network security initiatives. 
Keywords: Access control; Intrusion detection systems; Security threats; 
Vulnerability. 

1. Introduction  
Information is “power”, and when it is powerful enough to make the world go round, 
everyone wants to put their hands on it. In July 2006 for example, the “U.S. federal 
prosecutors… charged three people, including a former employee, in connection with an 
alleged plot to steal trade secrets from the Coca-Cola Company, and sell the information to 
Coke's chief rival, PepsiCo” [9]. If an organizations’ competitive advantage depends largely 
on how they make effective use of privileged (secret) information whilst keeping it away 
from their competitors and criminals, then there is a very strong case for protecting 
privileged information in the competitive information economy of today.  

The Webster’s Dictionary defines information both as facts and data, and as the 
“knowledge obtained from investigation, study, or instruction”. Similarly, Amiidon [1] 
describes information as data with context. The contextual qualification suggests that 
information is more than just data, but represents a much more refined data… with meaning 
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that is useful for some form of analysis [12]. Davenport & Prusak [6] offer a useful 
example of this contextual data - as a message in the (various) form of communication… 
that have an impact on judgment and behaviour.  

We act on the basis of information we have, and a mere ability to access, use, exchange, 
and store useful information for the individual for example, can determine one’s access to, 
and taking advantage of better life opportunities. In the vocabulary of the international 
development institutions such as the United Nations World Summit on Information Society 
(WSIS), the International Telecommunications Union (ITU), and the European Union (EU), 
among others, access to, and effective use of information is key to economic 
competitiveness for organisations, and improved living standards for the individuals [20]. 
Emphasis are that “information is power” and that every individual across the globe – 
should be connected to the means of accessing, using, and exchanging information if 
poverty is to be alleviated and living standards improved among world populations (ibid.). 
The usefulness of information therefore, is largely dependant on its methods of 
construction, processing, exchange, as well as keeping it away from non-intended outsiders.  

With respect to the methods, verbal communication is one of the earliest and most 
primitive forms of information exchanges [2]. Using language and culture or social norms 
[22] of sense-making, verbal communication could also filter the transmission of 
information – only to the members of a social group that understands the constructs and 
meanings entailed in a conversation. Whilst this model of information exchange (alone) 
was adequate for earlier centuries of human evolution, the fact that we can forget, distort 
(misrepresent) information or die before sharing certain parts of information could limit the 
benefits of information handling on further developments of today’s innovating societies.  

Information and communication technology (ICT) plays a useful role in this respect. It 
has the potential to improve all aspects of modern individual and organisational life.  

The aim of this paper is to investigate the extent to which intrusion detection systems 
contribute to the overall security of privileged information transmitted or stored over the 
electronic networks (electronic information handling tools) in an information intensive 
organisation.  

1.1 – Information handling tools and security 

ICT tools such as the 3rd generation mobile phones and networked computers do more than 
just enable the exchange of one form of data (such as audio content), but also the flexible 
storage and retrieval of different forms of data and information [11].  

With networked computers, we have evolved into what Castells [3] calls a “network 
society” where our intercontinental neighbours are now just one button push away. You can 
now share information with someone from another country in an instant. With the World 
Wide Web (www) as the medium however, unprotected information transmitting over (or 
even stored in) the internet/work is accessible to anyone connected to the www. The 
possibility with respect to e-commerce transactions for example, is that customer bank 
details can be accessed and used by unintended parties when unprotected.  

Here is an example taken from a web site, company XYZ received a credit-card order 
from IP address 161.139.12.3. The details are in the following order: 
Name: John Ma 
Address: 123 Main St 
City: New York 
ZIP Code: 11111 
Country: United States 
Tel: (503) 111-1111 
Credit Card No: 1234 5678 9012 3456 
Expired Date: December 2010 
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 Credit card merchant processor will authorize this order if the billing address matches 
the order details. Unluckily, the credit card data has been stolen earlier by Mr. ABC from 
another country through the Internet. Later, he made a purchase of digital products from 
company XYZ using the information. His order approved by the merchant because all the 
details matched John's record in the bank's database. The problem could have been averted 
by ensuring than Jon Ma’s detail (data and information) are protected against unauthorised 
access. Effective access control measures could play a central role in this respect, though 
they may not altogether be “fool proof”.  

2. Objectives 
This research is informed by several briefings on the objectives of the EU FP7-ICT Theme, 
which highlights priorities in ICT research to promote innovations that enhance improving 
the quality of life, tackling of social challenges, and meeting the challenge of the ageing 
society in Europe. The increased use of ICT surely does contribute to improved life 
opportunities, but this comes with challenges that threaten maximum benefits from this 
innovation. South Africa faces similar challenges, and sets to achieve similar objectives. 
One such challenge, which is the subject of this paper is cyber crime on electronic 
transactions over networks. The objective of this study therefore, is to investigate the extent 
to which the increasing use of information technology for the enhancement of the quality of 
life – both in the individual private, the business, as well as public sectors prioritises the 
safety of private information transmitting of electronic networks.  

This study is set to benefit policy planners, innovators in ICT efforts, and researchers 
within the FP7-ICT Theme and beyond, in terms of ensuring that all research towards the 
said objectives cater for the maximum protection of intended beneficiaries of ICT solutions 
on an individual and business levels.  

We want to understand whether and how intrusion detection systems contribute to the 
overall security of privileged information transmitted or stored over the electronic networks 
in an information intensive organisation. We start with exploratory background on security 
awareness and priorities in two selected organisations, followed by questions on access 
control and IDSs in these organisations.  

3. Methodology 
This paper views information security from the access control perspective – with emphasis 
on giving and withholding rights to its access. The phenomenon of access control 
(including intrusion detection systems) is defined with illustrative examples section 4. 
Given the growing pace in which the retail industry is adopting e-commerce services on 
normal groceries (which is another demonstration on how ICT improves the quality of life 
and independence of the public including the aging citizens) both in South Africa, Europe, 
and globally, a retail chain store in South Africa, Truworths (www.truworths.co.za/shop) is 
selected as a case study.  Secondly, an academic institution (the Cape Peninsula University 
of Technology - www.cput.ac.za) is selected on the basis that it deals mainly with 
knowledge and confidential information (student records, academic tests, personnel details, 
etc) over electronic networks - that require maximum protection if the institution is to 
function successfully. A qualitative, explanatory format of enquiry is adopted to investigate 
the relationship between the conventional access control measures and the use of intrusion 
detection systems in the two information intensive entities.  

The first question is exploratory in nature – investigating whether security of customer 
and that of the organisation over online transactions is of any priority within the retail 
entity. The second question is to understand the extent of security consciousness and efforts 
deposited in this aspect. The main question though, is posed in both the retail industry and 
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the university - whether IDSs are really necessary in securing organisational data and 
information when all conventional access control measures are in place? Furthermore, 
whether it matters that other organisations neglect using IDSs and lastly, whether IDSs are 
the answer to all access control challenges?  Whilst most of this study is based on the 
analysis of secondary data, primary data in the form of selected interviews with network 
administrators of both the retail store and a local academic institution informs the findings 
of the study.  

4. Access Control Measures 

Access control is any mechanism by which a system grants access to. It is the most basic 
security concept and applies to all facets of security. To understand access control one has 
to know the steps access control goes through to provide security. This will be discussed in 
the next section. 

4.1 Elements of access control 

There are three elements to access control, namely; identification, authentication and 
authorization. For access control to be successful it needs to know who wants access and 
this requires the individual to be identified. After identification, the system has to verify 
that the individual is the person in question. The most common form of identification and 
authorization is a username and password. After individual is granted access, it has to be 
determined what the individual is allowed to do. Examples of this would be read, write and 
execute permissions. Access control is often applied at different levels, ranging from 
physical access control, application layer access control, and intrusion detection systems:  

• Physical access control 
With all things considered pertaining to the sharing of information. Some information is 
just too valuable to kept/sent over the network. It is thus that this information is sometimes 
kept isolated. One of the most important things concerning this form of security is to 
control individuals from physically accessing the information. This should be the first line 
of defence.  

Biometrics, identity cards and locks play a crucial role in this regard. Fingerprint 
identification uses pre-scanned images from a database to authorize users. It authenticates 
using optical and capacitance scanning. A fingerprint scanner system has two basic jobs - it 
needs to get an image of your finger, and it needs to determine whether the pattern of ridges 
and valleys in this image matches the pattern of ridges and valleys in pre-scanned images. 
Retinal/Iris identification identifies blood vessels on the retina. No two are alike, even 
among identical twins. Facial feature recognition recognizes the different geometrical 
points on your face. Voice identification analyses the patterns of sound waves your voice 
creates when you speak. 
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• Application layer access control 

There are many forms of access control, some of them are; Role-Based Access Control 
(RBAC), Discretionary Access Control (DAC) and Mandatory Access Control (MAC). 

RBAC is based on roles assigned to each user. A user is assigned one or more roles and 
each role is assigned privileges that grant permissions that allow the user to perform their 
duties. RBAC is also based on the concept of least privilege that requires identifying the 
user’s job functions. The administrator determines the minimum set of privileges required 
to perform a specific function and restricting the user with those privileges and gives 
nothing more. CEOs, accountants or data capturers are examples of RBAC. A CEO would 
get the highest-level security clearance and can access everything while an accountant 
would get access to financial information only and a data capturer would only be given 
access to the data that needs to be captured. 

Discretionary access control (DAC) permits the granting and revoking of access control 
privileges to be left to the discretion of the individual users. In this form of access control 
users own info to which they are allowed access. They can grant permissions to other users 
to perform certain functions too. For example when giving someone administrator 
privileges, they in turn can give permissions to other users. 

Joseph Kizza [13] says that mandatory access control (MAC), according to DoD, is “a 
means of restricting access to objects based on the sensitivity (as represented by a label) of 
the information contained in the objects and the formal authorization (i.e. clearance) of 
subjects to access information of such sensitivity. 

User-based access control requires the administrator to define permissions based on the 
user’s needs. The administrator should know exactly what the job description is of every 
user. In large organizations this process would be too labour intensive. This form of access 
control would be used in smaller organizations where the administrator wants to know 
exactly who does what.  

• Intrusion Detection Systems 

Access control form the most basic of security concepts and IDSs provide a powerful 
supplementary level of defence. It acts like an alarm notifying you if someone attempts to 
gain access to your system. IDSs work by monitoring the system, recognizing signs of a 
potential attack and informing the administrator about the suspicious activity so that counter 
measures can be taken. 

Source [10] 
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There are many types of IDSs but this paper will focus on the following; Network-based 
Intrusion Detection System (NIDS), Host-based Intrusion Detection System (HIDS), 
Hybrid Intrusion Detection System (HIDS) and Distributed Intrusion Detection Systems. 

A Network-based Intrusion Detection System (NIDS) is an appliance that monitors the 
network for abnormal activity and that which is specified in the NIDSs signatures. It is 
usually located just behind the firewall in case intruders get past. Some NIDSs can be 
configured to alert the administrator and stop further communication when an attacker tries 
to get past.  

There are two types of NIDSs; raw analysis/signature-based systems and pseudo 
intelligent systems. Raw analysis work by comparing the network traffic to strings in a 
database (known as signatures) looking for a match. It then decides on what action to take 
depending on what’s defined in the signature. Pseudo intelligent systems also compare 
signatures from a database but it tries to emulate the host and application to determine how 
they will interpret the packet. 

 

 

 

 

 

 

 

 

Fig 8-10 shows where a NIDS would be placed on the network as illustrated by Greg 
Holden [10]. 
 Leigh [19] gives a nice analogy to explain a NIDS and a Host-based IDS, which says 
that,  

 "Network 'signature-based' intrusion detection is a little like posting a guard outside the bank, and 
giving them pictures of all the known crooks in the world. He scans the faces of the people walking 
past, and if he sees a known crook, he signals an alarm.” 

She explains that Host-based intrusion detection is like someone watching the gold bars in 
the vault to make sure they're still there. "Host-based Intrusion Detection Systems (HIDS) 
monitor and analyse the local system instead of the network. It looks for signatures the way 
antivirus software would look for viruses that modify system files. Some HIDSs use 
anomaly detection; it works from what’s called a baseline. A baseline is defined as normal 
activity. It compares current system activity with the baseline and (depending on how it’s 
configured) alerts the administrator or logs the activity.  

Copyright © 2008 The authors www.IST-Africa.org/Conference2008 Page 6 of 13 



Corbin Del Carlo [7] makes the following clarification: 
“Some work by monitoring the host for critical files that should not change and  alerting appropriate 
personnel if they change. Other HIDS monitor the network connections, general input strings and 
system memory for signatures, similar to signature-based NIDS, but only for the machine on which 
they are installed. “ 

 Hybrid Intrusion Detection System (HIDS) provides a complement to NIDSs and Host-
based IDSs in that it combines the two approaches. It inspects network traffic and analyses 
activity on the individual computers. It provides greater intelligence but the logs being 
captured by the different IDSs have to be correlated properly for this to be effective. 
 According to Zuver [21], Distributed Intrusion Detection (DID) is the aggregation of 
Intrusion Detection data from many different sources to provide a broader and more 
detailed picture of malicious network activity at any given time. In his article, Distributed 
Intrusion Detection Systems: An Introduction and Review, Robbins [17] says,  

 “The occasional odd bit of anomalous behaviour on an individual network may  not be meaningful, 
but if that same odd bit shows up on multiple networks  around the globe, there may be something not 
so anomalous and probably  not so benign at work. Being able to correlate events from the IDS of 
many different networks and declare that a security incident is in progress is what  distributed Intrusion 
Detection Systems are all about.” 

IDSs use different types of technologies to better protect information. Here are some forms 
of technologies; signature-based detection, anomaly-based detection and stateful packet 
filtering. 
 With signature-based detection rules are written into the IDS that guard against activity 
defined in the rules. For instance you can write a rule that can specify what type of files you 
let through emails like the file extension .exe. 
 Anomaly-based detection on the other hand monitors the network for any suspicious 
activity and not just those specified in the rules. With this type of technology false positives 
are more frequent and in most cases administrators get so fed up with chasing ghosts that 
they just turn it off. 
 Mark Ciampa [4] defines stateful packet filtering as, the keeping of records of the state 
of the connection between an internal computer and an external server then makes decisions 
based on the connection as well as the rule base. The example he gives is that a stateless 
packet filter might allow a packet to pass through because it is intended for a specific 
computer on the network. However a stateful packet filter would not let the packet pass if 
that internal network computer did not first request the information from the external 
server. 

4.2 Intrusion Detection Vulnerabilities  

When an attacker tries to evade an IDS they determine the weaknesses in the design and 
attempt to exploit these weaknesses [7]. Intrusion Detection’s weaknesses lie in its 
signatures. The way IDSs are configured can be the deciding point as to whether it works 
for your organization or not. The responsibility is reliant on the person monitoring or 
configuring it. The IDS should be configured by an experienced security professional to 
bring out its potential. It should however be said that although configuring the signatures 
are essential, the value of IDSs ultimately lies in its functionality.  

NIDSs have a number of weaknesses which make them vulnerable namely; obfuscation, 
fragmentation, encryption and denial of service. In obfuscation attackers would manipulate 
data in such a way that the packet being passed will not match the IDS signature but the 
receiving device will still interpret it correctly. Although pseudo intelligent NIDSs will pick 
this kind of attack up. Del Carlo [7]offers a good example of obfuscation. The string: 
“../../c:\winnt\system32\netstat.exe” would not be interpreted by the IDS the same way as: 
“%2e%2e%2f%2e%2e%2fc:\winnt\system32\netstat.exe”[14].   
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 Obfuscation can be used against both host and network-based IDSs. Fragmentation is 
breaking up an attack into multiple packets. Most NIDSs are not equipped to reassemble the 
packets in the correct sequence. Some however, will, but this requires quite the amount of 
overhead that not all NIDSs have at their disposal. 
 NIDSs need to examine packets to be effective. SSL, SSH and IPSEC are forms of 
encryption that prevent the NIDS to interpret the packets true payload [7], which leads the 
attacker to use the organization’s security against itself. 
 In his definition of Denial of Service (DOS) attacks, Martin [15] says that DOS attacks 
render the system ineffective by giving it too much work to do. If bombarded with false 
activity a genuine attack can pass unnoticed. 
 Host-based IDSs work differently to NIDSs in that their functionality is similar to that 
of antivirus software. And therefore have different weaknesses. Obfuscation lends itself not 
only to NIDSs but can affect host-based IDSs as well. Unless a DIDS is being used to 
correlate the events, host-based IDSs cannot detect network scans and is basically cut off 
from other hosts on the network. If compromised, attackers can erase all evidence of ever 
being on that host. IDSs are discussed in an illustrative format in the following case study. 

5 Developments: Case studies 
ICT is prioritised as a useful innovation upon life improving developments can be based in 
many governments. This study concerns itself with undesired developments that threat 
productive use and limit the benefits that can be drawn from the use of ICT. Cyber Crime is 
the case in point, and this work investigates the extent to which information security (with 
emphasis on access control and IDS) is prioritised in the business sector such as the retail 
and its e-commerce practices on the one hand, and other information intensive entities such 
as universities. Three case studies, starting with the literature based case study, the study of 
the retail entity – Truworths.co.za, and the Cape Peninsula University of Technology were 
conduced. 

5.1 Literature based IDS case study 

The following Distributed Intrusion Detection case study is drawn on Zuver’s [21] work, A 
Thousand Heads Are Better than One – The Present and Future of Distributed Intrusion 
Detection. 

The promise of distributed intrusion detection is well-illustrated by this account from 
SANS’s Internet Storm Center, which describes a worm attack that began on March 22, 
2001: In the March 22 wave of attacks, thousands of organizations that had not updated 
their version of BIND were rewarded by being infected with a worm called Lion. Lion stole 
password files from infected machines and sent them to a site in China, and it installed a 
distributed denial of service tool so that the infected machines could be used in denial of 
service attacks.  

It also installed other malicious software and then forced each infected system to search 
the Internet for additional vulnerable machines to infect. Had the worm attack happened 
even a few months earlier, the intrusion detection systems that recorded the probes would 
have been acting alone. There would have been little chance of raising a widespread alarm 
to offer an early warning to those who had vulnerable systems, and nothing would have 
been done for at least a couple of days, and probably much longer. During that delay tens of 
thousands more systems would have been compromised and used by the worm.  

But this time, hundreds of those intrusion detection sensors that were logging attacks 
had become part of regional and industry-specific security monitoring networks. They sent 
their logs to analysis sites in Cambridge, Atlanta, Reston, and Indianapolis. There the data 
was aggregated and charted automatically, and posted for analysis. Analysts immediately 
saw a spike in the number of attacks on DNS Port 53. One regional analysis showed an 
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increase from two hundred probes per day throughout March to 50,000 probes on the 22nd. 
Some kind of man-made, electronic storm was sweeping through the Internet. Within an 
hour, the analysts, all of whom were fully qualified as GIAC certified in intrusion detection, 
agreed that a global security incident was underway.  
 They named a global incident handler who immediately sent a notice to a global 
community of technically savvy security practitioners asking them to check their systems to 
see whether they had experienced an attack. Within three hours a system administrator in 
the Netherlands responded that some of his machines had been infected, and he sent the 
first copy of the worm code to the analysts. Over the next 24 hours twenty-five more sites 
from Canada, Brazil, Venezuela, the US and the UK would report that they had been 
infected, but that first copy of the worm was enough for rapid action. Armed with this 
information, the analysts were able to quickly develop and rapidly distribute a patch to 
detect and fix the problem in infected computers and prevent it in uninfected ones. They 
also notified law enforcement. 

5.2 Truworths Retail – case study 

To investigation access controls, we explored the background consciousness of security on 
networked transactions in the retail sector.  We looked into the measures taken by the 
Truworths Retail organisation to protect client data, and the safety of its own assets in e-
commerce transactions. We asked whether Truworths have, and does implement adequate 
measures to protect data over e-commerce transactions. We focused on the following 
indicators of client data: Security Policy/ Strategy, Security Applications, Access Control 
Measures.  

The findings show useful awareness of security issues (such as access control) on the 
part of the organisation. Truworths has a security policy in the form of the ethics code for 
clients to commit them not to share accounts, passwords and break to other accounts. E-
commerce security is a major concern for some customers.  According to an e-commerce 
customer [23], audit trails are always a good place to start not only for purchasing 
transactions, but every time a person logs on the site.  To ensure that no one accesses her 
details (individual level access control), she often chooses unique passwords and avoids 
replying to spam.  

For security applications, the organization takes measures to secure the transmission of 
user’s confidential information. Payment information is submitted through online forms and 
transactions take place in a secure online environment through a 128-bit encrypted gateway. 
Finally they have considered rules of controlling access to information systems by 
unauthorized users; this rule is for Truworths clients to change login details regularly.  

With regard to the protection of the organisations assets on e-commerce Truworths [24] 
has a policy with rules for protection of business information and processes corresponding 
to the risks and threats involved. The organisations policies are password policy, logon 
policy, information security policy, system administration policy and they use firewalls to 
determine access. They have a monitored oracle system as part of security applications, this 
is a database for their financial information where they identify a secured data, extract it 
and put it in a presentable format like Excel and HTML. Other security applications include 
Intrusion detection systems, Firewalls, Encryption, Internal audit testing of systems and 
tight internal controls.  

Some of the above security applications are used for access control as well, for instance 
encryption and firewalls are good access control measures. The organisation restricts access 
to systems by having access passwords for all users, these passwords provide access to 
authorised users while denying access to unauthorised access. According to the senior 
technical officer [24], only Truworths employees with a proper security clearance have 
access to customers’ financial and transactional information. Having adequate access 
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control measures makes it easy for the organisation to guarantee good quality to their 
clients. To ensure good quality and efficiency firewalls to prevent Denial of Service (DOS) 
and antivirus programs to control viruses disrupting service availability are used. Truworths 
Company has automated routines to ensure speedy authorisation & decline of purchases. 

Whilst security awareness and implementation efforts may seem adequate at this and 
other organisations, this paper concerns itself with the question of whether adequate access 
control is enough without intrusion detection systems. To answer this question, we looked 
at the second case study with the Cape Peninsula University of Technology. 

5.3 The Cape Peninsula University of Technology - case study 

Having different access control measures in place in your organization is vital.  But what 
happens when they are violated? In an interview with Sam Bimray, a network engineer at 
CPUT (Bellville), it becomes apparently clear that IDSs play a vital role in securing your 
information. Access control alone is not enough and the purpose of this interview was to 
show the significance of strengthening access control by means of intrusion detection 
systems. I wanted to find out whether IDSs were being used, the type, the reasons for using 
it and ultimately its successes, strengths and weaknesses. 

Findings show that access control does a good job in protecting the network’s 
perimeter. It keeps the authorized protected and the unwanted out. But with social 
engineering being what it is and there being other means to gain access to systems, we 
cannot stress the importance of having more than just that. In Sam Bimray’s words, 

“It would better protect your network against hackers and attackers. And I would  say that is critical.”  

 There are a wide variety of IDSs. They go from network-based IDSs to hybrid IDSs. 
Choosing an IDS that best fits your organization is vital [16].  Different IDSs have different 
functions and serve different purposes. The author asked Sam what type of IDS he uses and 
he corrected him by saying,  

“We use an IPS. Intrusion Prevention System. IDSs are old technology; it’s like closing the gates 
when the burglar is still in the house. It detects after the deed has been done. But intrusion prevention 
prevents people from actually getting in.”  

 It is true that IPSs prevent attackers from breaching the system but IDSs serve the 
function of monitoring the behaviour of attackers and learning what they’re after and what 
they kind of tools they use.  He also explains that, 

 “The big corporate businesses actually have R&D departments where people can sit and evaluate 
different products that are best for the business. Which is not necessarily the best on the market but 
what is best for the business? I mean you can go and spend hundreds of thousands of rand on a 
product but do you really need it?”  

 All security concepts and measures have their successes, their strengths, and 
weaknesses. Sam gives his perspective on this and says,  

“The major issue with IDSs is that they cost a lot of money and the problem with IDSs is false 
positives. And it picks up such a lot of false positives that after awhile your get so sick and tired of 
this alerting that you just turn it off. You need a fulltime person to just to monitor those IDS. In a big 
corporate environment IDSs just get sidelined.”. 

6. Results 
Research has shown that having only one form of security in place is not nearly enough to 
keep your information protected. Different forms of security brings with it different 
technologies and all do their part and have their place in security.  

Access control systems are vital, but they work at the point of entry to the network, if an 
attacker is able to breach the system, they can roam freely through the network. To keep a 
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constant eye on network traffic and to know if anything out of ordinary is happening, 
network security should be supplemented with Intrusion Detection Systems [18].  

Host-based IDS watches for changes to system files on the host. NIDSs monitor 
network traffic for suspicious behaviour and known signatures, while hybrid IDSs combine 
host-based with network IDSs and provides a good complement to both of them. DIDSs 
correlate all hosts signatures to one central location to provide an understanding of the 
broader picture and to identify potential coordinated attacks. 

Although IDSs have much vulnerability, it closes a gap in network security that only 
IDSs can. Access control guards the gate but IDSs are the watchdogs in your yard. 

7. Business Benefits 
In line with development objectives in Africa and Europe – that equally seek to promote 
ICT innovations to improve the quality of citizen lives and to improve competitiveness of 
the business sector, such innovations can always be manipulated by the criminal element, 
with major financial risks.  
 The danger is to advance innovations and neglect the security element. This study has 
put forward a strong case for the business and individuals to understand first, benefits of 
ICT innovations do not come alone – but with a responsibility to comply with the last 
security measures. Access controls are not negotiable if benefits of ICT usage are to be 
maximised. We further point out to the business sector that conventional measures alone 
may not be adequate. Using this line of argument, even as we argue that IDS add a security 
cushion, we highlight the need for further research in matters of strengthening ICT security 
if ICT related development objectives are to be realised.  

8. Conclusions 
The first case study shows that businesses that seek to improve shopping convenience, 
thereby improving the quality of lives through the introduction of e-commerce in the retail 
sector are, at least as in the case of Truworths.co.za, making useful efforts to protecting 
customer data. Because of this realisation it is very easy for researchers to then believe that 
adherence to conventional access control measures equal maximum security. We pose a 
question: “what if conventional access control measures are breached?” We then realise that 
conventional access control measures alone are not enough to protect privileged 
information. Access control has it’s many strengths but also weaknesses. We agree with 
Ho, Swee Yenn (George) that access control is vital and that they only work at the point of 
entry to the network. Because once inside, intruders can roam around freely and have the 
same or even more privileges than legitimate users. To this end, we conducted an interview 
with network officials at the Cape Peninsula University of Technology. There is agreement 
that IDSs close the gap between the breach of access controls and the actual attack - by 
monitoring the network for exactly this kind of activity. We recommend that for an 
organization to have adequate protection one has to incorporate many concepts of security.  
 We have now come to the conclusion that combining all brings something to the table, 
which is increased/enhanced security for an organization. Access controls with the different 
forms of IDSs complement each other very well. After answering the question, is access 
control adequate enough to protect your information, it is clear that its adequacy depends 
not only on the software and hardware elements, but also the human factor and other 
supplementary measures. To this end, we realize the need for additional research on the 
strengthening of access controls. We understanding that just as technology for the 
betterment of life opportunities advances, so are cyber criminal elements. We recommend a 
joint study between the South African research organisations and some of the European 
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institutions to investigate effective integration of access control measures to all aspects of 
the pursued ICT research, and further innovations to enhance this security aspect.  
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